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have been proven less effective in the evolving types of phishing. This
paper focuses on the impact of a Multilayer Perceptron (MLP) in
minimizing the deficiencies of conventional techniques as a tool of
Comparison, multilayer perceptron,  jdentifying phishing websites. The goal is to improve the identification
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random forest, phishing detection, of new and initially unseen phishing sites by building upon MLP
KNN, naive bayes, SVM, capability to resolve multiple relationships between webpage
cybersecurity characteristics including URL, HTML, and HTTP properties. The given

experiment is conducted on a total 500 phishing and 500 legitimate
websites through different machine learning classifiers such as SVM, k-
NN, Decision Trees, Naive Bayes, and MLP using both 5 and 10-fold
cross-validation. The performance of the models is measured using
commonly used measures these include accuracy, precision, recall, and
F1l-score with the MLP having the best performance with 98.1%
accuracy. This analysis shows that MLP is the best in improving the
detection of phishing threats with the best scalability and adaptability
in fighting phishing attacks. Hence, this paper reveals that MLP has a
great capacity to enhance real-time phishing detection and minimize
false alarm rates to afford a reliable defense against one of the
constantly evolving cyber threats.

1. Introduction

Phishing is one of the most common types of cybercrime that engages users in sharing personal information or
installing unauthorised software [1]. Phishing attacks are a dangerous type of cyber attack where malicious agents
create a clone of legitimate websites to steal sensitive information [2]. However, cybersecurity, phishing and
intrusion are interconnected because phishing and intrusion are risks that cybersecurity seeks to minimize.
Phishing typically precedes other attack methods, in which a person is defrauded into providing information. This
stolen information can lead to intrusion where the attackers gain access to one system without permission. They
are linked through cybersecurity, which equips them with means through which they can identify, prevent, and
combat both phishing attempts and intrusions, to safeguard systems and data from deterioration.

Unfortunately, current detection techniques struggle to adapt to changes in these attacks' behaviour, making
real-time methods like blacklisting ineffective [3]. Have the statistic prove that even the current solutions cannot
effectively to address this problem. As there are more phishing incidents are now being perpetrated, owing to the
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APWG data made in 2022, of about 4.7 million phishing attacks, which were 1.5 times higher than those in 2019
[4,5]. Phishing attacks for instance, raise from 180.4 million in the third quarter of the year 2023 to 493.2 million,
arise of 173% in the same quarter only [6]. Therefore, this project plan to address using the multilayer perceptron
system which is accurate and adaptive nature of the system to detect phishing websites, which the traditional
approach of blacklisting is not capable of handling efficiently.

The aim is to increase the detectability of new, previously undisclosed phishing sites by applying the
multilayer perceptron capacity to model non-linear, complex relationships extracted out of website attributes like
URL, HTML, and HTTP. This is particularly important as phishing has continued to threaten many sectors and
become a constant form of threat [7]. The capability of neural networks in multi-dimensional feature learning and
high precision makes multilayer perceptron most suitable for refining current augmented detection rates and
minimizing false positives [8]. There will be an emphasis on quantifiable enhancements, where the standard of
measurement will include accuracy, precision, recall, and F1-score in relation to the multilayer perceptron model,
compared to k-Nearest Neighbours (k-NN), Decision Tree, Random Forest, Naive Bayes, SVM, and Random Forest.
This problem is highly important to modern anti-phishing endeavours, as phishing remains one of the most
popular attack vectors, with MLP's potential to learn new patterns providing a scalable and viable safeguard.

The rest of the paper is as follows: Section 2 provides background to the study by reviewing existing literature
on the use of machine learning algorithms in detecting phishing. It introduces and summarizes the difficulties and
previous techniques laid on this basis. Section 3 applied following classifiers for the training and validation of
data: SVM, k-NN, Decision Trees, Naive Bayes, SGD, MLP, and used both 5 folds cross validation and 10 fold cross
validation. This provides an overview of the experimental setup where the selection of tools and frameworks are
described, as well as data preprocessing techniques employed, and the performance measures for accuracy,
precision, recall and F1-score matrices. Section 4 show the efficacy of each model, where the MLP produced a top
result of 98.1% being the highest among all models, followed by Random Forest, SVM, Decision Tree, Naive Bayes
and k-NN. They also identify the advantages and the drawbacks of each classifier which was the focus for the
analysis.

2. Related Works

Multilayer Perceptron (MLP) (Fig 1) has been widely used in cybersecurity with its ability to solve various tasks
including the analysis of phishing and intrusion. The present literature review as tabulated in Table 1 aims to
present the current research comparing MLP to other ML algorithms within a cybersecurity setting.

Fig. 1 Architecture neural network

2.1 Phishing Detection

The MLP was used to classify the patterns for a specific study about phishing websites and the results revealed
higher efficiency of the MLP as compared to other models. The research revealed MLP to be accurate of 98.4%,
which is even better than conventional classifiers such as the SVMs and Decision Tree [9]. The authors emphasized
that one of the biggest strengths of MLP is its ability to deal with noisy data, which is a characteristic frequently
found in situations where phishing is detected. Further, the study preserved the aspect of feature selection
approaches and highlighted that feature exclusion usually improves the model performance assessment [10].
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2.2 Intrusion Detection System (IDS)

A comparison of MLP with other machine learning approaches has now been made when performed for intrusion
detection. A detailed examination of the findings presented here by the authors also showed that although
traditional methods such as decision tree achieved very high levels of accuracy (up to 99.67% for identification of
Distributed Denial of Service attacks), MLP stands out as one of the most consistent classifiers with slightly low
speed is due its backpropagation training algorithm [11]. Another work showed that the MLP could be used for
the classification of the traffic indicating potential to differentiate between normal and malicious in current
datasets [12].

Table 1 Literature review matrix

Ref Aim Datasets Model/Techniques Result

To construct a rule-based model

- o - 3066 phishing, - True positive rate: 99.14%.
_for identify ng and prev_entlng 1271 legitimate - Support Vector - False negative rate: 0.86%.

[13] internet banking Web sites from instances Machine (SVM) 0 o )
phishing based on webpage - utperf_ormed existing det_ect_l(_)n
content and URL features. collected. systems in accuracy and reliability.
To develop a system for From Decision Tree,

[14] detecting phishing links using PhishTankand Adaboost, kNN, Decision Tree with NLP features
machine learning to give Yandex Search  Random Forest, achieved 97.02% accuracy.
enhance the safety on the web. API SVM, Naive Bayes
To examine how the use of - Accuracy: 99.96% True Positives

hishing feature datasets can Clean URLs . and True Negatives.

[15] ?mproveg the recognition of from Alexa SVM, Naive Bayes - False Positive Rate: 0.04%.
phishing attacks. - Runtime: Less than 2,000 ms.

To develop a cloud-based
intrusion detection model based
on machine learning, with

[16] emphasis on the anomaly
detection algorithm employing
the random forest (RF)
classifier.

NSL-KDD, Bot- Random Forest Accuracy: 98.3% on Bot-IoT,
IoT 99.99% on NSL-KDD

3. Methodology

3.1 Data Collection and Preprocessing Techniques

The data set for the phishing attack detection system is obtained from GitHub from the repository
phishing dataset/phishing_dataset_test.csv at main.sibelkapan/phishing_dataset.GitHub [17]. These features are
important for analyzing this dataset in an effort to detecting phishing attempts. Thus, 500 phishing websites are
downloaded from PhishTank and equal number of 500 legitimate websites are obtained from Alexa. This makes
the system’s construction accurate since it provides a balanced training and testing data set. Data divides train set
and test setare 70% and 30%, respectively so the amount of data the model is trained on is enough but the model
will also be trained and tested on different independent instances.

Each feature can thus be said to be having a classification value as a function of being an indicator. The features
are categorized into different groups, as outlined in Table 2. This section defines the processing that has been
conducted for the purpose of introducing the dataset for machine learning models for the identification of phishing
websites. First, an explorative data cleaning process was performed such that the URL in the dataset were checked
and made unique such that there are no duplicates and each URL was confirmed to be properly formatted and
reachable. To standardize the input, the entries that were missing any of the 25 numerical features (Table 2) were
also removed for the sake of data accuracy.

Preprocessing methods such as Min-Max scaling and Z-score normalization were used in the dataset to reduce
the impact of extreme values on the model outputs. The feature extraction was done by gathering 25 numerical
values from different sources of web pages and the HTTP connections such as the URL addresses, the values found
in the HTML codes, and the HTTP response codes. URL features included the length of the URL, counts of special
characters, the use of HTTPS, and the presence of IP addresses. HTML characteristics derived from the visited web
pages included the number of links present, occurrences of critical keywords such as "login" and "update,” and
information from meta tags. HTTP primitive characteristics were extrapolated based on server characteristics,
including the HTTP status code, HTTP response time, and redirection status.
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In the textual data preprocessing, the following processes were done conversion of textual data into tokenized
data by breaking them into smaller parts, and the removal of stopwords that add little to the texts’ meaning.
Besides, the categorical data were transformed to a format suitable to the machine learning algorithms as either
one-hot encoded or labelled encoded data. The final dataset to be used was obtained from the cleaned data where
70% was dedicated to training purposes while 30% was used for testing purposes. Lastly, to compile the
preprocessing did not introduce new issues, various tests and checks were carried out in addition to exploratory
data analysis to analyze the features and their distributions if any.

Table 2 Features used in phishing attack detection

No Feature Feature Group Description
1 domain_similarity URL Measures the similarity of the domain name of the
visited web site and the URL domain name obtained
through Alexa or PhishTank.
2 url_lenght URL The total count of characters that exist in a URL.
3 http_protocol URL Type of HTTP: standard (0) or secure (1).
4 num_dot URL Count of dots in a URL.
5 num_slash URL Count of slash in a URL.
6 num_double_slash URL Count of double slash in a URL.
7 num_hypen URL Count of dashes in a URL.
8 num_underscore URL Count of underscore in a URL.
9 num_equal URL Count of equals in a URL.
10 num_paranthesis URL Count of parenthesis in a URL.
11 num_curly_bracket URL Count of curly brackets in a URL.
12 num_square_bracket URL Count of square brackets in a URL.
13 num_less_and_greater URL Count of less that and greater than in a URL.
14 num_tilde URL Count of tilde in a URL.
15 num_asterisk URL Count of asterisk in a URL.
16 num_plus URL Count of plus in a URL.
17 url_inc_at URL If the URL includes an at symbol (1) or not (0).
18 url_inc_ip URL If the URL includes an IP address (1) or not (0).
19 response_history HTTP The HTTP response code that a server sends to a
client with information about the result of the
request made by the client to the server.
20 redirect HTTP Whether the website has a link to another site (1) or
does not have a link to another site (0) identified
using HTTP redirection response codes.
21 num_a_href HTML Count of <a> or link anchor tags on a website a
webpage and is used to create links.
22 num_input HTML Count of <input> tags in a website used in creating
input from elements.
23 num_button HTML Count of <button> tags in a website that is used for
creating Button html elements to perform some
actions.
24 num_link_href HTML Count of <link> tags in a website used to accept or
refer other documents besides HTML.
25 num_iframe HTML Count of <iFrame> tags within a web page

employed to import other documents into the
website being analyzed.
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3.2 Multilayer Perceptron Model Architecture

According to the model, 25 input features extracted from the URLs, HTML content and HTTP responses of the
websites will be used. Such features as domain_similarity, url_length, http_protocol, num_dot, num_slash,
num_double_slash, num_hyphen, num_underscore, num_equal, num_paranthesis, num_curly_bracket,
num_square_bracket, num_less_and_greater, num_tilde, num_asterisk, num_plus, url_inc_at, url_inc_ip,
response_history, redirect, num_a_href, num_input, num_button, num_link_href, num_iframe, were found to be
relevant in the identification of the nature of the website.

In the architecture, there will be one layer of hidden neurons. The number of nodes in the hidden layer will
be 128 and 64. This structure enables the model to learn many features and relations in the dataset. The number
of nodes is chosen in the range between a lower bound which restricts the model from memorizing the data and
a higher bound which reduces the model representation power.

Hence the output layer will have one node and its activation function will be the sigmoid function. This code
will give an output of the likelihood of the given website being that of phishing only but as a probability value
between 0 and 1. A threshold of 0.5 will be used to classify the websites into two classes: 0 for legitimate and 1 for
phishing. This binary output is useful where decisions have to be made immediately as in a real-time real life anti-
phishing system.

The selection of the current MLP architecture is informed by its flexibility in capturing non-linear
relationships inherent in the data set. The ReLU (Rectified Linear Unit) activation function will be used. It is
effective in training deep networks, because, unlike its predecessor, the logistic sigmoid function, it helps us avoid
the vanishing gradient problem [18]. ReLU enables the model to learn quickly and gives much better results in
complex data sets than in other activations. The sigmoid function in the output layer is suitable in binary
classification as it maps the output to a probability measure.

3.3 Evaluation Metrics

For the assessment of the performance of the phishing detection model, a set of evaluation parameters will be
used such as accuracy, precision, recall, and F1 score.

Accuracy is another simple measure of performance that estimates the general accuracy of a model by
evaluating the proportion of accurately classified instances: true positives and true negatives in the given array of
data [13]. The formula for accuracy is given by:

| _ TP + TN
CeUracy = rp Y TN+ FP + FN (1)

The high accuracy consequently means that the model was also efficient in separating between the real and
phishing sites.

Negative predictions do not require much attention and thus precision plays an important role in measuring
the validity of identified positive instances predicted by the model. It was established as the percentage of true
positives divided by the total number of cases predicted to be positive, including the false positives [19]. The
formula for precision is:

precision — T
recision = TP + FP [2)

The technique indicates a good number of actual positives, which in turn gives a view of a low percentage of
false positives; this proves the ability of the model to correctly classify the phishing sites.

Recall is also classified as sensitivity or the true positive rate, demonstrating the potential of a model to find
all the actual positives. This metric should remind us to maximize the number of captured phishing instances and
therefore minimize false negatives [20]. The formula for the recall is:

Recall = —0
e = TP Y FN (3)

F1 measures both and gives a fair measure of the test efficacy of the model. This metric is most useful in
situations where high values are both precision and recall values because it provides an overall measure of the
ability of the model to detect phishing websites while at the same time minimizing the number of
misclassifications made by the model [22]. The formula for the F1 score is:
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Fl = 2 * Precision * Recall
" Precision + Recall (4)

For the purpose of model validation, both 5-fold and 10-fold cross-validation approaches will be required.
These techniques will guarantee that the model performance is tested credibly on the different parts of the data
set so that its merits can be evaluated appropriately

4. Results and Discussion

This study compares the performance of multilayer perceptron with five machine learning models for phishing
attack detection using two different cross-validation methods include 5-fold and 10-fold cross-validation. The
models assessed are k-Nearest Neighbors (kNN), Decision Tree, Random Forest, Naive Bayes, Support Vector
Machine (SVM) and Multilayer Perceptron (MLP). For each model, the accuracy namely Complete Accuracy (CA),
F1 score, Precision and Recall were calculated.

4.1 k-Nearest Neighbors (kNN)

In the case of k-Nearest Neighbors (KNN) model, a mild enhancement was observed with 10-fold cross-validation
where CA, F1 score, precision and recall ranged from 89.5% to 90.2% (Fig. 2). This means that a large number of
folds impacts slightly on the enhanced stabilities and performances of the two methods.

H

(@) (b)
Fig. 2 Comparison kNN (a) 5 folds; and (b) 10 folds

4.2 Decision Tree

The Decision Tree model proved almost equally effective across both 5-fold and 10-fold cross-validation settings.
Consequently, when using the 5-fold cross-validation method, the accuracy, f1-score, precision, and relative recall
were 96.8% while, in turn, the accuracy and f1-score values, yielded from the 10-fold cross Validation, slightly
dropped to 96.4% (Fig. 3). These slight variations indicated that the Decision Tree model is not very sensitive to
changes in the fold count, and therefore, its classification ability remains almost unaffected. The fact that the
benefit of such stability is that it shows the Decision Tree is insensitive to the number of fold having comparable
results from few splits on data set.

(@) (b)
Fig. 3 Comparison decision tree (a) 5 folds; and (b) 10 folds
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4.3 Random Forest

Both configurations of cross-validation proved to be effective in the Random Forest model, with the 5-fold
configuration justifying a little better result than the 10-fold configuration. Classification accuracy, F1 score, the
precision, and recall: using 5-fold cross-validation, the estimates of these metrics were 98.1%, whereas, when
using 10-Fold cross-validation the estimates were slightly lower and made 97.4% (Fig. 4). This result suggests
that Random Forest with less number of folds yielded a slightly better classification accuracy, which might be due
to increased splits in 10 folds configuration that results to slight variations effects. However, both configurations
prove that Random Forest is extremely suitable to phishing attack detection.

—

(@) (b)
Fig. 4 Comparison random forest (a) 5 folds; and (b) 10 folds

4.4 Naive Bayes

For both configurations of cross-validation, 5-fold as well as 10-fold, the precision attained by the Naive Bayes
model is approximately 91.9% for classification accuracy, F1 score, precision, and recall (Fig. 5). This stability
means that Naive Bayes is able to remain constant in terms of moving average in whichever fold count used in the
analysis and appears to generalize the data appropriately. Such robustness shows that Naive Bayes does not
heavily depend on data split structure, which is desirable in situations where different validation structures are
to be used.

(@) (b)
Fig. 5 Comparison naive bayes (a) 5 folds; and (b) 10 folds

4.5 Support Vector Machine (SVM)

For the SVM model, minor enhancement in classification performance was noted when executing 10-folds the
cross-validation (Fig. 6). In this configuration, we captured the classification accuracy, F1 score, precision, and
recall as 97.2% towards the baseline of 96.9% stemming from the 5-fold setup. This increase in metrics is,
however, small for the fold count with the higher value, which may indicate that SVM has more improvements
when more folds are utilized, because it enables the model to learn across the variations in the data across more
folds. This improvement corresponds to the fact that SVM is just able to slightly improve the generalization and
consistency when more validation splits are used and yields better performance in average.
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Prvs——

(@) (b)
Fig. 6 Comparison SVM (a) 5 folds; and (b) 10 folds

4.6 Multilayer Perceptron (MLP)

The MLP model did not have any difference in their performance metrics between 5-fold and 10-fold (Fig. 7 and
Fig. 8). In both configurations, classification accuracy, F1 score, precision and recall were measured and obtained
at 98.1%. This clearly means that the MLP possesses high level of robustness and stability by meaning to say that
it’s performance is not affected by the number of cross-validation folds specified. Such stability is useful as it shows
that the model accurately transfers the learned data no matter the kind of cross validation used.

Prs— Peep—

(@) (b)
Fig. 7 Comparison MLP (a) 5 folds; and (b) 10 folds

(@) (b)
Fig. 8 Comparison five machine learning models (a) 5 folds; and (b) 10 folds with multilayer perceptron

5. Summary

The findings based on these cross-validation identify the MLP model as the best choice regarding accuracy and
stability. The results by 5-fold and 10-fold cross-validation show that this model provides good prediction
accuracy and the feature importance rank robustness that would suit phishing attack detection. The performance
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of the Random Forest model was also good, especially when the 5-fold cross-validation was used, which makes it
quite equal rival. Although it was slightly worse than the MLP, Random Forest could be valuable under conditions
when interpretation of the model is needed and when training time is slightly faster. Therefore, the MLP has been
suggested as the most accurate and stable model for this cybersecurity task. Nevertheless, Random Forest stays a
reasonable backup, notably when interpretability enters into play.
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