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Abstract

This paper presents a traffic characterization and statistical analysis of
WAN Metro-E campus network internet traffic, addressing network
congestion and delay issues. The increase in internet usage on campus
can lead to various challenges, including traffic bursts that can impact
the quality of service (QoS) experienced by users. The method involves
traffic characterization and traffic policing on the Metro-E 50Mbps
campus network using Python. The analysis will define the distribution
model and policing the network of real-time internet traffic data where
real live data at 50Mbps/6.5MB present burst traffic. The best-fitted
model is the log-normal distribution model, which has the highest MLE
score of -2726. Policing on inbound bytes before and after with a
threshold of 50Mbps/6.5MB was done and a total of 3422404.81MB
buckets were created and a total of 219273.88MB buckets after policing
with a reduced percentage at 99.36%. Comparing actual traffic under
three different policing scenarios compared to P1 and P2, policing on
P3 has the highest traffic filtering at 3197986.21MB and the largest
number of bytes filled in the bucket with a reduced percentage to
90.66%. This research is significant for Wan Metro-E Network's future
QoS bandwidth management control mechanisms and optimization of
network traffic performance.

1. Introduction

Performance of the network traffic must be constant, therefore evaluation on traffic models and parameters
should be defined to quantify the model is in optimum approach by implementing a well-defined evaluation
process and optimizing the network based on traffic models and parameters. Furthermore, it can significantly
improve the consistency and reliability of internet traffic performance[1l]. Internet traffic flow models are
developed using traffic analysis and modeling, which analyses past network traffic data. These models might
consider things like peak usage periods, the kinds of apps that drive traffic, and the communication patterns
between different areas of the campus network. Although many traffic models have been put forth over the years,
there aren't enough of them that can be used to adequately model traffic in networks. The development of new
applications and network technology has significantly transformed the Internet traffic model throughout the
years[2]. The distribution model of real-time internet traffic was established using the statistical analysis
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techniques of Maximum Likelihood Estimate (MLE) and Goodness of Fit (GoF)[3]. The distribution of internet
traffic is modeled using the cumulative distribution function (CDF) model equation. By changing the value of the
shape parameter, which is based on the estimated parameter from the generated distribution model, the network
burst can be controlled. The Anderson-Darling (AD) test and maximum likelihood estimation (MLE) are two
examples of statistical models of probability distributions and estimate parameters that are used to estimate the
behavior of the data population. The quality of service (QoS) of online applications must be ensured in terms of
delay, bandwidth, jitter, dependability, or a combination of these criteria, given the rapid growth of internet
applications[4].

Network traffic policing is a crucial aspect of managing and maintaining the quality of service in computer
networks. It involves the control and regulation of incoming and outgoing data traffic to ensure that the network's
resources are used efficiently and fairly. Policing mechanisms are used to enforce traffic limits, prioritize traffic,
and prevent network congestion[5]. Monitoring network traffic for compliance with a traffic contract and
dropping any extra traffic is the process of traffic policing. The primary goal is to prevent network congestion,
ensure fair resource allocation, and maintain the quality of service for all network users. The token bucket
mechanism is a widely used approach to regulate incoming network traffic by controlling the rate at which packets
are allowed to be transmitted[6]. A new algorithm for traffic shaping and policing uses the token bucket technique
to reduce congestion. A token bucket algorithm controls the rate at which incoming packets are allowed to be
transmitted. The algorithm should grant tokens at a predetermined rate and consume tokens for each transmitted
packet. Implement the token bucket mechanism to enforce traffic rate limits on incoming packets[7]. Packets that
arrive without sufficient tokens should be either delayed or dropped, depending on the system's configuration.

1.1 WAN Metro-E Campus Network Architecture

Metro-Ethernet is a form of Ethernet technology that provides high-speed connectivity and scalability and is
designed for usage in metropolitan areas[8]. The campus network typically refers to the local network within a
specific geographical area, such as a university campus or a corporate campus[9]. A Wide Area Network Metro-
Ethernet (WAN Metro-E) Campus Network refers to a network architecture that combines the features of a
metropolitan Ethernet network (Metro-E) to provide seamless connectivity, high-speed, and reliable network
infrastructure that facilitates communication and collaboration among geographically distributed locations
within a campus area. The design should address performance, security, redundancy, and manageability to meet
the organization's connectivity requirements. Fig. 1 shows the network architecture diagram for the WAN Metro-
E campus network.
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Fig. 1 WAN Metro-E Campus network diagram
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Metro-Ethernet services, involve providing dedicated Ethernet connections between multiple locations and
the providers usually have a network infrastructure with Fiber-optic cables, switches, and routers that span the
metropolitan area. Metro-Ethernet networks (MEN) can be configured with Quality of Service (QoS) settings to
prioritize certain types of traffic over others[10]. This ensures that critical applications receive the necessary
bandwidth and low latency.

1.2 Internet Traffic Distribution Model

Mathematical representations of the patterns and behaviors of data flow within computer networks are called
Internet traffic distribution models. These models provide insight into data transmission, resource allocation, and
network performance enhancement. Many different distribution models are frequently employed to describe
internet traffic. The Internet traffic models are developed using traffic analysis and modeling, which analyses past
network traffic data[11]. These models might consider things like peak usage periods, the kinds of apps that drive
traffic, and the communication patterns between different areas of the campus. The parameters of the defined
models must be connected to the real performance indicators that are to be forecasted from the traffic model[12].
Several distribution models have been identified to model the internet traffic statistics, several distribution
models have been identified.

The most popular and influential distribution model in statistics is the normal distribution model. As the curve
resembles a bell, it is also sometimes referred to as the "Bell Curve." The "Gaussian curve" is another name for it,
given to it by mathematician Karl Friedrich Gauss[13]. Internet traffic behavior is frequently described using the
Pareto distribution, sometimes known as a power-law distribution. The distribution shows most of the entire
amount of data is accounted for by a limited number of events (high-data traffic flows)[14]. Meanwhile, a data
stream's inter-arrival periods are frequently modeled using the exponential distribution and it’s very helpful for
comprehending how rapidly packets are sent through the network because it assumes that the rate of packet
arrivals is constant[15]. The log-normal distribution is applied when the logarithms of the data values follow a
normal distribution. The distribution can be used to model a wide range of phenomena, including internet traffic,
where the underlying factors causing variation are multiplicative in nature[16]. Besides, the gamma distribution
also known as Pearson Type Il distribution is often used to model data that represents waiting times or durations
and can be applied to internet traffic modeling when considering the time taken for specific operations to
occur[17]. Other than that, the Weibull distribution is used to describe data where the rate of occurrence of an
event changes over time[18]. The distribution is useful for modeling the behavior of internet traffic when the
frequency of certain types of events varies. Extreme traffic loads can lead to network congestion, by using the
Gumbel distribution, the distribution of extreme congestion levels will be analyzed to design more robust
congestion control mechanisms[19]. Gumbel distribution is used to model extreme traffic loads or the maximum
demand on network resources during peak times.

1.3 QoS Bandwidth Management

Congestion occurs when network resources are overwhelmed with traffic. QoS mechanisms detect and mitigate
congestion by dropping or marking packets based on their priority, helping to maintain optimal performance[20].
A mechanism called quality of services (QoS) is used to control network traffic and guarantee the network's
performance. QoS is particularly crucial in scenarios where network resources are limited or shared among
various applications and services[21]. It ensures that high-priority traffic receives the necessary resources, and
that lower-priority traffic doesn't hinder critical communications. It's used in various types of networks, including
local area networks (LANs), wide area networks (WANs), data centers, and even in the context of cloud services.
High-speed Ethernet connectivity is made possible by metro-E networks, and QoS is essential for maximizing
performance, reducing latency, and guaranteeing dependable service delivery[22]. The dependable and effective
transport of data across networks is a key component of network optimization, especially in situations where
bandwidth is constrained or shared[23]. QoS bandwidth management addresses these issues and seeks to
prioritize and distribute network resources to various types of traffic according to their unique needs and
relevance[24]. As technology evolves and network demands grow, QoS continues to be a vital tool in maintaining
a reliable and efficient network infrastructure especially, in supporting real-time applications, optimizing cloud
services, and ensuring a consistent user experience across various network environments.

1.4 Internet Traffic Policing

Traffic policing is a QoS mechanism used to manage and control internet traffic by enforcing predefined traffic
rate limits. It ensures that network resources are fairly shared among different users or applications and prevents
any single user or application from overwhelming the network with excessive data[25]. Policing helps maintain
network stability and provides a level playing field for all users. The network's policies keep an eye on how many
tokens are in the bucket. One token often corresponds to one byte of traffic in traffic policing. Both incoming and
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outgoing traffic can be managed by it and keeps the extra traffic under control. The token bucket is a widely used
traffic policing mechanism. It operates by allowing packets to be transmitted only if there are sufficient tokens in
the token bucket[26]. The allowed average traffic rate is represented by the fixed rate at which tokens are added
to the bucket and if there are enough tokens in the bucket when a packet arrives, itis let to pass, and the necessary
quantity of tokens is used. The packet is dropped or flagged if there are not enough tokens. Setting up a queue
with a token pool is a necessary step in traffic policing. Assume that a token is used for some traffic unit, such as a
packet that is received. The token is returned to the pool after each transmission of a packet. Short bursts in the
traffic stream will be permitted if the pool is sized properly, but if the application tries to start a session utilizing
more bandwidth than the policer permits, the packets will be dropped[27]. Committed Information Rate (CIR) is
the guaranteed rate at which traffic is allowed to flow. Traffic exceeding the CIR can be dropped or marked. CIR is
commonly used in conjunction with token bucket policing to ensure that a certain level of bandwidth is reserved
for specific classes of traffic[28].

2. Research Method

The methodology and resources utilized for the analysis are described in this section. And provided an in-depth
overview of the methodology employed for analysis, the resources utilized, and how the desired outcomes were
represented through a flowchart and various activities.

2.1 Research Framework

The research flowchart outlines the systematic approach to analyzing and defining a distribution model for
policing real-time internet traffic on a WAN Metro-E 50Mbps campus network. The aim is to ensure effective
management of real-time traffic while maintaining the desired quality of service and network performance.
Planning has been made for a research platform that will analyze traffic performance. The research framework is
shown in Fig. 2, which also includes the stages for data collecting, data analysis and distribution modeling, internet
traffic policing, and documentation.

Data Collection Data Analysis /
(Throughput, inbound, outbound) Distribution Modeling

e

Internet Traffic Policing
Report and Documentation

Fig. 2 Research framework

2.2 Activities Flow

A research flowchart has been planned that takes action to analyze and define the distribution model and policing
the network of real-time internet traffic on the WAN Metro-E 50Mbps. Fig. 3 presents the flowchart of the
activities of this research from the beginning until the end.
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Fig. 3 Activities flow

The traffic modeling and internet traffic policing on the WAN Metro-E campus network will be described using
a statistical analytic method based on the Python language and distribution model. A gateway switch is equipped
with a network monitoring tool called Exinda Network Orchestrator to collect data. Every 10 seconds between
arrival times, throughput and packet data on WAN internet traffic will be gathered at the 50Mbps Metro-E campus
network and merged into 1 hour each month. Data on internet traffic was gathered for a full year, from August 1
to August 31, 2021-2022.

2.3 Exinda Monitoring Tools

Exinda is a network management and monitoring tool that focuses on optimizing network performance, ensuring
Quality of Service (QoS), and enhancing the user experience. Exinda keeps track of performance indicators for
applications like latency, packet loss, and response times. The data aids in identifying performance problems and
enhancing application delivery. Exinda provides real-time monitoring capabilities with the ability to observe
network traffic and performance data as they occur, allowing for the quick identification and correction of
problems. Fig.4 shows the Exinda Networks Orchestrator for WAN monitoring and provides application
throughput for both inbound and outbound traffic, as well as a list of the top applications in terms of bandwidth
utilization. The network monitoring dashboard monitors and manages network traffic, optimizes bandwidth, and
ensures that key applications run efficiently.
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Fig. 4 Exinda network orchestrator

2.4 Fitted Distribution and Traffic Policing

The Metro-E Network's campus based in Penang is where the real-time internet traffic data is gathered. The
internet traffic will be evaluated using a statistical analysis method. Fig. 5 shows the way analysis will be done and
to choose the best analytical model, measurement data is analyzed. Before choosing which statistical distribution
can be modeled, the analysis process will proceed through a few steps. The study will focus on a few fitted
distribution models, including the Normal, Lognormal, Weibull, Pareto, Pearson Type I1I, Gumbel, and Exponential
models. The distribution model of real-time internet traffic was established using the statistical analysis
techniques of Maximum Likelihood Estimate (MLE) and Goodness of Fit (GoF). The distribution of internet traffic
is modeled using the cumulative distribution function (CDF) model equation by changing the value of the shape
parameter, which is based on the estimated parameter from the generated distribution model, network burst can
be controlled. A new traffic policing system uses a token bucket technique to reduce congestion.

Penerbit
UTHM



132 Int. Journal of Integrated Engineering Vol. 17 No. 2 (2025) p. 126-139

|

Data collection at Metro-E
campus network

Y

Run MLE and GoF [
test on traffic data

l

No

¢ Yes

» Maximum MLE
Parameter

Compare CDF
Traffic model

Yes ¢

Collect the
distribution
statistical parameter

y

Fig. 5 Traffic distribution modeling analysis

The network traffic data has been analyzed, then the process of controlling the congestion must take over
before the data can be transmitted to the network. Traffic policing is one strategy for network congestion traffic
control. ISPs frequently employ traffic policing to lower customer traffic rates. A well-tuned traffic policer is
thought to provide TCP with satisfactory performance for a very long time. The token bucket technique is used in
this process for policing by moving the data, the token bucket concept helps to realize bandwidth utilization.

3. Results and Discussion

3.1 Fitted Distribution Model of Network Traffic

Fitting a distribution model to network traffic data involves selecting a probability distribution that closely
matches the observed data's characteristics. It can help in understanding the underlying patterns, making
predictions, and making informed decisions about network resource allocation, capacity planning, and
performance optimization. The chosen distribution models such as Normal, Log Normal, Weibull, Pareto, Pearson
Type 111, Gumbel, and Exponential are fitted to the observed data using maximum likelihood estimation. Table 1
shows the parameter and the maximum likelihood estimator value for the selected distribution model. Log Normal
distribution model has the maximum MLE value at -2726 point.
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Table 1 Parameter and Maximum Likelihood Estimator value
Distribution c B 1l n a Xm ) MLE
Model
Normal 707752748 34790621 -421219
Log-Normal 28089547912 384039304 -2726
7

Weibull 1.0 9970176734 -

5 1524572
Pareto 0.15 777 -

1195681

Pearson Type 230780703 26972523 -19228
I1I
Gumbel 513450018 339184358 -15444
Exponential 2.18 2.18 -13771

The real throughput traffic flow is examined before being characterized and to simulate the new Policing
method, specific parameters are identified. The Metro-E campus network's statistical analysis of throughput flow
and the optimal traffic distribution model is assessed. The best-fitted distribution throughput is examined using
the Maximum Likelihood Estimator (MLE) approach. The Cumulative Distribution Function (CDF) and graph for
actual traffic are shown. Fig. 6 displays the fitted distribution model for real data CDF, showcasing the accuracy of
the model concerning actual traffic. Meanwhile, Fig. 7 represents the fitted distribution model specifically tailored
for the Metro-E 50Mbps campus network. The comparison of several statistical models, including distributions
such as Weibull, Pareto, Lognormal, Exponential, Gumbel, and others, reflects an attempt to determine the best fit
for the actual internet traffic data obtained. This method is commonly used in research for internet traffic
modeling, where various distributions are utilized to study traffic behavior, particularly throughput, latency, and
packet loss. The log-normal distribution model is the best-fitted model based on a thorough analysis to represent
the throughput traffic on the Metro-E campus network.
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Fig. 7 Fitted CDF distribution model

The log-normal distribution model was shown to be the most accurate depiction of the throughput traffic flow
on the Metro-E campus network through research and modeling using the Maximum Likelihood Estimator. These
are essential for understanding the behavior of the network, putting in place efficient policing techniques, and
guaranteeing optimal bandwidth management for the campus network.

3.2 Bucket Capacity with Traffic Policing

The token bucket algorithm, which is frequently used for traffic policing to make sure that incoming network
traffic complies with established rate limitations and quality of service regulations, has bucket capacity as a core
parameter. Throughput is identified as bytes flows captured and the token bucket theory mechanism for Policing
the internet traffic is applied. Real live traffic data on the Metro-E Campus network with the maximum throughput
allowed is the value of its threshold, which is 50Mbps/6.5MB, and maximum inbound Bytes at 108,000MB in Fig.
8. Real live data present burst traffic. The detailed router's configuration is identified in the Metro-E campus
network where there is no Policing setup done at the main router configuration. This means that all inbound and
outbound traffic to the internet passes out and into the internet without any Policing control.

1=7 Inbound Bytes Before Policing

Bytes Inbound (byte)

3 ) |
0 10000 20000 30000 40000 50000 60000 70000
Interval Times (x 10° s)

Fig. 8 Inbound bytes before policing

Fig. 9 shows inbound bytes before and after policing with a threshold of 50Mbps/6.5MB. The green lines in
the graph present the Policing threshold. A total of 3422404.81MB buckets are created for each trace at each 10-
second inter-arrival time of inbound throughput traffic collected in a year. A total of 219273.88MB buckets after
policing were created with a reduced percentage of 99.36%.
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Fig. 9 Traffic policing at threshold 50Mbps

Meanwhile, Table 2 presents three different thresholds before Policing Filtered (PF) which threshold at
P1(229250000Byte), P2(152833333.33Byte), and P3(305666666.66Byte), the bucket capacity before and after
policing and the reduced percentage. The total bucket capacity (before and after) shows the total quantity of data
that may be accommodated, whereas the threshold denotes the highest permitted rate of data flow and after
applying the policing thresholds, the reduction % shows how much the overall bucket capacity was decreased.

Table 2 Bucket capacity with traffic policing

Policing Threshold Total Bucket Capacity ~ Total Bucket Capacity Reduce
(Byte) (Before) (Byte) (After) (Byte) Percentage
P1 229250000 34224048069237.0 2386251744658.0 93.03%
P2 152833333.33 34224048069237.0 1421112776385.0 95.85%
P3 305666666.66 34224048069237.0 3197986214357.0 90.66%

Fig. 9, Fig. 10, and Fig. 11 derive the Policing on three different thresholds. The graph shows the difference in
throughput on the Policing condition of P1, P2, and P3 of mean value from maximum inbound bytes. The plotted
graphs show the minimum and maximum values of throughput bytes after Policing. The minimum values are all
equally the same as in the result before Policing. The difference between all the graphs is the bytes allowed in the
bucket and the cut-off bytes after being filtered. The advantage of the algorithm is the processing performance
which relates to the time of transfer and control mechanism if there is a peak time for a priority task. The total
minimum and maximum bucket capacity is much larger compared to daily traffic because longer time internet
collected traffic is simulated.
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Fig. 10 Traffic policing at P1

The maximum permitted rate of data flow is represented by the threshold value of 229,250,000 Bytes. Fig. 10
shows before any modifications, the total bucket capacity was 34,224,048,069,237 Bytes. The entire bucket
capacity was reduced to 2,386,251,744,658 Bytes after applying the policing threshold. Due to the 93.03%
decrease in bucket capacity, the network's ability to handle data traffic above the set threshold has significantly
decreased.

_ 1e8 Policing on Bytes Inbound

g_i 20

5 Il ”‘IWII

o ‘ ]

c

=) |

Q

2

=

v |

0 .

£

- 0 10000 20000 30000 40000 50000 60000 70000
interval Times (x 10° s)

- 1e8 Inbound Bytes After Policing

Y 20

1

&

-

c

2

o

£

E

wvi

@

=

2=}

0 10000 20000 30000 40000 50000 60000 70000
Interval Times (x 10* s)

Fig. 11 Traffic policing at P2

A threshold of 152,833,333.33 Bytes was chosen for the data flow in Policing P2. 34,224,048,069,237 Bytes
in Fig. 11 were available in the bucket's total capacity before the threshold's implementation. The overall bucket
capacity reduced significantly to 1,421,112,776,385 Bytes following the implementation of the policing measures.
The capacity of the network to handle data traffic over the stated threshold is significantly decreased by 95.85%
as a result of this reduction. Meanwhile, Fig. 12 shows the threshold at 305,666,666.66 Bytes significantly reduced
the total bucket capacity from 34,224,048,069,237 Bytes to 3,197,986,214,357 Bytes. This reduction represents a
90.66% decrease in the network's capacity to handle data traffic above the specified threshold, ensuring more
controlled and efficient data flow within the network.
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Fig. 12 Traffic policing at P3

Real traffic without Policing with the other three policing conditions is compared. Policing on P3 is the highest
filtered traffic which presented the smallest bytes filled in the bucket compared to P1 and P2. P3 has the highest
bytes filled in the bucket because it has the lowest filtered condition that presents the burst traffic controlled. The
traffic management strategies can be implemented effectively. The network's overall bucket capacity was
substantially reduced by establishing certain data flow thresholds, which significantly decreased the network's
capacity to process data traffic above the predetermined limitations. These steps are necessary to guarantee
network stability, avoid congestion, and maintain effective data flow within predetermined limits. The substantial
reduction rates of 93.03% in P1, 95.85% in P2, and 90.66% in P3 emphasize the successful implementation of
these policing strategies, improving the network's overall performance and dependability.

4. Conclusion

The analyzed traffic shows there are burst traffic patterns happening on inbound Internet traffic of Metro-E
campus networks. Tele-traffic engineering has found that reducing the rate of traffic flow is an effective way to
control traffic bursts. The bursts can lead to network congestion and reduced quality of service (QoS) and by
implementing traffic policing mechanisms, the network can better manage these fluctuations and maintain the
network stability. Bandwidth management is important to ensure QoS within computer networks. This research
has successfully analyzed the data packet and throughput in inbound traffic on the WAN Metro-E campus network.
The statistical analysis has helped with data distribution modeling and network traffic policing for the WAN
Metro-E campus network's future bandwidth management control mechanisms. Implementing the bandwidth
management strategies based on this analysis will be crucial for the Metro-E campus network to function
efficiently and provide a seamless online experience for its users and would enhance bandwidth utilization and
the quality of service, ensuring that online campus activities go without a hitch.
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