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Occupational safety is crucial as workers' lives are directly or indirectly 
influenced by safety policies in the workplace. One significant cause of 
workplace accidents is the failure of workers to wear personal 
protective equipment (PPE). Advancements in technology now enable 
PPE monitoring through computer vision. This research aims to 
develop a computer vision-based security system to address the 
negligence of wearing PPE in work environments with production 
machinery. If the system detects that a worker is not wearing the 
required PPE, it issues a warning and shuts down the production 
machine. The system employs computer vision algorithms, specifically 
SSD MobileNet V2 FPNLite 320x320 and SSD MobileNet V2 FPNLite 
640x640 models, trained to identify individuals, helmets, safety suits, 
and gloves. The system successfully detects the specified PPE, issues 
warnings, and deactivates the production machine, achieving the best 
accuracy and F1 score values of 0.538 and 0.479, respectively. 
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OSH, machine learning, computer 
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1. Introduction 
Personal protective equipment (PPE) is equipment used by workers to protect themselves from external hazards 
[1] such as work accidents. Neglecting to wear complete PPE increases the possibility of workers experiencing 
accidents in the working area. Although PPE does not absolutely prevent workers from work accidents, at least 
PPE reduces the injuries that may be experienced. Research proves that PPE is effective in protecting workers 
from external hazards as realized by workers themselves as respondents to this study [2]. Checking the 
completeness of PPE use by workers can be done by other workers, but technological developments allow this to 
be done by computers through computer vision. Computer vision is an attempt to automate and combine various 
processes and representations to simulate vision with computers [3]. Computers are certainly more reliable than 
humans in doing repetitive work such as checking the completeness of workers' PPE. Considering the above, this 
study will focus on creating a security system against negligence in wearing PPE in a work environment with 
computer vision-based production machines. Especially for production machines that are operated directly by 
workers. 
       Computer vision has been shown to be effective in detecting shapes such as numbers on vehicle license plates, 
detecting color differences in different types of canola seeds [3], and detecting sizes such as differences in egg size 
[4]. Thus, computer vision is able to detect certain PPE that differ in shape, color, and size. This has been proven 
in research [5][6][7]. 
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Computer vision detects and classifies masks, safety helmets, safety glasses, and safety headsets worn on workers' 
heads. The algorithms used are YOLOv3 to determine the location of the worker's head and Faster R-CNN for PPE 
classification because it is considered more accurate although slightly slower than YOLOv3. The algorithm 
managed to achieve an accuracy of 93.61% [8][9][10]. 
       Technological developments allow computer vision to run on single-board computers (SBC) such as the 
Raspberry Pi which are cheap and portable [11][12]. Computer vision running on the Raspberry Pi is capable of 
detecting and classifying cars, motorcycles, trucks, buses, bicycles, and pedicabs. The algorithm used is Faster R-
CNN with the TensorFlow framework. The algorithm managed to achieve an accuracy of 90.25% [12]. Computer 
vision running on the Raspberry Pi is also capable of edge detection to recognize the shape of the path followed 
by the line follower robot [14][15][16]. The results of the algorithm detection are used as motion commands for 
the robot. The algorithm used is Sobel with the OpenCV framework. The algorithm managed to achieve an accuracy 
of 96% [17][18]. Thus, computer vision applications become affordable and easy to apply anywhere. 
       Computer vision monitors in real time the entire work environment or room in a factory that requires workers 
to wear PPE. The computer can cut off the power supply to the machine in a particular room if there are workers 
who are negligent in wearing PPE in that room. However, a large-scale security system like this will certainly take 
a long time and cost a lot, beyond the resources owned by the researchers. Therefore, the researchers offer an 
alternative solution where the security system is made for only one room. The system's webcam will be placed at 
the end of the room in such a way that it can capture video of all production machines and the upper bodies of 
workers in the room. If in the future the security system wants to be applied to one factory, the security system 
can be installed in each room. The security system for each room can provide data access to one computer which 
will later become the main monitoring computer. The security system works independently for each room, but 
the results of all systems can be monitored from one computer only. 

2. Methodology 
The product to be created is a security system against negligence in wearing PPE in a work environment with 
computer vision-based production machines, especially for production machines operated directly by workers. 
This security system will use computer vision running on the SBC to detect the completeness of workers' PPE in 
a work environment with production machines constantly. If the worker does not wear complete PPE, the SBC 
will deactivate the production machine with a relay connected to it. Considering possible detection errors, the SBC 
will not immediately deactivate the machine but will wait for several further detection results to confirm the initial 
detection results. The security system is also equipped with a buzzer and LED bar lights as a warning system that 
will sound and light up if the SBC is going to deactivate the machine. In certain cases, the system can be set up to 
immediately deactivate the machine without warning. The system will also be equipped with an LCD touchscreen 
that shows video captures from the webcam along with the results of algorithm detection so that workers can 
ensure the system is working properly. The selection of mode without warning can also be selected in a simple 
GUI on the LCD touchscreen. The main components used are a webcam, Raspberry Pi 4B, LCD touchscreen, relay, 
buzzer, LED bar lights, and on/off button. 
        The computer vision algorithm uses the SSD MobileNet V2 FPNLite 320x320 model which will be retrained to 
recognize PPE according to the specifications described above. This model can detect objects from the COCO 2017 
dataset at a speed of 22 ms per frame and gets a mAP of 22.2. This model is considered quite accurate and fast for 
the application in this study. The parameters used to assess the performance of computer vision algorithms are 
accuracy and F1 score [4]. 
        Ideally, a security system is created for factories that are part of a single manufacturing company. Computer 
vision monitors in real time the entire work environment or room in the factory that requires workers to wear 
PPE. The computer can cut off the power supply to the machine in a particular room if there are workers who are 
negligent in wearing PPE in that room. However, considering the time and cost resources of researchers, a security 
system is more applicable if it is created for only one room. If in the future the security system is to be applied to 
one factory, the security system can be installed in each room and its output can be connected to one main 
monitoring computer. 
        The parameter used to assess the performance of a computer vision algorithm is accuracy. Accuracy is the 
number of correct detections divided by the total number of detections. F1 score is the harmonic mean of precision 
and recall. Precision is a value that indicates how likely an algorithm is to detect an object correctly. Meanwhile, 
recall is a value that indicates how likely an algorithm is to detect an object. The calculation method can be seen 
in the following formula: 
 
 

𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴 =
𝑇𝑇𝑇𝑇 + 𝑇𝑇𝑇𝑇

𝑇𝑇𝑇𝑇 + 𝑇𝑇𝑇𝑇 + 𝐹𝐹𝐹𝐹 + 𝐹𝐹𝐹𝐹         (1) 
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𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃 =
𝑇𝑇𝑇𝑇

𝑇𝑇𝑇𝑇 + 𝐹𝐹𝐹𝐹           (2) 

𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅 =
𝑇𝑇𝑇𝑇

𝑇𝑇𝑇𝑇 + 𝐹𝐹𝐹𝐹        (3) 

𝐹𝐹1 𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆 = 2𝑋𝑋
𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃 𝑥𝑥 𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅
𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃 + 𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅               (4) 

 
       Based on previous studies [4][5], researchers determined that the minimum product computer vision 
algorithm must achieve a value of 0.9 for accuracy and F1 score. The aspects that determine the performance of 
this algorithm are the number of datasets (images of objects to be detected and their bounding boxes and labels) 
used for training, the number of training steps, and the quality of the dataset. 

2.1 System Design in General 
As seen in Figure 1, the webcam, LED bar light, and relay and branch outlet are separate from the enclosure 
containing the Raspberry Pi 4B, LCD touchscreen, buzzer, and on/off button. As for the cables connecting the 
components, the length is adjusted to the distance between the components that must be connected. For the 
enclosure, it can be installed on a wall, ceiling, table, or door according to the user's wishes as long as the 
information on the LCD touchscreen can be seen clearly. For the webcam, it can be installed at the end of the room 
in such a way that it can capture video of the entire production machine and the upper body of the worker in the 
room. For the LED bar light, it can be installed anywhere as long as it is still within the worker's line of sight. For 
the branch outlet, it can be installed close to the production machine. 
 

         
Fig. 1 Physical design of the system 

 
       Meanwhile, the wiring diagram can be seen in Figure 2. The physical implementation of the wiring diagram in 
Figure 2 can be represented in the form of an electrical circuit diagram as shown in Figure 3. There is a toggle 
button that is input to GPIO26 Raspberry Pi 4B as an on/off button to turn the system on and off. Connections D14 
and D15 from Waveshare 7-inch HDMI LCD (B) (LCD touchscreen) to Raspberry Pi 4B are USB interfaces for 
touchscreen input functions. Connections D2 to D13 from Raspberry Pi 4B to LCD touchscreen are HDMI interfaces 
for display output.          
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Fig. 2 Wiring diagram 
 
       Connection D1 from Raspberry Pi 4B to LCD touchscreen is to control the brightness of the LCD touchscreen 
with pulse-width modulation (PWM). Connections IN2, IN3, and IN4 from Raspberry Pi 4B to 5V Four-channel 
Relay Module (relay module) are to turn on and off BUZZ1 (buzzer), LAMP1 (LED light bar), and 220V AC power 
flow to the branch outlet for the production machine. Finally, a flasher is added to blink the LED light bar at a fast 
frequency. The final physical design can be seen in figure 4.  
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Fig. 3 Electrical circuit diagram 
 

  
(a) (b) 

Fig. 4 Final product (a) External; (b) Internal 

2.2 Subsystem Design 
The security system can generally be divided into three subsystems centered on the Raspberry Pi 4B, which can 
be seen on figure 5 and table 1. First, the video processing subsystem detects the completeness of workers' PPE 
with a computer vision algorithm so that the detection results can be displayed in the interface subsystem and 
become the determinant of the action of the production machine control subsystem. Second, the interface 
subsystem functions as a way for the system to communicate with the external environment or users, for example 
the use of buttons to turn the system on and off, an LCD touch screen to display the results of algorithm detection 
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in real-time, and a warning system. Third, the production machine control subsystem functions as a way for the 
system to control production machines. 
 
 
 
 
 
 
 
 
 
 
 

Fig. 5 Subsystem design diagram 

Table 1 Relationship between each subsystem 
Parameter Description 

Input • Video Processing Subsystem 
• Interface Subsystem 

Output • Interface Subsystem 
• Production Machine Control 

Subsystem 
Function • Preventing workers from work 

accidents due to operating 
production machines 

2.3 Video Processing Subsystem Design 
The video processing subsystem functions to detect the completeness of workers' PPE with a computer vision 
algorithm from webcam video captures, which is shown in figure 6 and table 2. The video will contain workers 
operating production machines with PPE. The results of this detection are displayed in the interface subsystem 
and determine the actions of the production machine control subsystem. 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig. 6 Video processing subsystem design diagram  
 

Table 2 Relationship between each aspect of video processing subsystem 
Parameter Description 

Input • Video capture by webcam. The video shows workers 
operating production machines with PPE. 

Output • Interface Subsystem 
• Production Machine Control Subsystem 

Function • Detecting worker PPE completeness with computer 
vision algorithms 
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2.4 Interface Subsystem Design 
It can be seen in figure 7 and table 3 that the interface subsystem functions as a way for the system to communicate 
with the external environment or users. Examples include the condition of the on/off button that controls whether 
the system is on or off, the mode status of a simple GUI on the LCD touchscreen that controls whether the system 
uses a warning system or not, the LCD touchscreen that displays the results of algorithm detection by the video 
processing subsystem, and the warning system itself. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig. 7 Interface subsystem design diagram 

Table 3 Relationship between each aspect of interface subsystem 
Parameter Description 

Input • On/off button state. 
• Status mode from LCD touch screen input to simple GUI. 

Mode B is selected to immediately turn off the machine 
without warning. By default, Mode A is selected, the system 
will still give a warning before turning off the machine 

• Video processing subsystem 
Output • LCD touch screen displays algorithm detection results from 

the video processing subsystem while the system is running 
• Buzzer sounds and LED bar lights up as a warning system if 

the worker is detected not wearing complete PPE by the 
video processing subsystem (only for Mode A, warning 
system is not active in Mode B) 

• Production machine control subsystem 
Function • As a way for the system to communicate with the external 

environment or users 

2.5 Machine Control Subsystem 
From figure 8 and table 4, it can be seen that production machine control subsystem functions as a system way to 
control the production machine. The algorithm detection results from the video processing subsystem and user 
input from the interface subsystem affects the action of the production machine control subsystem. If the worker 
which are detected by the video processing subsystem is not wearing complete PPE and the warning system from 
the interface subsystem has been running for a long time (Mode A, this step is skipped in Mode B), then the 
production machine will be turned off by the relay. 
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Fig. 8 Machine control subsystem design diagram 

Table 4 Relationship between each aspect of machine control subsystem 
Parameter Description 

Input • Video Processing Subsystem 
• Interface Subsystem. 

Output • If the worker is detected as not wearing complete PPE 
by the video processing subsystem and the warning 
system from the interface subsystem has been running 
for a long time (only in Mode A, this step is skipped in 
Mode B), then the production machine will be turned 
off by the relay. 

Function • As a system way to control production machines 
 

3. Results and Discussion 
After categorizing the frame-by-frame detection results from the system display output recording into the object 
detection categorization quadrant, the accuracy and F1 score values were 0.538 and 0.479. Because the accuracy 
and F1 score values are one type of detection method, the testing of the computer vision algorithm model was 
declared successful. This system began having difficulty detecting objects, especially if the object is small (caused 
by the actual size of the object being small or the object being far from the camera), which can be seen in figure 9. 
In several experiments, the system was only able to detect 1 glove with a confidence score of less than 80%. 
Therefore, for current use, this system is more suitable for application in a room of 4 x 2 square meters. 

 

Fig. 9 Detection accuracy on (a) near object; (b) far object 

It can be seen in figure 11 that the system gives a warning and turns off the light bulb if someone in the room 
is not using complete PPE. The system is also able to work perfectly even only 1 person is using complete PPE out 
of 2 people detected by the system, which is shown in figure 10. Then, the system turns off the warning and turns 
on the light bulb if 2 people detected by the system are using complete PPE, which can be seen in Figure 1. Thus, 
the PPE completeness detection test for more than 1 person was successful because it met the success parameters. 

 

 

 
(a)                                                                                           (b) 
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Fig. 10 Detection of multiple workers wearing PPE 
 

Fig. 11 Detection of multiple workers where there is only one worker wearing complete PPE 

Table 5 Detection result 
Item True Positive 

(frame) 
True Negative 

(frame) 
False Positive 

(frame) 
False Negative 

(frame) 

Person 50 0  409 
Helmet 81 199  179 
Safety Suit 122 199  138 
Gloves 137 199  123 
Sum 390 597  849 

 
From the detection results in Table 5, the accuracy and F1 values obtained are: 
 

𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴 =
𝑇𝑇𝑇𝑇 + 𝑇𝑇𝑇𝑇

𝑇𝑇𝑇𝑇 + 𝑇𝑇𝑇𝑇 + 𝐹𝐹𝐹𝐹 + 𝐹𝐹𝐹𝐹 =
390 + 597

390 + 597 + 0 + 849 =
987

1836 = 0.538 (5) 

𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃 =
𝑇𝑇𝑇𝑇

𝑇𝑇𝑇𝑇 + 𝐹𝐹𝐹𝐹 =
390

390 + 0 =
390
390 = 1 (6) 

𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅 =
𝑇𝑇𝑇𝑇

𝑇𝑇𝑇𝑇 + 𝐹𝐹𝐹𝐹 =
390

390 + 849 =
390

1239 = 0.315     (7) 

𝐹𝐹1 𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆 = 2𝑋𝑋
𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃 𝑥𝑥 𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅
𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃 + 𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅 = 2𝑥𝑥

1𝑥𝑥0.315
1 + 0.315 = 0.479    (8) 
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This system has one weakness. The computer vision used can only detect the presence of objects and cannot 
detect the condition of an object, in this context is the correct use of PPE. It can be seen in figure 12 when the 
helmet face shield is not lowered, in figure 13 when the safety suit is unbuttoned, and in figure 14 when the helmet 
and one of the gloves are not worn properly, but are still visible by the webcam, the system does not give a warning 
and does not turn off the light bulb. This means that the system still detects the user wearing complete PPE even 
though it is not used properly. Thus, the detection test for the use of inappropriate PPE was unsuccessful because 
it did not meet the success parameters. 

 

Fig. 12 Worker is wearing helmet but not lowering face shield 

Fig. 13 Worker is wearing unbuttoned safety suit 

Fig. 14 Helmet and gloves are present but not worn by the worker 
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4. Conclusion 
The system is less able to detect objects in certain conditions, especially if the object is small on the camera due to 
the actual size of the object being small or the object being far from the camera. When the helmet face shield is not 
lowered, the wear pack is not buttoned, and the helmet and one of the gloves are not worn, but are still visible by 
the webcam, the system does not give a warning and does not turn off the light bulb. This means that the system 
still detects the user wearing complete PPE even though it is not used properly. Another factor that affects the 
detection accuracy is lighting level.  

The F1 score is still lower than the target. The current system still manages to get F1 score of 0.479 from 
target score of 0.9. In other word, this prototype system manages to give 48% accuracy. In future research another 
method will be used to increase accuracy. There is a possibility that by reducing processor’s workload through 
reducing framerate, we can increase the detection accuracy.  

Using only 1 webcam also creates many blind spots, especially when several APDs are aligned with the 
webcam so that the APDs cover each other. This can be overcome by adding webcams to the system. Using 1 
webcam, the fastest detection speed only reaches about 2.4 fps. Adding 3 more webcams to the system's detection 
module, namely the Raspberry Pi 4B, will burden the detection algorithm and make the detection speed even 
lower. Therefore, a detection module is also added for each webcam. 
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