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An Artificial Intelligence of Things (AIoT) is an emerging discipline 
applicable across several sectors, offering a multitude of advantages. 
AIoT which integrates Artificial Intelligence (AI) with Internet of Things 
(IoT) technology to establish an intelligent network of networked 
devices, services, and systems. A notable challenge in AIoT security is 
the presence of multiple vulnerabilities. There were various methods 
to take advantage of vulnerabilities and conduct IoT attacks. All 
cyberattacks occur via network connectivity, unless one takes into 
account cyber-physical attacks. IDS (Intrusion Detection System) 
handle network traffic via devices within an IoT network. It serves as a 
protective barrier, capable of identifying threats and safeguarding the 
network against intrusions and malicious attacks. IDS serves as the 
essential instrument for addressing network intrusions and a range of 
attacks within contemporary computer network systems. This study 
aimed to build an efficient IDS using an ensemble model. It builds and 
trains an ensemble model for time-series or sequence-based 
classification. It uses 1D convolution layers for feature extraction, and 
combining predictions from different models utilizing voting rule 
classifiers. The model is evaluated using standard classification metrics 
and visualized using a confusion matrix. The testing is done with 80:20 
for two data sets (IoTID20 and CIC-IoT2023 with Ransomware 
attacks), which include the most important types of cyberattacks. This 
ensemble model is examined and compared with deep learning models 
like (RNN, DAENN, GRU, LSTM, CNN, BiLSTM, and DNN) in terms of 
Precision, Recall, Accuracy, and F-Score for both binary classifications 
and multiple classifications of attacks. The findings show that the 
proposed ensemble model performed better than the other models, 
with accuracy and reliability reaching 94.63% and 99.99% for CIC-
IoT2023 and IoTID20 datasets, respectively. Area Under the Curve 
(AUC) reached to 0.9459 for CIC-IoT2023 and 0.9993 for IoTID20 
which indicate the better performance. 
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1. Introduction 
An AIoT is an emerging discipline applicable across several sectors, offering a multitude of advantages. AIoT 
integrates AI with IoT technology to establish an intelligent network of networked devices, services, and systems. 
IoT is a network of interconnected sensors, software, and different technologies that provide data collection and 
exchange via the Internet [1]. AIoT is a relatively new phrase that combines the two prominent concepts: AI and 
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IoT. In an AIoT, new technologies can also be integrated to further increase their impact. Such technologies include 
Deep Learning (DL), blockchain, and machine Learning (ML) [2].  

AIoT interlinks physical items and devices by providing them with sensory and cognitive capabilities, 
therefore facilitating their collaboration. They transmit information to convey their assessments. AIoT 
technologies facilitate the transformation of previously non-intelligent items into intelligent ones by interlinking 
them to the Internet through various embedded devices, Internet protocol sensor networks communication 
protocols and their applications [3][4].  

In cybersecurity, confidentiality, availability, and integrity are widely recognized principles. Various attacks 
from different external or internal sources are revealed in the IoT network [5]. IoT intrusion refers to an 
unauthorized behavior or action that affects the IoT system. An attack that causes any sort of harm to the 
availability and confidentiality of information is classified as an intrusion [6]. An Intrusion Detection System (IDS) 
is a computer system that monitors and analyzes network data flow to detect malicious activities and report them 
to the network administrator. 

Recently, DL technology is considered one of the hot fields within artificial intelligence. It is regarded as an AI 
function that mimics the human brain’s data processing. Applications based on IoT are the targets of cyber-kinetic 
attacks. These attacks harm not only human lives but also physical well-being and the natural environment. 
Intrusion detection technologies are a potential way to reduce the impact of cyberattacks. In IoT-based smart 
environments, an efficient IDS for detecting new attacks is necessary. IDSs are designed to monitor hosts or 
networks for security breaches and alert administrators upon detection. An IDS is a device, physical or software-
based, that detects malicious activity on a network and triggers an alert. IDSs serve as vigilant eyes to identify 
common types of cyberattacks, including Denial of Service attacks, phishing, malware, Man-in-the-Middle attacks, 
and Ransomware attacks. tack [11],[12].  

This paper aims to build an efficient IDS using an ensemble model. It constructs and trains this model for time-
series or sequence-based classification. It employs 1D convolutional layers for feature extraction and combines 
predictions from different models. The proposed ensemble merges predictions from CNN, DT, CatBoost, and KNN 
by summing their probabilities or predictions for each class. It then makes a final decision based on the class with 
the highest combined score. Additionally, it imports metrics likely used later in the code to evaluate the ensemble's 
performance. Testing is conducted on two datasets (IoTID20 and CIC-2023), which include the most significant 
types of cyberattacks. In this paper, the CIC-IoT2023 dataset is combined with a Ransomware dataset, 
representing a critical IoT cyberattack. The ensemble model was tested for multiple and binary classifications, 
showing improved system performance. These codes were written in Python, and the results were evaluated 
based on recall, accuracy, F-score, precision, ROC curve, and confusion matrix. 

The rest of the paper is organized as follows: Section 2 presents the Related work within the IoT cyberattacks 
field, Section 3 presents the Research Method and includes the theoretical Concepts of the model. Section 4 
presents the results, along with a discussion, and Section 5 provides the conclusion. 

2. Literature Review 
IoT security faces several serious challenges, one of which is the numerous vulnerabilities in the network. 
Vulnerabilities and attacks on Internet of Things devices can be exploited in various ways. Unless we consider 
cyber-physical attacks, every cyberattack occurs through the interconnectedness of our networks. IoT devices are 
systems with limited computing capabilities. IoT applications and Industrial Control Systems (ICS) are targets of 
cyber-kinetic attacks. Such attacks pose risks to human life, physical well-being, or the environment. Cyber-kinetic 
assaults on critical infrastructure based on the Internet of Things are often complex, involving various approaches 
and techniques. New cyberattacks occur daily, making it extremely difficult to prevent all of them. However, initial 
defense strategies are crucial for reducing the impact of both existing and potential future attacks. These strategies 
include intrusion detection and intrusion prevention methods, respectively. Common types of IoT cyberattacks 
include Botnets, Brute force, Man in the Middle, Denial of Service, Eavesdropping, Firmware and Credential 
attacks, Privilege escalation, and Ransomware. re.  

2.1 Intrusion in IoT Network 
When attacks on the IoT remain undetected for a lengthy period of time, they result in serious disruptions to 
service, which in turn leads to financial loss. In addition to this, it has the potential to compromise one's identity. 
IoTs Real-time intrusion detection is absolutely necessary to improve the dependability, safety, and profitability 
of IoTs enabled services [13].  
Identification of harmful operations that are carried out against information systems is what is meant by the term 
"intrusion detection." [14]. 

IDS is responsible for monitoring the internet traffic that is transmitted between all of the devices that are 
part of an Internet of Things network. In addition to identifying potential threats and safeguarding the network 
from malicious assaults and unauthorized access, it serves as a line of defense. IDS are the key instrument that are 
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utilized in modern computer network systems to combat network intrusion and other threats. IDS are responsible 
for monitoring the Internet of Things network, identifying any illegal incursions that may occur inside it. When it 
finds both internal and external assaults, intrusion detection systems (IDS) will either produce an alert or create 
attack flags [15]. IDS for IoT could be classified as host based IDS, network based IDS, anomaly based IDS, and 
distributed IDS as shown in Fig. 1 [5]. 

 

 
Fig. 1 IoT based IDS [5] 

 
Different machine learning (ML) and deep learning (DL) algorithms have been utilized to build IDS to detect 

malicious activities in IoT networks. 

2.2 Related Work 
IDSs are crucial in the process of detecting attacks. Upon the discovery of such conduct, the administrator may 
additionally get alerts. Diverse deep learning and machine learning methodologies were examined to efficiently 
manage and classify intrusions [1]. Deep learning (DL) is presently regarded as Gold Standard which has 
progressively emerged as the predominant computational methodology in the domain of machine learning. A key 
advantage of deep learning is its capacity to process extensive datasets [16]. Furthermore, DL models surpass 
traditional ML methods in performance and accuracy due to its capability to autonomously extract features from 
extensive datasets [1]. AI generally integrates human behavior and intelligence into machines or systems. 
Consequently, deep learning may be regarded as a fundamental technique of artificial intelligence, serving as an 
edge for the development of intelligent systems and automation [7]. 

In the IoT context, the implementation of IDS cannot adequately address specific security concerns. The IDS 
aims to monitor the network activities indicative of possibly harmful network assaults. The majority of intrusion 
prevention and detection systems research has concentrated on cloud computing. The goal of IDS is to identify 
illegal access by intruders [5].  

In [17]A classification model based on Deep Neural Networks (DNN) had been implemented against some 
machine learning models for two separate datasets. The outcomes indicate that the precision of deep learning 
models outperforms regression-based algorithms.  

In [1], an automated IDS for IoT networks utilizing deep learning methods had been presented. This model 
comprises a Recurrent Neural Network with Gated Recurrent Units (RNN-GRU), which is trained and evaluated 
using the ToN dataset for many metrics like precision, F-score, recall, and accuracy against many sophisticated 
deep and conventional machine learning methodologies. The outcomes of the study indicated that the suggested 
system attains 98% accuracy for application layer datasets and 99% accuracy for network flow datasets.  

In [13]An IDS-based innovative Deep Learning utilizing a four-layer fully connected network has been 
introduced. It identified different types of attacks and achieved 93.5% accuracy.  
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In [18], a hybrid metaheuristic-deep learning methodology had been examined to improve intrusion detection 
in IoT systems, utilizing an ensemble of recurrent neural networks (RNNs). Various kinds of attacks in IoT systems 
are discerned by the use of GRU and LSTM models using three publicly accessible datasets: IoT-23, CICIDS2017, 
and UNSW-NB15. The results of this study demonstrated that the suggested model performed better than all 
existing methods for accuracy and precision.  

In [19], a CNN-BiLSTM model utilizing attention mechanisms is created to identify malicious request risks. 
The experimental findings demonstrate that the suggested model exceeds the existing solution regarding model 
robustness. The suggested platform identified various attacks and investigated the accuracy of detection of 
90.01%.  

This study creates an ensemble model that combines predictions from deep and machine learning models. 
This ensemble model has been examined on datasets combined with ransomware attacks, which are among the 
most significant cyber IoT attacks. These ransomware attacks aren’t studied for different machines and deep 
learning models. Previous studies didn’t examine the IoT2023 dataset, which includes various types of 
cyberattacks. 

The challenges and gaps in previous studies on ML-based IDS using the IoTID20 dataset include: 
• Limited focus on specific attack types: Some studies focus on specific attack types, such as DoS, MITM, 

and scanning attacks, while neglecting other types of attacks that can occur in IoT environments, like 
Ransomware attacks, which are among the most significant cyber IoT threats. 

• Lack of comparison with traditional methods: Some studies do not compare their ML and DL-based IDS 
models with traditional intrusion detection methods, making it difficult to assess the true effectiveness of 
the proposed approaches. 

• Limited Exploration of Ensemble Techniques: While some studies utilized ensemble techniques, there is 
a lack of comprehensive exploration and comparison of different ensemble methods for IoT intrusion 
detection. 

• Limited Diversity of Datasets: While some studies utilized the IoTID20 dataset for evaluation, there is a 
lack of diversity in the datasets used for testing ML-based IDS, such as the IoT2023 dataset and the 
Ransomware attacks dataset. This may limit the generalizability of the proposed models to real-world IoT 
environments.  

3. Research Methods 
In IoT-based smart environments, an efficient IDS to detect new attacks is necessary. The paper aims to build an 
ensemble model of deep learning models in order to improve the IDS accuracy, resulting in improved reliability 
of the system.  

The proposed ensemble model combines predictions from CNN, DT, Catboost, and KNN models by summing 
their probabilities or predictions for each class. It then makes a final prediction based on the class with the highest 
combined score. Finally, it imports metrics that are likely used in later parts of the code to evaluate the ensemble's 
performance. This improvement had been examined for two datasets (IoTID23 combined with Ransomware 
dataset and IoTID20 dataset) with traditional deep learning models (DNN) [17], Long Short-Term Memory (LSTM) 
[20], (GRU) [21], Convolutional Neural Networks (CNN) [22], Deep Auto Encoder NN (DAENN) [23], KNN [24]).  
This model had been tested for multiple and binary classifications.  

The choice of dataset plays a pivotal role in both IDS types, with signature-based IDSs using offline datasets 
and anomaly-based IDSs relying on real-time online datasets [25]. To encourage the development of security 
analytics tools for use in actual Internet of Things operations, CIC-IoT2023 and IoTID20 presented an innovative 
and comprehensive Internet of Things attack dataset. In an Internet of Things topology comprising 10^5 devices, 
33 attacks are carried out to achieve this goal. DDoS assaults, DoS attacks, Recon attacks, Web-based attacks, Brute 
Force attacks, Spoofing attacks, and Mirai attacks are the seven categories that these attacks fall under. Lastly, 
every assault is carried out by malicious Internet of Things devices. 

In this paper, the CIC-IoT2023 dataset was combined with the Ransomware dataset, which represented one 
of the important IoT cyberattacks. Ransomware is a significant threat to IoT security because it encrypts and 
prevents access to crucial files [14]. The proposed IDS processing steps are presented as follows and shown in Fig. 
2. 

1. Preprocessing pipeline and Feature selection to check the structure and completeness of the data. 
2. The dataset is divided into training and testing subsets with a data allocation of 80:20, resulting in 20% 

of the data in the test set, leaving 80% for training. 
3. Reshapes the data for compatibility with the CNN model.  
4. Building the ensemble model (CNN, DT, Catboost, KNN) as follows: 

a. Each model gives probability estimates for each class. 
b. These are stored as arrays with shape [samples x classes]. 
c. Sums the probability scores from all four models for each class. 
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d. Then, it selects the highest combined score class as the predicted label for that sample. 
e. res_data holds all predicted class indices. 

5. Compiling the Model. 
6. Loads the best saved model for evaluation. 
7. Predicts the class probabilities for the test set. 
8. Computes metrics to evaluate the model (Precision, F1-score, Accuracy, Recall) on the test set. 
9. builds and trains an ensemble model for time-series or sequence-based classification. It uses 1D 

convolution layers for feature extraction. The model is evaluated using standard classification metrics 
and visualized using a confusion matrix. 

10. This ensemble model is tested against (DNN), (LSTM), (GRU), (CNN), (DAENN), and (RNN)) for binary and 
multiple classifications. 

 
As a result, this ensemble approach adds up the predicted probabilities from multiple models. The class with 

the highest total score wins. This is a soft voting ensemble, useful when you want to combine models with diverse 
strengths.  
 

 
Fig. 2 General block diagram of the proposed IDS model 

4. Results and Discussion 
The Python programming language was utilized in this study for empirical experiments. The Sklearn library is 
employed to develop machine learning models. It is built on top of other foundational libraries such as matplotlib, 
SciPy, and NumPy. Scikit-learn offers a range of learning algorithms through a consistent and user-friendly API, 
facilitating the efficient implementation of numerous deep learning techniques, including regression, 
dimensionality reduction, clustering, and classification. The classifiers’ quality was assessed using three IoT data 
sets, using 55 of the most significant factors. The outcomes are depicted as follows: 

The IDS precision, F-score, recall, and accuracy were assessed employing the ensemble model on the CIC-
IoT2023 dataset, as seen in Fig. 3. 
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Fig. 3 IoT2023 models performance metrics 

 
As shown above, the proposed ensemble model had outperformed other models to 94.6377% which indicates 

better learning of data patterns, possibly a hybrid or optimized architecture and Effective regularization or feature 
extraction strategies. 

The IDS precision, Fl-score, recall and accuracy were employing the ensemble model on the IoTID20 dataset, 
as seen in in Fig. 4. 
 

 
Fig. 4 IoTID20 models performance metrics 

 
As shown above, the Proposed Model consistently outperforms all other models to 99.9960% across all four 

metrics, while DAENN performs the worst in this comparison. The other models (DNN, LSTM, Bi-LSTM, GRU, CNN, 
RNN) have very close results with marginal differences, indicating strong but similar performance. 
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The Receiver Operating Characteristic (ROC) curve is a classifier's performance graphical representation at 
various classification thresholds. It is commonly used to evaluate binary classifiers but can also be extended to 
multiclass classification. On the other hand, the Area Under the Curve (AUC) is a numerical value representing the 
overall performance of a binary classification model by measuring the area under the ROC curve. It is a powerful 
tool for model evaluation, offering a comprehensive view of a model's discriminative ability. When AUC reached 
to 1.0, the model represented the perfect classifier. 

The ROC curves to examine the detection model performance in order to distinguish between normal 
behavior and intrusions (malicious activity) have been determined for this ensemble model in IoT2023 and 
IoTID20 datasets are shown in Fig. 5. and Fig. 6. respectively.  

 

a. Ensemble Model b. RNN Model

c. DNN Model d. LSTM Model
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Fig. 5. ROC for the proposed model against traditional DL models for IoT2023 
 

 
 

e. GRU Model f. CNN Model

g. Bi-LSTM Model h. DAENN Model

a. Ensemble Model b. RNN Model
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Fig. 6. ROC for the proposed model against traditional DL models for IoTID20 

 
From Fig. 5 and Fig. 6, this ensemble model had the AUC closer to 1 which it is 0.9459 for CIC-IoT2023 and 

0.9993 for IoTID20 resulting in a powerful tool for model evaluation, offering a comprehensive view of a model's 
discriminative ability because when AUC reached to 1.0, the model represented the perfect classifier indicating 
the better performance.  

The proposed ensemble model and the evaluation metrics for the two datasets (CIC-IoT2023 and IoTID20) 
for multiple classification are shown in Table 1.  

 
 
 
 

 

c. DNN Model d. LSTM Model

e. GRU Model f. CNN Model

g. Bi-LSTM Model h. DAENN Model
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Table 1 Evaluation metrics 

CIC-IoTID2023 
Model Accuracy Precision Recall F1-Score 
DNN 86.9791% 87.5376% 86.9791% 86.4395% 
LSTM 89.5760% 89.6294% 89.5760% 88.2486% 

Bi-LSTM 91.2785% 91.3504% 91.2785% 90.7781% 
GRU 91.2690% 91.0469% 91.2690% 90.8756% 
CNN 89.8441% 88.8366% 89.8441% 88.5431% 

DAENN 86.6401% 87.1480% 86.6401% 85.8513% 
RNN 87.9443% 88.4321% 87.9443% 86.6567% 

Proposed  94.6377% 94.5551% 94.6377% 94.5161% 

IoTID20 
Model Accuracy Precision Recall F1-Score 
DNN 99.8713% 99.8716% 99.8713% 99.8713% 
LSTM 99.9696% 99.9696% 99.9696% 99.9696% 

Bi-LSTM 99.9720% 99.9720% 99.9720% 99.9720% 
GRU 99.9504% 99.9505% 99.9504% 99.9504% 
CNN 99.9288% 99.9289% 99.9288% 99.9288% 

DAENN 99.9145% 99.9146% 99.9145% 99.9145% 
RNN 99.1853% 99.1837% 99.1853% 99.1836% 

Proposed  99.9960% 99.9960% 99.9960% 99.9960% 

 
The proposed ensemble model and evaluation metrics for existing deep learning models on two datasets (CIC-

IoT2023 and IoTID20) for binary classification are presented in Table 2.  
 

Table 2 Evaluation metric for binary classifications 
CIC-IoTID2023 

Model Accuracy Precision Recall F1-Score 
DNN 99.0520% 99.0618% 99.0520% 99.0568% 
LSTM 98.9046% 99.0244% 98.9046% 98.9514% 

Bi-LSTM 98.9792% 99.1122% 98.9792% 99.0286% 
GRU 98.9773% 99.2251% 98.9773% 99.0560% 
CNN 98.9850% 99.1046% 98.9850% 99.0302% 

DAENN 99.0654% 99.0908% 99.0654% 99.0770% 
RNN 98.6269% 98.6097% 98.6269% 98.6180% 

Proposed  99.5557% 99.5549% 99.5557% 99.5553% 

IoTID20 
Model Accuracy Precision Recall F1-Score 
DNN 93.5147% 87.4500% 93.5147% 90.3807% 
LSTM 98.7400% 98.7292% 98.7400% 98.6902% 

Bi-LSTM 98.7320% 98.7287% 98.7320% 98.6753% 
GRU 98.7784% 98.7604% 98.7784% 98.7377% 
CNN 93.6978% 87.7927% 93.6978% 90.6492% 

DAENN 95.0345% 94.9375% 95.0345% 93.6148% 
RNN 93.7945% 92.0624% 93.7945% 91.6201% 

Proposed Model 99.9912% 99.9912% 99.9912% 99.9912% 
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From the results of the evaluation metrics: 
• The accuracy of the proposed model, which measures overall correctness and reliability, reached 94.63% 

and 99.99% for CIC-IoT2023 and IoTID20 datasets, respectively. The ensemble model classified 94.6% 
and 99.99% of the data correctly. 

• This is a strong indicator that your ensemble is performing very well. 
• Precision, which is the proportion of true positive detections, and Recall, which is the ability to detect all 

attacks, have been improved in the proposed ensemble model over the traditional deep learning models 
• This ensemble model maintains a good balance between precision and recall, which is very useful in class 

imbalance cases. 
• Making a few false positives and false negatives. 
• Generalizing well to the test data. 
• Consistent across different performance measures. 
 
The study's findings demonstrated the robustness and effectiveness of the proposed ensemble model in 

detecting IoT attacks. It builds and trains an ensemble model for time-series or sequence-based classification. It 
utilizes 1D convolutional layers for feature extraction and combines predictions from multiple models.  

The results of different deep learning and machine learning models for various datasets in previous studies 
are illustrated in Tables 3 and 4.  
 

Table 3 ML-Based IDS using IoTID20 dataset for binary classification   

No Author Classification 
level Method Best ACC 

1 Alkahtani , et al,  [26] Binary CNN LSTM 
CNN-LSTM 

CNN-LSTM: 
98.80%. 

2 Yücedağ et al, [27] Binary PCA-MAO 99.51% 
3 Albulayhi, et al,  [28]  Binary Bagging MLP J48 

IBk. 
Bagging: 
99.81% 

4 Gudla, et al, [29] Binary LSTMDL Binary: 99.88% 
 

Table 4 ML-Based IDS using IoTID20 dataset for multivariate classification 

No Author Classification 
level Method Best ACC 

1 Bhavsar, et al, [30] Binary Multiple (PCC- CNN) Binary: 99% 
Multiple: 91% 

2 Sarwar, et al, [31] Binary Multiple IDSBPSO Binary: 99.84% 
Multiple: 78.46% 

3 Maniriho, et al, [32] Multiple RF Multiple: 99.95% 
4 Dat-Thinh, et al, [33] Binary Multiple MidSiot Binary: 99.99% 

Multiple: 99.97% 
5 Alonazi, et al, [34] Binary Multiple LSTM ANN LSTM Binary: 99.9% 

ANN Multiple: 85.7% 
6 Alsulami, et al, [35] Binary Multiple SNN DT - BT SVM - 

kNN 
Binary: 100% 

Multiple: 99.4% 
7 Islam, et al, [36] Multiple Bi-LSTM Multiple: 99.99% 
8 Indrasiri, et al, [37] Binary Multiple EBF Binary: 98.5% 

Multiple: 98.4% 

5. Conclusion 
The cyber assault targets IoT-based apps affecting human life, physical well-being, and the environment. 
Mitigating the impact of cyber-attacks involves intrusion detection technologies. IDS serves as the essential tool 
for addressing network intrusions and various cyber threats in modern computer network systems. Deep learning 
and machine learning technologies are prominent topics in the field of artificial intelligence. The paper aims to 
build an efficient IDS using an ensemble model. It constructs and trains a hybrid model for time-series or 
sequence-based classification. It uses 1D convolutional layers for feature extraction and combines predictions 
from different models using voting rule classifiers. The proposed ensemble model merges predictions from CNN, 
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DT, Catboost, and KNN models by summing their probabilities or predictions for each class. It then makes a final 
prediction based on the class with the highest combined score. Finally, it imports metrics likely used in later parts 
of the code to evaluate the ensemble's performance. The model is evaluated using standard classification metrics 
and visualized with a confusion matrix. Testing is conducted with an 80:20 split for two datasets (IoTID20 and 
CIC-2023 with Ransomware attacks), which include the most significant types of cyberattacks. This ensemble 
model is examined and compared with other deep learning models (DNN, DAENN, GRU, LSTM, BiLSTM, CNN, and 
RNN) in terms of precision, accuracy, recall, and F1-score for both binary and multi-class attack classification. The 
results show that the proposed ensemble model outperformed other models, achieving reliability rates of 94.63% 
and 99.99% for CIC-IoT2023 and IoTID20 datasets, respectively. AUC is a powerful evaluation tool, providing a 
comprehensive view of a model's discriminative ability. AUC scores reached 0.9459 for CIC-IoT2023 and 0.9993 
for IoTID20, indicating superior performance. 
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