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yw to cheat using DDoS attacks in competitive gaming created a significant
Competitive gaming, Ethereum need for a prevention mechanism. To satisfy this, we have designed a
Blockchain, Pong game cheat detection system by leveraging Godot DotNet capabilities to

connect a game client to the Ethereum Blockchain environment via
Nethereum Web3 capabilities. Blockchain is used because it can keep
records in an untampered state. We tested our system on the classic
Pong game by capturing the positional data of all moving gameplay
elements and sending them into the blockchain network. The location
coordinate of each central gameplay element in the game is stored in
the blockchain. The gameplay evaluation shows that 64-bit hex data of
gameplay elements’ coordinates have been transmitted and stored
successfully. The performance evaluation indicates that the game runs
at 180 FPS using 6% of the GPU workload and 11% of the CPU
workload, resulting in a time difference of under 200 ms for each
transaction.

1. Introduction

The video game industry is emerging in the digital landscape. As of 2024, there are over a billion active Internet
users worldwide, with an average of 84.1% having played video games through the Internet, and the top three
countries with the highest-rated video game reach are the Philippines, Indonesia, and Vietnam, respectively [1].
Being connected to the Internet, video games are no exception to cyber-attacks, which could disrupt gameplay
and harm the privacy of its users and developers.

Many video game matches and competitions have been held across numerous countries. These games use a
server that synchronizes players’ data while managing the game environment. The security aspect of these video
games is highly imperative to secure players’ and servers’ data integrity and privacy while promoting in-game
fairness [2].

In video games, cheating is considered to be modifying or manipulating digital game files to gain unfair
advantages against other players [3]. Common video game cheats exist in different varieties, such as aimbots, wall
hacks, and scripting [2] [4]. These types of video game cheats originate from the client’s side. Another standard
video game cheat originating from the server’s side is lag switching, commonly known as Distributed Denial of
Service (DDoS) attacks. In contrast to the client’s side cheats, the server’s side cheats are more impactful towards
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altering gameplay for competitive multiplayer online games, as they could disrupt gameplay for more than one
gaming session, therefore impacting more players.

In order to keep players from cheating, video game developers would implement anti-cheat measures.
However, many anti-cheat systems in the industry have not succeeded in keeping their game from cheating [5] [6]
[7]. Additionally, current anti-cheat measures are prone to DDoS attacks, which slow down and disrupt game
servers while disabling players from playing their games online. This kind of attack is possible due to the
centralized nature of the service provided by the game developers, in which attackers would target specific game
servers and conduct their attack. These attacks impact the game’s playability and people’s interest. Many cases of
DDoS cheating attempts have been made in the past, disrupting the game and its fanbase as it renders the game
unfair and completely unplayable [5] [6] [7].

Another case of current anti-cheat measures on video games that can be studied is the invasive and intrusive
nature of one anti-cheat measure. In this case, an anti-cheat system would run at the kernel level of a computing
system, leaving the computer prone to any malicious attack through the anti-cheat system. If the anti-cheat system
security measure has a flaw, it could endanger the computer user’s privacy and the data stored in the system [8].

To prevent these problems, we have developed a cheat detection system by leveraging new technological
leaps in Blockchain Technology. Blockchain Technology’s immutability could be significantly beneficial in keeping
the integrity of video game data while mitigating DDoS attack disruptions from interrupting the gameplay [9] [10]
[11]. Therefore, this research aims to ensure the integrity and immutability of vital gameplay object data values
by storing them in a blockchain. Furthermore, adding smart contracts could automate security maintenance [12].

This paper begins by describing the rising cheating problems in online gaming. After that, it represents the
fundamental aspects of Blockchain Technology and Multiplayer Online Games, along with some related works
done by other researchers in this field. Our proposed approach to this topic will then be presented, and the
performance will be compared in detail. Finally, the results of our approach will be analyzed and discussed for
possible future work.

2. Background

This section describes the fundamentals of Multiplayer Online Games and Blockchain Technology and discusses
some of the works done by other researchers related to blockchain implementations in gaming.

2.1 Multiplayer Online Game

A Multiplayer Online Game (MOG) is a digital video game that can connect players to the Internet to engage with
other players worldwide. A game client, or a video game player system owned by players, establishes a connection
using a network, such as the Internet. This client ranges in type from personal computers to company-released
video game consoles. The general network model used in the design of MOGs is client-server networking due to
its scalability, which is crucial in a large player base MOG [13].

In a client-server network (see Fig.1), game clients establish a connection in a game server somewhere in the
world, where game inputs made by the player are sent to t.1he server, creating a centralized environment. In this
network model, the quality of service for each gaming session depends on the server’s integrity. Therefore, video
game developers using this network model would spend more of their resources on securing a high-quality server
provider.

Game Server

Game
Client

Game L

Client

Game
Client

Game
Client

Fig. 1 Client-Server networking model
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This network model is known to be susceptible to DDoS attacks. A DDoS attack happens when a server is
overloaded with information from an external party in a short time. Since game clients need to connect to a server
to engage in gameplay, an attack targeted towards a game server would render the game completely unplayable
and risk other game clients connected to it [14].

2.2 Blockchain Technology

Blockchain Technology is a distributed and decentralized ledger system connected to nodes across the network.
Each node shares access to the ledger and its records. The records stored are immutable. Therefore, no one can
change or tamper with a record after it enters the ledger. Four types of blockchain networks are available: public,
private, permissioned, and consortium. Users could choose which network to use based on their needs [9] [10]
[11].

As its name would suggest, records are stored in chained blocks, where each block contains records alongside
reference data for the block before it, creating a chain. In blockchain, each record is combined into other records
simultaneously, forming a transaction. A transaction could contain records from many clients connected to the
blockchain network. These records would be stored in the form of 64-bit hex data. Further data encryption could
be done at the developer’s request.

The networking architecture used in Blockchain Technology is a Peer-to-Peer (P2P) networking model (See
Fig.2) [10]. In this decentralized model, each client connected to the same blockchain network would actas a peer,
and each peer would share the same ledger. Since each peer shares the same ledger, any modifications made to
the ledger would require verification from each peer, establishing a strong immutability aspect of the ledger.

Blockchain

Network

A4

Fig. 2 Blockchain technology peer-to-peer architecture model

One of the key features of Blockchain Technology that distinguishes it from other database models is the
implementation of smart contracts. A smart contract is a digital ruleset that predetermines an action once all the
rules have been met [10] [12]. In blockchain networks, smart contracts are used to set the rules, terms, and
conditions that must be met before a transaction is made valid. This is imperative to the immutability and
distributive aspects of the ledger. In addition, being a digital ruleset, smart contracts remove the need for physical
contracts and replace an intermediary between two parties.

2.3 Related Works
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We have found some studies related to the implementation of Blockchain Technology in video games to mitigate
cheating [15] [16] [17] [18] [19]. One scientific study has tackled this problem by proposing a decentralized online
gaming platform [15]. This study implements blockchain into the game platform itself, creating a Decentralized
Application (DApp) for probability games that run on the Ethereum blockchain network. The proposed approach
achieved a gaming platform that could run online with a multiplayer aspect that allows players to connect and
share tokens with each other to participate in the games. However, we found some key points that could be
improved.

One key point of improvement lies in the compatibility aspect of the proposed blockchain implementation
with other MOGs. The proposed approach focuses on implementing blockchain for probability games on a single
platform without implementing it on other MOGs. Therefore, it would be troublesome if other games were to be
implemented on the platform, since it may trigger some compatibility errors that could result in the system being
unable to run.

A key improvement point also lies in the choice of tools used to develop the platform. Other tools might give
the platform more flexibility and allow for advanced features and functionality. Additionally, developers would
not have to compensate for the security of the platform should they elect to add more features for the game in
future developments.

Moreover, another scientific study on this topic explored methods of blockchain-based anti-cheat measures
[16]. This study uses blockchain technology to monitor gameplay inputs the player provides and detect anomalies.
The study found several benefits and drawbacks to using blockchain as an anti-cheat measure. The most
prominent benefit is its ability to moderate gameplay based on game state validation, compared to conventional
anti-cheat systems that inject themselves into the users’ kernel. However, a considerable drawback in this case
would be the lack of regulations in the industry to standardize the approach to blockchain-based anti-cheat
measures.

An additional study proposed a novel approach to address problems in Peer-to-Peer (P2P) games [17]. This
study leverages bright contract-based data packet transfer schemes for game data. The results of this study found
that the proposed approach is more effective in terms of latency, scalability, packet loss percentage, performance,
and data storage than conventional methods. A key point is that future improvements using advanced learning
algorithms may be possible.

A survey on this topic views the perspective of blockchain technology implementation in gaming
environments [18]. The aspects analyzed in this study are security advantages, digital identities, emerging trends,
and potential research endeavors. In addition, this survey encourages the use of virtual reality (VR), non-fungible
tokens (NFT), and other emerging technologies in future works.

3. Methodology

This section describes the proposed method for developing the blockchain-integrated tools used in the
development process and the overall development process of the blockchain integration.

3.1 Proposed Method

The primary purpose of this project is to integrate Blockchain Technology into the game to securely log gameplay
telemetries, such as the player’s movement data, the ball’s movement data, and scores for each player. The players’
data consists of Y coordinates to the possible placement for each player in-game. Since the player’s position
significantly affects the gameplay, itis a central component of the game mechanic. Thus, the slightest modification
could completely alter the authenticity of each game. Meanwhile, the ball data consists of X and Y coordinates
about the game’s playable surface area. In addition, the scores for both players will also be logged using Blockchain
Technology to avoid any unwanted modifications.

We implemented this method in a local server environment for this research since this type of environment
is also prominently used in the video gaming industry, as many tournaments are held using dedicated servers
provided by the tournament holder. Moreover, implementing our method on a public server would require further
agreements from server providers, and regulations are yet to be implemented.

In addition, we have also implemented a User Interface (UI) to display gameplay statistics consisting of
players and ball positional data and scores for each player. Additionally, this game and console terminal feature
will display the number of blocks currently used in the blockchain. The significance of displaying these data in real
time is that it refers to players and legitimacy authorities during gameplay.

To connect our game client with a simulated blockchain network, we have run the base game on our system
and plan to use several blockchain integration tools that seamlessly connect to the developed game client. The
connection will be made possible by lines of code written in the game’s program. The connection between the
game clientand the blockchain network was validated by cross-referencing the data from the game client’s Ul and
the transaction logs found in the blockchain network. Furthermore, our proposed blockchain-based solution can
be seen in Fig 3.
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Fig. 3 Proposed blockchain-based solution

3.2 Development Tools

We used several tools to create this system. The first tool was the gaming engine itself. We chose Godot Game
Engine with DotNet (.NET) integration for this project. Godot is an open-source game engine software that allows
users to create free games with no strings attached and no royalties. The users’ games are theirs, down to the last
line of programming code. Godot’s development is fully independent and community-driven, empowering
developers to help shape their game to match their expectations. Godot Engine is a feature-packed, cross-platform
game engine to create 2D and 3D games from a unified interface. It provides a comprehensive set of standard tools
so developers can focus on making games without reinventing the wheel. Games can be exported with one click
to some platforms, including the major desktop platforms (Linux, macOS, Windows), mobile platforms (Android,
i0S), as well as Web-based platforms and gaming consoles [20].

The use of Godot version 3.4.4 .NET enabled the possibility of C# scripting and Web3 integration into the game
engine itself. This could help game developers create a video game that allows the game client to connect to
various blockchain networks and perform data sending and receiving. Godot was set as the main game engine in
this project to develop the Ping Pong game with Ethereum Blockchain integration for the cheat detection system.
Ultimately, the .NET integration, Godot’s simple workflow, and its powerful yet open-source engine became the
reasons why we chose Godot as the game engine for this research.

The blockchain development tool used is an Ethereum Blockchain connection’s programming library called
Nethereum. Nethereum is a .NET integration library for Ethereum, simplifying innovative contract management
and interaction with Ethereum nodes, which is suitable because the Godot engine uses the .NET framework.
Nethereum provides the library to implement Web3 services inside a Godot .NET engine-made game [21]. In this
project, Nethereum allows blockchain integration on the game engine side, enabling the game developer to send
variables into the blockchain network and customize variables that would be sent into the blockchain network.
Furthermore, using Ethereum over other blockchain networks offers better scalability, flexibility, and diversity
while supporting the connection of a blockchain network to the game itself [22].

We also used Ganache, a personal blockchain for Ethereum development that can be used to deploy contracts,
develop applications, and run tests. It is part of the Truffle Suite, a popular set of tools used in Ethereum
development. Ganache provides a local blockchain instance that mimics the Ethereum network, allowing
developers to test their smart contracts and applications in a controlled environment without using the live
Ethereum network [23]. In this project, Ganache is used to simulate an Ethereum blockchain network that would
be used to store the variables sent from the game client.

The last tool that we used was Remix IDE. Remix IDE is an Integrated Development Environment (IDE) for
Ethereum’s innovative contract development. It is a powerful IDE that provides a comprehensive set of features
for writing, testing, debugging, and deploying smart contracts written in Solidity, the primary programming
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language for Ethereum [24]. This project uses Remix to create and monitor smart contracts alongside the game
engine.

3.3 Game Development Process

The game development process spread across the game engine, the smart contract monitoring software, and the
blockchain network simulator. However, most of the developments were focused on the game engine. To visualize
the development process, Fig .4 shows a flow diagram that elaborates the step-by-step development process of
the game.

Start
Open Ping Pong Game Paste ABI and Smart
Example Create New Workspace Contract Addresses
Declare Web3 and Create New Solidity File Create Block Number Ul

Nethereum Libraries

Declare Game Objects'
Variables

A

Convert Game Objects'
Positional Data (Float-
Integers)

Declare Blockchain
Address and Contract
Variables

(Smart Contract)

Declare Game Object's
Variables

Create Timestamp and
Time Difference Ul

Create Function to Send
and Recieve Positional
Data

Create Positional Data

Ul

Generate ABI

Save and Export Game

D Godot

D Ganache

D Remix IDE

Finish

Fig. 4 Blockchain integrated game development process flow diagram
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As seen on Fig. 4, the game development process began with the Ping Pong game assets the game engine
provides as a programming example [25]. Three fundamental objects in the Ping Pong game support major
gameplay elements: two player-controlled paddles and a moving ball. The two paddles move at a constant speed
on a single axis, the y-axis that moves the paddle up and down. Meanwhile, the ball itself moves on two axes: the
x-axis, which moves the ball sideways, and the y-axis, which moves the ball up and down. Other than these
fundamental game objects, other game objects support the gameplay aspect of the game, such as the walls and the
ceiling. These two objects are static and do not need to be tracked.

After the game objects have been initialized, development of the newly created programming code for this
project started. As mentioned before, there are three fundamental game objects. Each fundamental game object
was declared in the programming code. Then, each fundamental game object’s positional data was extracted from
its properties. Since the positional data came in a float format, including decimals, a conversion process was added
to convert the data format from float to whole integers. After the conversion process, the data gathered from the
conversion process was set as the content of the text displayed on the game client as the game is played.

The blockchain development process began with the creation of a new workspace in Ganache. The workspace
was named, then the creation of the workspace was done (with all parameter values set to default). Then, 10
accounts appeared with a unique address, index, and private key.

The innovative contract development process began by creating a file inside a workspace for smart contracts
in the IDE. The file was created using the default workspace. After that, we filled in the function to store and
retrieve data to make a smart contract. In this case, the data storage function was implemented as part of best
practice. The three fundamental game objects discussed earlier got initialized here, alongside variables for player
scores, resulting in the initialization of 6 variables. After that, the contract was deployed.

The blockchain integration process occurred in the game engine. This integration process sent positional data
from each fundamental game object into the blockchain network. The first code snippet for the blockchain
integration process was the code to connect to the blockchain. This code snippet connected the game client to the
blockchain network.

A label entity in the program sent the block number variable in order to be displayed in the game client to
indicate that the client had successfully connected to the blockchain network. After this, the smart contract’s
Application Binary Interface (ABI) was declared on the programming code. Then, the address for the smart
contract alongside the function to store the fundamental object’s position in the smart contract was proclaimed
on the programming code. After this, the code to retrieve positional data from each fundamental game object got
declared again, and then the transaction process code block to send the data into the blockchain was declared.
This code block contained codes for gas limit declaration, the smart contract address declaration, and the
transaction function itself.

In addition, we added some lines of code that write the block number, each of the fundamental game object’s
positional data, a timestamp, and the time difference for each block into the console terminal. The purpose of this
code is to check whether the data sent into the smart contract is identical to the data processed in the game itself
and ensure the game’s performance when sending data to the blockchain.

To visualize the game’s operational workflow in this research, Fig.5 shows the sequence diagram of the
operational workflow of the blockchain technology implementation within the developed game client.

GameClient ’ ‘RemixIDE ’ ‘Ganache ’

| | |

: Player Position : :
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| | |

I | Validation I
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Fig. 5 Blockchain integrated game operational workflow sequence diagram

4. Results and Discussion

This section describes the overview, results, and comparison of the tests conducted in this research.

4.1 Testing Overview

Two tests were conducted to see if the game and the blockchain network have a good interconnection, send or
acquire the proper parameters, and impact the gaming experience overall. The first test conducted was a
behavioral test aimed at checking the fundamental features of the blockchain connection to the game. The
objective of this test is to satisfy an evaluation question following a feature. If one of the questions is not satisfied,
the test will be suspended. The features and their corresponding evaluation question set for this test could be seen
in Table 1.

Table 1 Behavioral testing features

No. Feature Description Evaluation Question

The game sends data from the game to  Can the game client send data to the
the blockchain every second. blockchain every second?

The data sent and stored within the
2. Integrity blockchain network matched with the
game shown.

1. Stability

Are the data shown in the game consistent
with the data in the blockchain network?

The data in the game are shown Can users see the positional data on the screen

3. Display correctly. while playing the game?

Secondly, a performance test was conducted to evaluate the gameplay performance by adding the
implemented blockchain data ledger system and how it affects the data-sending process to the blockchain. This
test used three metrics of evaluation that were computed during the test. These metrics are elaborated in Table
2. Moreover, the test was executed on a computer system with the device specification listed in Table 3.

Table 2 Performance testing metrics of evaluation

Performance Metric Description

The number of images shown on the computer’s display

Frame Per Second (FPS) monitor for a single second. Higher is better.

Graphics Processing Unit ~ The percentage of processing power utilized by the GPU.

(GPU) Usage Higher is better.
Central Processing Unit The percentage of processing power utilized by the CPU.
(CPU) Usage Higher is better.

Table 3 Testing device specification

Component Specification

Operating System Windows 11 Pro 64-bit (10.0 Build 22631)

Motherboard Gigabyte B550M GAMING

BIOS F14 (UEFI)

CPU AMD Ryzen 7 5800X 8-Core Processor (16 CPUs), ~3.8 GHz
GPU AMD Radeon RX 6800 XT (16 GB VRAM)

RAM 32GB

After conducting both tests, a performance comparison was conducted by playing both the original game
without the added blockchain implementation and the modified game with the blockchain implementation for
about a minute, and both games were compared in terms of their performances. In addition, the AMD Radeon
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Software was used as the performance monitoring software for this test. Both performances were compared and
evaluated after the test has concluded.

4.2 Behavioral Test

The behavioral test process started by running the simulated Ethereum network. Once the blockchain is up and
running, the Pong game was started through the game engine after the correct address of the simulated blockchain
has been stated. After that, the Pong game was played for a minute, resulting in 60 blocks of transactional data,
while checking whether the positional data are displayed accordingly in the game’s display. After a minute, the
data produced in the blockchain could then be checked in the simulated blockchain network.

Furthermore, data tracing was done through Remix IDE. This was done by leveraging the retrieve function
from the developed smart contract. The data was displayed in the order determined during the implementation
process.

Block Number: 1411

Score P1:5 Score P2; 2
Left Y: 201 Right Y: 101

Ball X: 118 { Ball v: 231

(@)
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Transaction Hash: 0x6567acd728b55a297b08abb25b002f5e8ed24c008136156batic55¢c8adblabe3b
Block Number: 1411

201

161

91

207

5

2

Timestamp: 2025-05-12 20:14:45.366

Time difference (rounded): 61 ms

Transaction Hash: 0x72fc85dcd16d61774e6402u4d5491b1¥691F534ba95965a35a843a37d88051d71
Block Number: 1412

201

161

171

278

S

2

Timestamp: 2025-05-12 20:14:46.372

Time difference (rounded): 61 ms

(b)

Fig. 6 Blockchain integrated game (a) Game window; (b) Console terminal window

Figure 6 shows the game window (a) and the game’s console terminal window (b). As seen on Figure 6, we
have successfully implemented the Ul and console terminal displays that show correct data for each transaction
made during gameplay. Comparing the data from the game’s console terminal with the received transaction details
in Ganache and Remix proves that the integrity of the data transmitted is untampered.

Raw data:
Ox577032C30000000000000000000000VY0YLLRLOBRRLBLVRNCYLVYROLNROYLRRaBKRNYKNYARRYLORBRLORO
0000000000000000PRPAROVPRRNRONNPRRN6100000000000V0NRBANNOYRRADVYNARARNNYNRLPALONNORLAROD
0000015e000000000000000000000000000000000000000000000000000000000000009d00000V0VV0V0000000V000
0000000000000000020000000000000000000010000000000000000000000000000000000000000000000000000000000
000001

Header: @x577032¢3

P1 Y Coordinate: 00000000000000000000000EALOBRVVEVYVRVVVCOV0VRYLVVVRVRRVRRYAS8 (Va8 = 168)
P2 Y Coordinate: ©0000000000000000000000000060000VPVYVYRYOYPYRVYNRVYRRYRRR61 (V61 = S7)
Ball X Coordinate: 000000000000000000000000000000000000000000000000000000000000015e (15 = 350)
Ball Y Coordinate: 000000000000000000000000000000000000000000000000000000000000009d (09d = 157)
P1 Score: ©000000000000000000000000000000000000000000000000000000000000001 (001 = 1)

P2 Score: 0000000000000000000000000000000000000000000000000000000000000001 (001 = 1)

Fig. 7 Transaction data breakdown for sample block 186

The data breakdown shown in Figure 7 describes that the raw data for a sample block numbered 186 stored
in the blockchain consists of a 64-bit hex string of gameplay data compiled by the game client. By taking the header
out and separating 64 characters, it could be observed that each gameplay data was stored in the form of hex
numbers. Converting those hex numbers into decimals shows their actual value.
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[call]
carL from: Ox1BcClDfcEOOE2790334a0521387D881ATDcC7275H
to: MultiStorage.retrieve () data: 0x2e6...4cecl

from 0x1BcCl1DfcEOQOE2790334a0521387D881ATDcCT275

to MultiStorage.retrieve ()

0x690681463098fB1c54aC20E79b5440504a5d3523 (O

input 0x2e6...4cecl O
decoded input 0
decoded output {

"0": "uint256: 168",
"1": "uint256: 97",
"2": "uint256: 350",
n"3": "uint256: 157",
"4": "uint256: 1",
"5": "uint256: 1"

Fig. 8 Transaction data in remix IDE for sample block 186

Meanwhile, Figure 8 shows the gameplay data obtained using Remix IDE. This gameplay data was obtained
by using the retrieve function programmed in the smart contract. From 0 to 5 on the decoded output, the data
consists of player 1Y coordinate, player 2 Y coordinate, ball X coordinate, ball Y coordinate, the score for P1, and
the score for P2, respectively. Comparing the data shown in Remix IDE to the data conversion shown in Figure 7,
it could be seen that the data shown in Remix IDE are identical to the data found in Ganache. Furthermore, the
testing results for each feature can be seen in Table 4. As for the security of the scoring data, it can be seen from
the gameplay shown in Figure 6 that the positional data for the players’ paddle and the ball are stored in each
block’s transaction data for every second of gameplay. Therefore, these data are considered a record in the
blockchain and adhere to the immutability aspect of Blockchain Technology [10] [11] [12].

Table 4 Behavioral testing results for blockchain implemented game

No. Feature Evaluation Question Result

1. Stability  Can the game client send data to the blockchain every second? Yes

Are the data shown in the game consistent with the data in the blockchain

network? Yes

2. Integrity

3. Display ~ Can users see the positional data on the screen while playing the game? Yes

Overall, the behavioral test concludes that the addition of blockchain technology to store gameplay data does
not significantly impact the gaming experience. Therefore, it has been proven that blockchain technology could be
seamlessly integrated into the game without sacrificing any gameplay aspects. Moreover, the consistency of the
gameplay data generated and transmitted from the game client as well as the data stored and viewed from the
blockchain network has shown that blockchain technology is capable of securing the immutability aspect of the
game data.

4.3 Performance Test
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The performance test process started by launching the performance monitoring software and selecting Godot as
the game. The software will then begin its monitoring process and show the game performance telemetries, such
as the Frame Per Second (FPS), GPU usage, GPU memory usage, CPU usage, and other metrics. For this research,
we will focus on the metrics detailed in Table 2. Table 5 shows the performance test results for the blockchain-
implemented game.

Table 5 Performance testing results for blockchain implemented game

Metric Value
FPS 180 FPS
GPU Usage 6%
CPUUsage 11%

Table 5 shows that the game runs smoothly on the testing device. On average, the game was running at 180
FPS, conveying that the game generates 180 frames during a single second of gameplay. Further inspection of the
performance monitoring software indicates that around 6% of the GPU and 11% of the CPU power was used in
the gameplay, which could be considered a light workload for the computer system. This stipulates that the game
was running stably. Moreover, the time difference from the game’s console terminal shown in Figure 6 shows that
some time was taken to send the gameplay data to the blockchain. The time difference for each transaction does
not seem to exceed 200 milliseconds for each transaction.

4.4 Performance Comparison of Original Game to the Blockchain-based Game

The performance of both games was compared by downloading the original game project files from the Godot
Asset Library beforehand [25]. The original game was set to be the baseline method of comparison for this
research. After the downloading process has been concluded and the project file has been opened, the game was
compiled and run with the Godot 3.4.4 .NET game engine. The performance monitoring process was started by
playing the game while the performance monitoring software runs on the side of the game window. When the
game’s performance values have been acquired, the performance metrics would then be compared to the
blockchain-based game. Table 6 shows the results of both games’ monitored performance.

Table 6 Performance testing comparison for original game and blockchain implemented game

Metric Value (Original Game) Value (Blockchain Implemented Game)
FPS 180 FPS 180 FPS

GPU Usage 9% 6%

CPU Usage 8% 11%

Comparing the performance of the original game and the blockchain-implemented game from the data shown
in Table 6, it could be observed that both games run on a similar performance. This indicates that the modification
of blockchain technology to the game does not significantly impact the game’s performance. Moreover, it could
also be stated that implementing blockchain technology in the original game does not alter the overall gaming
experience.

The conducted performance test concludes that the game was able to be played without any disruption caused
by the game client, the system, or the blockchain network. This has proven that adding blockchain technology to
store game data does not alter any major performance changes. Therefore, game developers could leverage
blockchain technology to secure their game data from being altered during gameplay without having to worry
about any performance related issues.

5. Conclusion

This research aims to implement Blockchain Technology as an anti-cheat method in the Ping Pong game. We used
Godot as the main gaming engine, Nethereum as the blockchain .NET integration library, Remix IDE as the smart
contract manager, and Ganache as the blockchain network simulator. We have successfully connected the game
to the blockchain, sent and received positional data from the blockchain, and displayed positional data from the
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game client. Additionally, we have evaluated the behavioral and performance aspects of the blockchain
implemented game, as well as comparing its performance to the original game.

During this research, we came across several limitations when it comes to implementing blockchain
technology into a multiplayer video game. Three main limitations that we thought could be addressed in the future
are the scarcity of organized up-to-date documentation and guide on the use of Nethereum in Godot Game Engine,
blockchain implementation testing on other multiplayer games, and the lack of transparency in competitive
gaming digital environments. These limitations should illustrate the points of improvement if this research is
continued.

For future work, the game’s GUI and miscellaneous functionalities could be added or modified to suit the
player or developer’s needs. Furthermore, the technology used in this study may be updated or replaced as
developments in blockchain technology arise. Should this technology be implemented, further regulations should
be set to ease blockchain implementation in the gaming industry.
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