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Available online: 30 June 2025 Things (IoT) has been rapidly growing in these fields. The centralized

system of detecting threats cannot easily fit various 1oT settings that
span systems that are broad in nature and have high sensitivities on

Keywords their response rates. New threats are fast emerging against defense
Federated learning, IoT security, systems that are having fixed places and developing not only mobile
adversarial adaptation, cross- threats but also spreading to different data areas. Federated Learning
domain detection, distributed (FL) Artificial Intelligence (Al) introduces a training strategy that
networks, privacy-preserving Al ensures a solution to data privacy issues, as well as protection against

the worst of a data leak that can be disastrous in the event of
centralization. An innovative system architecture of FL has been
developed to control cross-domain threat detection operations in
distributed IoT settings by application of dynamic adaptive adjustment
strategies. The system completes local training activities on distributed
nodes, merges them with aggregation in FL, and applies an adaptive
intelligence-sharing framework. The approach also lays strong models
and domain-specific capacities that safeguard data independence. The
system proposed will make use of adversarial training, thereby
dynamically adapting to dynamically discovered attack vectors as
operations progress. Their detecting power and the ability to adapt to
the simulation-based assessment, however, prove to be more effective
than the baseline models in the circumstances that occur under
adversarial drift. In this study, the authors introduce a solution that
would allow it to conduct real-time IoT threat detection in a privacy-
friendly and scalable manner in response to changing cybersecurity
threats. CAFED-Net yielded 87.1 percent accuracy across 12 rounds,
78.6 percent robustness on FGSM, a 15 percent communication cost
reduction, and variance less than 2.1 percent among the clients.

1. Introduction

Contemporary automation analytics offers unexplored opportunities, since the Internet of Things (IoT)
technology has spread to different areas, comprising healthcare, manufacturing, energy, and transport businesses.
Contemporary IoT systems have a distributed nature, and since they are heterogeneous, this creates serious
cybersecurity issues, in accordance with the research in [1]. The conventional centralized threat monitoring
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systems suffer three major problems, which include: high communications prices, slow response rates, and they
are prone to single-point failure [2]. Current IoT surroundings demand a modus operandi protection against
intrusion systems that integrate privacy security with expandability, since the systems have been inescapably
integrated, and at the same time, they are dynamic [3]. Federated Learning (FL) allows users to create a shared
global model where the nodes collaborate during the process of model learning without the communicator sharing
original sources of information [4].

It is also possible to protect privacy and reduce bandwidth and latency costs due to centralization via this
architecture [5]. FL allows IoT edge nodes to process data on a local level, synthetically augmenting their input
into broad-minded intelligence, and doing so without violating bandwidth, privacy, and computing power
constraints imposed by these settings [6]. The present use of FL has disadvantages in terms of its usage in
identifying threats in different areas. The ill effect of such heterogeneity has been known to affect model
performance since the heterogeneous devices have dissimilar distributions of data, making the model
performance suffer somewhat [7].

Traditional Challenges
IoT Domains 1. High Costs
(Healthcare|ManufacturingEnergy| Transportation) 2. Latency
3. Central Failures

Local Model Updates /" Addresses

Federated AT System
« Periodic Updates
+ Secure Aggregation
« Cross-Domain Generalization
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Adversarial Training * Privacy
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Dynam1c Attacksj [Data Heterogenelty)

Fig. 1 FL architecture for cross-domain IoT threat detection

As shown in Figure 1, the proposed Federated Al framework addresses [oT cybersecurity challenges through
a decentralized architecture, where edge devices (in healthcare, manufacturing, energy, and transportation
domains) collaboratively train threat detection models while preserving data privacy. The system mitigates the
traditional limitations of centralized approaches, including high communication costs, latency, and single-point
vulnerabilities, by combining secure model aggregation with periodic global synchronization. To counter dynamic
adversarial attacks and statistical heterogeneity across domains, the architecture integrates gradient perturbation
and adaptive loss functions during FL training cycles.

Adversaries in 10T networks exhibit dynamic characteristics by exploiting newly discovered vulnerabilities
and simultaneously attacking multiple domains [8]. Developing a secure threat detection system demands
capabilities to identify adversarial patterns and function effectively in various environmental conditions. Merging
adversarial training approaches with FL structures is essential because it enhances the system's resilience against
advanced attack methods [9]. Devices across different domains should leverage the threat intelligence developed
in other domains through effective knowledge transfer processes [10].

This proposed study introduces an FL system that combines dynamic adversarial adjustment strategies with
a cross-domain model generalization strategy. The system can be run using periodic worldwide updates, a
federation-based aggregation algorithm, and a secure threat sharing protocol. It utilizes adversarial training,
employing gradient perturbation and adaptive loss functions, to address the adversarial drift described in [11].
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2. Related Work

The existing literature on [oT threat detection encompasses both centralized and decentralized frameworks, each
with distinct advantages and drawbacks. Centralized systems such as cloud-based intrusion detection frameworks
offer high computational resources but are limited by latency and privacy concerns [13]. Decentralized
approaches, including edge computing and FL models, are increasingly favored for their scalability and privacy
preservation [14].

Table 1 A comparative overview of prominent recent studies in the proposed domain

Study Technique Dataset Accuracy (%) Latency (ms) Cross-Domain

Support
[15] Centralized ML NSL-KDD 91.2 350 No
[16] Edge-based CNN [oTID20 93.1 180 Partial
[17] Federated SVM Bot-IoT 89.5 120 No
[18] Federated GAN Custom [oT 92.7 150 Yes
[19] Transfer Learning N-BaloT 90.3 210 Yes
[20] FL with DP Custom 87.4 130 No
[21] Adversarial FL NSL-KDD 93.5 140 Partial
[22] Cross-Domain FL Combined 94.2 160 Yes

According to the literature, FL and its variants have significantly enhanced scalability and privacy in
distributed 10T settings. However, most existing works either neglect adversarial robustness or fail to transfer
knowledge across domains effectively. Adversarial Federated Learning (AFL) has been explored, but it lacks the
dynamic adaptation mechanisms necessary for addressing evolving threats [15], [16]. Similarly, cross-domain FL
techniques, such as those in, offer improved generalization but often overlook the dynamic behavior of
adversaries. Recent advancements in adaptive learning mechanisms, including attention-based models, dynamic
ensemble methods, meta-learning, and robust aggregation protocols, provide promising directions for building
more resilient architectures [17], [18]. For instance, they introduced a self-attention-based FL framework that
achieved 94.6% accuracy in multi-device anomaly detection but did not evaluate its adversarial drift resilience.

Moreover, adversarial-aware aggregation functions have been proposed to minimize model poisoning risks,
but they often suffer from increased latency or complexity. In terms of performance benchmarking, hierarchical
FL methods have consistently outperformed flat models in heterogeneous environments, as they strike a balance
between local adaptation and global consistency.

In addition, contextual embeddings integration has proved to increase the precision of detection in disjoint
domains. However, the real-time response to an adversary pressure is a problem at large. The outlined CAFED-
Net model aims to address these gaps by integrating FL, dynamic adversarial adaptation, and cross-domain threat
intelligence sharing. Early simulations suggest remarkable gains in precision and latency, and false positive
relative reductions as well. This type of comprehensive approach will be helpful in the operationalization of
resilience in threat catching in distributed and diverse Internet of Things networks [19], [20].

3. Methodology

The Cross-Domain Adversarial Federated Edge Detection Network (CAFED-Net) is an extended architecture, a
threat detection model based on FL, which operates across many loT domains and supports the capability of real-
time adaptability and privacy protection. CAFED-Net works on edge devices in a decentralized format of updating
with a local trainer on edge modalities, where synthetic perturbation mechanisms are framed via adversarial
training, i.e, FGSM and PGD mechanisms are used to make the model robust against evaluating emerging
cyberattacks. The encrypted updates of the model are sent periodically by each device to a central aggregator, but
the raw information is not transferred, and instead, adaptive federated averaging is applied on domain
discrepancy metrics in order to ensure that accuracy across domains is maintained.

Its main innovation is the Cross-Domain Federated Adaptation Layer (CDFAL), which approximates the
alignment of non-identically distributed (non-IID) features between domains using domain adversarial neural
networks (DANN) and maximum mean discrepancy (MMD), and allows for the transfer of knowledge and
generalization across domains. Resource-constrained devices can cost-effectively take part in enabling
lightweight neural architecture and model compression measures, such as pruning and quantization. Additionally,
privacy is ensured by secure modes of aggregation and optional auditing characteristics using blockchains. Local
adversarial training, federated optimization, and adaptive cross-domain intelligence are the features of the next-
generation CAFED-Net that make it more effective in providing high detection performance, resilience to diverse
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attacks, and low latency of detection on diverse IoT threat landscapes. General outline of CAFED-Net model is
presented in Figure 2 that shows simplified data and intelligence flow between model components.

Edge Node
(Local + Adversarial Training)

écrypted Model Weights

Central Aggregator
(Adaptive Averaging)

\Global Model

Cross-Domain Adaptation
(DANN + MMD)

ligned Intelligence

Fig. 2 CAFED-Net architecture showing FL with adversarial training and domain adaptation

The proposed CAFED-Net employs a layered architecture that integrates edge-local model training, federated
aggregation with domain adaptation, and adversarial robustness. Each client device i € {1, 2, ..., N} independently
trains a local model f;(x) using its dataset D, while ensuring data privacy. The local training objective is defined
by a composite loss function that combines standard cross-entropy loss with an adversarial regularization term
to resist perturbations in the input space, as given in Equation (1).

Llocal LCE(yL’yL) + )\llvleCE(yuyL)Hz [1)

where L. denotes the cross-entropy loss, A is a regularization coefficient, and the gradient term penalizes
sensitivity to small adversarial perturbations. Once local models are trained, the model parameters w; from each
client is securely communicated to the central server. The server aggregates these updates using a weighted
averaging scheme proportional to the number of data points n; at each site, as shown in Equation (2).

N

N
n;
Welobal = w;, where ny, = n; (2)

n
i—1 total i—1

To address domain heterogeneity, a domain adaptation factor §; is introduced for each client, computed based
on the statistical divergence between the local dataset D; and the aggregated global distribution Dy;,p,, using
Maximum Mean Discrepancy MMD). This factor is formulated in Equation (3).

5; = exp (—O( . MMD(Di’Dglobal)) (3)

where a is a scaling parameter. The domain-aware aggregation of model parameters is then performed using
Equation (4), which incorporates both the dataset size and adaptation factors.

adapted
global Z Z i [4)

]1]]

To enhance robustness against evolving threats and adversarial attacks, each local client also performs
adversarial training. Perturbed samples are generated using the Fast Gradient Sign Method (FGSM), where the
adversarial input x; is calculated as in Equation (5).

@®
X;=x;+€- 51gn(Vle0C81) (5)
Here, € controls the magnitude of the perturbation applied to the original input. These adversarial examples
are included in the training to improve generalization in adversarial environments. The training process is

repeated iteratively over T communication rounds. At each round t, the global model is updated based on the
adaptive aggregation of local models and their domain weights, as defined in Equation (6).
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w®*D = CAFED(w®, (w3, (603X, (6)

3.1 Results and Discussion

The proposed CAFED-Net learning model was evaluated using a synthetically generated multimodal dataset to
emulate distributed, heterogeneous IoT environments with varying levels of adversarial influence. The
experiment involved five clients, each with its own subset of data characterized by unique distributions and
potential adversarial attacks. The dataset, generated to represent realistic edge scenarios in smart infrastructure,
includes Gaussian, uniform, and skewed data distributions, along with adversarial conditions such as FGSM (Fast
Gradient Sign Method) and label flipping. This design ensures the simulation of diverse real-world threats and
heterogeneity in the federated setting. Table 2 presents the configuration of the dataset assigned to each federated
client. The number of samples, feature dimensions, attack types, and distribution characteristics vary across
clients to test the robustness and adaptability of the proposed method.

Table 2 Dataset configuration across clients

ClientID Number of Samples Feature Dimension Attack Scenario Data Distribution = Client ID

Client 1 1000 25 None Gaussian (u=0,0=1) Client1l
Client 2 950 25 FGSM (e =0.1) Skewed Client 2
Client 3 1100 25 None Uniform Client 3
Client 4 1050 25 FGSM (e = 0.05) Gaussian (p=1,0=2) Client4
Client 5 970 25 Label Flipping Gaussian + Noise Client 5
ClientID Number of Samples Feature Dimension Attack Scenario Data Distribution = Client ID
Client 1 1000 25 None Gaussian (u=0,0=1) Client1l
Client 2 950 25 FGSM (e =0.1) Skewed Client 2

The CAFED-Net model is evaluated through simulations on benchmark datasets across multiple domains,
including smart home IoT, SCADA networks, and healthcare 10T. The deployment of CAFED-Net utilizes a
federated learning system emulated among various heterogeneous IoT clients, as outlined in the dataset's
configuration table. Each client has datasets with 25-dimensional features, varying sample sizes, and represents
specific attack scenarios such as FGSM (0.1 and 0.05), label flipping, and Gaussian noise, similar to real adversary
cases. The architecture employs deep learning models developed in PyTorch and federated orchestration in the
Flower framework. A dynamic adversarial defense mechanism is integrated at the client level, used during training
to enhance robustness via adversarial training. The federated rounds are designed to enable clients to engage
adaptively, allowing for cross-adaptive learning based on exposure to threats and data properties. This framework
isimplemented on a Python-based platform, ensuring data privacy across distributed industrial Internet of Things
nodes, with threat detection conducted in real time. Performance metrics include detection accuracy, false positive
rate (FPR), convergence time, and communication efficiency, especially under non-IID and adversarial conditions.

The training was performed over 20 global communication rounds. Each round involved local training on the
respective client datasets using a simple neural network model with a single hidden layer. After local training, the
central server performed cluster-based aggregation. The performance was evaluated using metrics such as
accuracy, convergence speed, robustness under adversarial attack, and communication overhead.

Figure 3 presents the accuracy of each client across training rounds. The proposed CAFED-Net model ensures
that all clients, despite their non-IID data, achieve consistent performance improvements and converge between
82% to 88% accuracy by round 20. The minor variation across clients indicates the effectiveness of cluster-aware
aggregation.
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Fig. 3 Accuracy over global rounds (Per client)

Figure 4 illustrates the steady decline in the loss function for all clients. This consistent drop across clients
validates that the model effectively minimizes local errors while maintaining global coherence.
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In Figure 5, the CAFED-Net model achieves faster convergence compared to FedAvg and standard FL. It
achieves 87.1% accuracy by round 12, whereas FedAvg and standard FL converge more slowly and plateau at
lower accuracies (83.2% and 80.4%, respectively).
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Fig. 5 Global accuracy comparison (CAFED-Net vs. FedAvg vs. Standard FL)

Figure 6 visualizes the final classification accuracies achieved by each method. CAFED-Net demonstrates the
highest accuracy, showcasing its superior performance in heterogeneous and adversarial conditions.
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Fig. 6 Final accuracy comparison across models

Figure 7 compares the number of global rounds needed for each model to reach a stable accuracy level.
CAFED-Net converges in just 12 rounds, outperforming FedAvg (15 rounds) and standard FL (16 rounds), thereby
reducing training time and communication costs.
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Figure 8 evaluates model performance under increasing levels of adversarial perturbation using FGSM (g =
0.01 to 0.2). CAFED-Net maintains higher resilience, with only a 9% drop in accuracy at € = 0.2, compared to

FedAvg and standard FL, which experience drops of 17% and 23%, respectively.
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Fig. 8 Accuracy under adversarial attack (FGSM)

Figure 9 highlights the variance in model performance across clients. CAFED-Net ensures minimal deviation
(¥2.1%), whereas FedAvg and standard FL exhibit greater disparity (¥4.5% and +6.2%, respectively), indicating
weaker fairness and adaptability. Table 3 summarizes the quantitative comparison of key performance metrics
across the three evaluated models. CAFED-Net consistently outperforms in all indicators, including adversarial
robustness, convergence speed, and fairness.
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As Table 3 reveals, CAFED-Net outperforms FedAvg and Standard FL in key performance metrics. It achieves
the best ultimate accuracy of 87.1%, compared to 83.2% for FedAvg and 80.4% for the standard FL, and converges
very quickly after only 12 rounds, compared to 15 and 16 rounds, respectively. When adversarial attacks (FGSM,
0.1) are applied, the CAFED-Net demonstrates better robustness, achieving an accuracy of 78.6%, which is
significantly higher than that of FedAvg (70.3%) and Standard FL (65.1%). It also has the least client variance,
with an accuracy standard deviation of (c) 2.1 %, showing uniformly high performance with heterogeneous
clients. It can lower communication costs by 15 percent, thus being both robust and low-resource, versatile for
real-world use in distributed [oT systems.

Table 3 Performance comparison of aggregation models

Metric CAFED-Net FedAvg Standard FL
Final Accuracy (%) 87.1 83.2 80.4
Rounds to Convergence 12 15 16
Accuracy under FGSM (e =0.1) 78.6 70.3 65.1
Client Variance in Accuracy +2.1% +4.5% +6.2%
Communication Cost (Total Units) Reduced (115%) Baseline High
Metric CAFED-Net FedAvg Standard FL
Final Accuracy (%) 87.1 83.2 80.4
Rounds to Convergence 12 15 16

The effectiveness of CAFED-Net in the area of cross-domain threat detection in distributed [oT networks is
proven using the results of the experiment. Its adaptability and clustering, as well as adversarial filter formations,
are great contributors to high performance under client-heterogeneous and dynamic environments. The relatively
small variance on client accuracies also indicates that the FL is fair, an essential feature when implementing it in
real-life scenarios. Moreover, when the model performance is explored in the face of FGSM attacks, CAFED-Net
proves this ability as well and allows it to successfully operate in mission-critical IoT applications.

4. Conclusion

This paper proposes an integrated CAFED-Net model for analytics anomaly identification in distributed Internet
of Things (10T) systems, focusing on dynamic adversarial inconvenience. The model presented here combines the
concept of cross-domain awareness, local-to-global feature fusion, and adaptive adversarial response capabilities
that are capable of achieving a high detection rate under the conditions of complex threat environments and
changing adversarial conditions. Coupled with simulations as well as performance evaluation in different drift
situations, CAFED-Net is proven to be significantly more robust, as it excels with over 95 percent precision on
non-adversarial sophisticated levels, and it still outperforms competitive performance rates on high adversarial
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drift levels. A comparative study with baseline models also embraces its superiority in precision and recall as well
asresilience. Through the use of distributed IoT nodes and the heterogeneity of data and models deployed to those
nodes, the model is applied such that when unseen attacks occur, only a low volume of communications and
manageable computational overheads are incurred. The results indicate that CAFED-Net obtains the last accuracy
of 87.1 percent and converges within 12 federated rounds; thus, it is efficient in training. In the adversarial training
under FGSM, it achieves a very strong accuracy of 78.6% at 1 = 0.1 and shows that its accuracy is quite robust.
Also, the variance of accuracy among clients is low, which is 2.1 percent, which shows good performance in
different situations and distributions of data. Notably, the reduction in the communication cost is close to 15
percent, which indicates that CAFED-Net is a well-rounded means to providing performance, robustness, and
communication cost within a federated learning system targeting distributed [oT environments. The inclusion of
local feedback loops and feature entropy-based drift handling mechanisms enhances the system's adaptability,
making it suitable for real-world deployment. Future work may explore the incorporation of privacy-preserving
technologies, such as homomorphic encryption and blockchain-backed secure aggregation, to further enhance
model trustworthiness and compliance in sensitive domains.
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