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The number of vehicles has expanded rapidly due to advances in 
automobile technology and global population growth, resulting in an 
increase in the frequency of traffic accidents. Wireless Vehicle-to-
Vehicle (V2V) connections are used by event-driven safety applications 
to alert drivers to potentially dangerous situations. For emergency 
vehicles to respond to urgent emergency services, there must be 
uninterrupted traffic on the roads. Even a small delay in an emergency 
journey time can be costly and potentially result in lost lives. To 
overcome this limitation in this research, we designed an AI-driven 
emergency message dissemination framework for “Vehicular Ad hoc 
Networks (VANETs)” with 5G, for the efficient, secure, and privacy-
preserving communication of messages at critical times. Using time-
series data analysis, an AI-based Intrusion Detection System (IDS) that 
uses Long Short-Term Memory (LSTM) networks classifies emergency 
messages through recognizing abnormalities and false warnings. To 
ensure secure emergency message dissemination in the VANET 
environment, this research proposes a Multi-Authority Ciphertext-
Policy Attribute-Based Encryption (MA-CP-ABE). Priority-based 
scheduling leverages are the Edge-DENM Prioritization Algorithm, 
which categorizes emergency messages based on urgency levels to 
prevent delays in high-risk scenarios. The proposed approach ensures 
secure, scalable, and privacy-preserving emergency communication, 
improving overall VANET performance by dynamically adapting to 
traffic conditions and vehicle mobility. 
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1. Introduction 
The growing population is a primary reason for the increase in road traffic. Given the high volume of traffic, the 
situation is extremely difficult for the traffic control authority [1]. As per the World Health Organization's 2018 
"Global Road Safety Status Report," road accidents contribute to the deaths of 1.35 million people each year [6, 7]. 
Traffic accidents are also the leading cause of fatalities and injuries worldwide. To minimize road traffic crashes, 
“Intelligent Transportation Systems (ITS)” and VANET generally aim to improve human health and welfare. The 
event-driven safety apps use wireless Vehicle-to-Vehicle (V2V) connections to warn drivers of potentially 
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hazardous circumstances. Security and privacy issues are paramount within VANETs. Nodes may be compromised 
due to the open communication medium they use, and a variety of attacks are possible, such as Sybil attacks, data 
privacy violations or breaches, and message tampering [8, 9].  

To establish these issues and position countermeasures such as public key infrastructure, Intrusion Detection 
System (IDS), and encryption methods to protect messages in VANETs. The emergence of 5G technology will 
present opportunities to address the potentially significant limitations of VANET readiness and will offer higher 
data rates, enhanced connectivity, and reduced latency, features that exceed those offered by previous generations 
of wireless networks [10]. 

The introduction of Artificial Intelligence (AI) algorithms helps in enhancing the broadcasting of emergency 
messaging. As an illustration, machine learning algorithms can predict traffic patterns and identify potential 
dangers, and thus, pre-emptive warnings can be issued to a particular driver [13, 14]. However, there are still 
inherent challenges in the VANET environment, such as security threats. Consequently, one must have an 
elaborate framework that incorporates an AI IDS, secure encryption, and scheduling priorities for broadcasting 
emergency messages in 5G VANETs, ensuring security, efficiency, and privacy safeguards. This research will 
provide a framework for leveraging AI and 5G to enhance emergency communication in VANETs. 

The attempts to ensure the 5G network of VANET have suffered significant setbacks in the past due to 
limitations of detection accuracy and security issues. Other metrics, such as precision, recall, and F1-score, will be 
used to effectively test the detection quality of the proposed IDS, ensuring low false positives and low false 
negatives. The following are the main aspects that are likely to lead to data security and privacy vulnerabilities: 
False message detection: Current detection methods do not guarantee that false messages are correctly detected 
in the VANET environment. In this manner, the system would risk being exposed to a security threat without 
detection.  

The VANET communication system is vulnerable to security issues. Malicious or self-serving nodes exploit 
such vulnerabilities to manipulate normal behaviour during the routing of emergency messages, thereby 
compromising the network's reliability in their own selfish interests. Challenges with priority-based scheduling: 
Selfish nodes or malicious vehicles in VANETs disrupt the routing of emergency messages by assigning priority to 
their own communications or introducing fake data, resulting in delays, resource misuse, and disruption of system 
integrity. These obstacles hinder the timely and safe distribution of high-priority alerts, which endangers road 
safety. 

The main purpose and scope of the study are to develop an AI-based emergency message dissemination model 
for 5G Vehicular Ad hoc Networks (VANETs) to effectively communicate important messages safely and without 
infringing privacy in times of emergency. It employs AI to make the most of message dissemination, minimizing 
delays, limiting interference, and enhancing data security and privacy under high-mobility conditions. 

1. By implementing an intrusion detection-based LSTM classification algorithm to improve the false message 
detection accuracy. 

2. The utilization of CP-ABE in this method enhances the security of the emergency message during 
dissemination in the VANET environment. 

3. Edge-DENM Prioritization Algorithm is used to categorize the messages based on their priority level. 
 
The remainder of the present study will be organized as follows: Section 2 will outline a survey of prior 

publications, highlighting gaps in the research. Section 3 describes the main issue with the current methods of 
approach. Section 4 gives the study methodology of the proposed model, the corresponding pseudocode, 
mathematical representations, and diagrams. The implementation details, the experimental findings, and a 
comparison of the proposed and existing methods are provided in Section 5. Section 6 discusses the end of the 
ducts referred to in the content. 

2. Literature Survey 
In this section, the use of AI in vehicular ad hoc 5G networks has been outlined in terms of delivering emergency 
messages in terms of security and privacy-based distribution. Additionally, this section highlights the research 
gap found in earlier studies. 

The authors of [17] propose a secure edge-computing-assisted video-reporting service for 5G-capable vehicle 
networks. Edge nodes finish the message categorization and verification in the suggested approach. Additionally, 
to facilitate local video report uploads and downloads and to reduce the time required to store repeated accident 
reports in the cloud, these nodes forward the first received report message for the same accident to the authorized 
official vehicles. According to security research, the proposed plan meets several requirements for automotive 
networks and is secure under the random oracle model. Nevertheless, the proposed approach performs better as 
the suggested method finishes video categorization at the edge node. 

The authors in [21] describe a method for routing Emergency Messages geographically based on trusted 
nodes. They emphasize the importance of measuring the reliability of nodes and connections. To minimize the 
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risk of link interruption, the link signal-to-noise ratio and actual transmission cost are measured to assess the link 
quality between nodes. Along with the node value, this value is used to calculate the trustworthiness of nodes and 
to eliminate any nodes that are susceptible to malice in the network. By using these algorithms, this paper detected 
and avoided false communications and fake nodes, with the main aim of identifying and stopping fraudulent 
vehicle nodes and their corresponding messages [22]. The false node detection and prevention algorithms analyze 
the node's profile once the mesh structure is identified. 

The study in [26] presents a proof-trustworthiness-based, intelligent, secure message-dissemination scheme 
for VANETs based on blockchain and deep learning methods. This work guarantees the authenticity, integrity, and 
safe distribution of information in the most ever-changing vehicular settings. 

In other papers [8, 9, 11, 12], the authors introduce authentication and privacy-preserving protocols adapted 
to VANETs that address protection against Sybil attacks, unauthorized access, and data breaches. These 
researchers emphasize the need for lightweight yet strong authentication systems capable of operating in the 
constrained vehicular environment with high security assurance. 

Overall, earlier research has sought to address security and privacy in VANETs by combining intrusion 
detection, secure dissemination, authentication, and trust-based models. However, existing solutions often suffer 
from limited scalability, high computational overhead, or insufficient detection accuracy. There remains a need 
for an integrated framework that leverages AI-driven IDS, attribute-based encryption, and prioritization 
mechanisms to ensure both secure and efficient emergency message dissemination in 5G-enabled VANETs. Table 
1 summarizes related work on security and privacy in VANETs. 

Table 1 Summary of related works on VANET security and privacy 
Reference Focus Area Contribution Limitation 
[17] Edge-assisted secure video 

reporting 
Categorization and 
verification at edge nodes to 
reduce redundancy 

Does not address EN 
proximity limitations 

[21, 22] Trust and false node 
detection 

Trust-based routing, 
prevention of fraudulent 
nodes/messages 

Computational complexity 
in large networks 

[26] Blockchain & deep learning 
trust model 

Proof-of-trustworthiness for 
secure message 
dissemination 

Overhead in dynamic 
vehicular environments 

[8, 9, 11, 12] Authentication & privacy 
protocols 

Defense against Sybil 
attacks, data breaches, and 
unauthorized access 

Scalability and lightweight 
operation remain issues 

3. Proposed Method 
The proposed solution, grounded in AI strategies, may enhance the security and privacy of emergency message 
dissemination in 5G VANET environments. The general architecture of the offered method is illustrated in Figure 
1.  
• Data collection and pre-processing  
• AI-based Emergency message classification  
• Secure Emergency Message Dissemination 
• Priority-based scheduling  

3.1 Data Collection and Pre-Processing  
The vehicular communication data, collected by vehicles and RSUs, is first gathered and pre-processed to enhance 
accuracy and consistency. Redundant and noisy data are filtered, and data normalization and filtering are 
performed to preserve key features. This translates to the quality of the inputs to AI models, ensuring they can 
effectively perform pattern analysis and anomaly detection in later stages. 

3.2 AI-based Emergency Message Classification  
VANETs are a fast communication network between roadside units (RSUs) and vehicles in order to enhance road 
safety as well as traffic management. Nonetheless, it is essential to introduce the authenticity and reliability of 
emergency messages to prevent unjustified panic and waste of resources. To overcome this, we will propose an 
IDS using a Long Short-Term Memory (LSTM)-based deep learning model to classify emergency messages. The 
overall architecture of the proposed method is depicted in Figure 1. 
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Fig. 1 Overall architecture of the proposed method 

The LSTM-based IDS uses time-series vehicular communications messages to distinguish between emergency 
and non-emergency messages, such as false alerts. The LSTM network treats streams of vehicle communication 
as sequences of varying durations. This enables the LSTM model to capture long-range temporal correlations to 
distinguish between real messages, messages indicating emergencies, behaviors, and patterns, and malicious 
messages. The four fundamental components process each sequence of messages: the forget gate, the input gate, 
the candidate cell state, and the output gate.  The LSTM network has been used to effectively learn sequential 
correlations of vehicular communication, differentiating normal and anomalous patterns. This would provide a 
high detection rate with few false positives, thereby enhancing the reliability of emergency message dissemination 
in VANETs [27]-[30]. 
Let 𝐴𝐴 = {𝑎𝑎1, 𝑎𝑎2, … , 𝑎𝑎𝑡𝑡} represents a time series of vehicle communication information, indicating the input feature 
vector of time. The following equation defines the LSTM network and comprises memory cells that explicitly 
preserve long-term dependencies. 

Forget gate: Determines how much of the previous information to retain or discard. 

           𝑓𝑓𝑡𝑡 = 𝜎𝜎�𝑤𝑤𝑓𝑓 ∙ [ℎ𝑡𝑡−1, 𝑎𝑎𝑡𝑡] + 𝑏𝑏𝑓𝑓�                                                                                                                                                  (1)                          

Here, 𝑓𝑓𝑡𝑡  represents the forget gate activation at the time step 𝑡𝑡, 𝑤𝑤𝑓𝑓 denotes the weight matrix, ℎ𝑡𝑡−1 represents the 
previous hidden state, 𝑎𝑎𝑡𝑡is the current input, and 𝑏𝑏𝑓𝑓 is the bias term. The sigmoid activation function 𝜎𝜎 ensures 
values are between 0 and 1, regulating memory retention.      

Input gate: Regulates the addition of new information to the memory cell. 

                           𝑖𝑖𝑡𝑡 = 𝜎𝜎(𝑤𝑤𝑖𝑖 ∙ [ℎ𝑡𝑡−1,𝑎𝑎𝑡𝑡] + 𝑏𝑏𝑖𝑖)                                                                                                                                (2)                   

                             𝑐𝑐𝑡𝑡� = tanℎ(𝑤𝑤𝑐𝑐 ∙ [ℎ𝑡𝑡−1,𝑎𝑎𝑡𝑡] + 𝑏𝑏𝑐𝑐)                                                                                                                      (3)                       
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The input gate 𝑖𝑖𝑡𝑡  determines which new information is relevant, whereas 𝑐𝑐𝑡𝑡�  represents the candidate cell 
state computed via the hyperbolic tangent activation function, which enables values between −1 and 1 for better 
information representation.   

Cell state update: Combines past and new information to update the memory cell. 

                           𝑐𝑐𝑡𝑡 = 𝑓𝑓𝑡𝑡 ∙ 𝑐𝑐𝑡𝑡−1 + 𝑖𝑖𝑡𝑡 ∙  𝑐𝑐𝑡𝑡�                                                                                                                                          (4)                                 

This equation updates the current cell state 𝑐𝑐𝑡𝑡  by incorporating the previous cell state 𝑐𝑐𝑡𝑡−1 (modulated by the 
forget gate) and the new candidate state 𝑐𝑐𝑡𝑡  (modulated by the input gate). This ensures the model retains relevant 
long-term dependencies.   

Output gate: Computes the hidden state, which determines the classification result. 

                               𝑂𝑂𝑡𝑡 = 𝜎𝜎 (𝑤𝑤𝑂𝑂 ∙ [ℎ𝑡𝑡−1,𝑎𝑎𝑡𝑡] + 𝑏𝑏𝑂𝑂)                                                                                                                     (5)                  

                               ℎ𝑡𝑡 = 𝑂𝑂𝑡𝑡 ∙ tanℎ(𝑐𝑐𝑡𝑡)                                                                                                                                        (6)                                

The output gate 𝑂𝑂𝑡𝑡  regulates what part of the updated cell state 𝑐𝑐𝑡𝑡  contributes to the hidden state ℎ𝑡𝑡, which is 
used in further computations and message classification.    

Final classification: The final hidden state is passed through a fully connected layer with a SoftMax activation 
function to classify the message as an emergency (𝑦𝑦 = 1) or non-emergency 𝑦𝑦� = 0: 

                             𝑦𝑦� = 𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠 �𝑤𝑤𝑦𝑦 ∙ ℎ𝑡𝑡 + 𝑏𝑏𝑦𝑦�                                                                                                                        (7)                  

The softmax function ensures that the output probabilities sum to 1, facilitating classification. Loss function: 
To train the LSTM model, we minimize the cross-entropy loss function. 

                                              𝐿𝐿 = −∑ 𝑦𝑦𝑖𝑖 log( 𝑦𝑦�1)𝑛𝑛
𝑖𝑖=1                                                                                                                    (8)                         

This loss function computes the difference between predicted probabilities and actual labels to influence the 
optimization process [31, 32]. The pseudocode of the LSTM-based emergency message classification is shown in 
Algorithm 1. 

Algorithm 1: LSTM-based emergency message classification 

Begin 
Initialize LSTM model parameters  
             For each training iteration:  

                 For each sequence in the dataset: 
                  Compute forget gate: 𝑓𝑓𝑡𝑡 = 𝜎𝜎�𝑤𝑤𝑓𝑓 ∙ [ℎ𝑡𝑡−1,𝑎𝑎𝑡𝑡] + 𝑏𝑏𝑓𝑓� 
                  Compute input gate: 𝑖𝑖𝑡𝑡 = 𝜎𝜎(𝑤𝑤𝑖𝑖 ∙ [ℎ𝑡𝑡−1,𝑎𝑎𝑡𝑡] + 𝑏𝑏𝑖𝑖) 
                  Compute candidate cell state: 𝑐𝑐𝑡𝑡� = tanℎ(𝑤𝑤𝑐𝑐 ∙ [ℎ𝑡𝑡−1,𝑎𝑎𝑡𝑡] + 𝑏𝑏𝑐𝑐) 
                  Update cell state: 𝑐𝑐𝑡𝑡 = 𝑓𝑓𝑡𝑡 ∙ 𝑐𝑐𝑡𝑡−1 + 𝑖𝑖𝑡𝑡 ∙  𝑐𝑐𝑡𝑡�  
                  Compute output gate: 𝑂𝑂𝑡𝑡 = 𝜎𝜎 (𝑤𝑤𝑂𝑂 ∙ [ℎ𝑡𝑡−1,𝑎𝑎𝑡𝑡] + 𝑏𝑏𝑂𝑂) 
                  Compute hidden state: ℎ𝑡𝑡 = 𝑂𝑂𝑡𝑡 ∙ tanℎ(𝑐𝑐𝑡𝑡) 
                  Compute final classification: 𝑦𝑦� = 𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠𝑠 �𝑤𝑤𝑦𝑦 ∙ ℎ𝑡𝑡 + 𝑏𝑏𝑦𝑦� 
                  Compute loss: 𝐿𝐿 = −∑ 𝑦𝑦𝑖𝑖 log( 𝑦𝑦�1)𝑛𝑛

𝑖𝑖=1  
                  Backpropagate and update parameters  

                 End for  
       End for  
End 
 
The LSTM model had been trained on sequential vehicular datasets, where the representation of each sample 

corresponded to a temporal window of DENM and CAM messages. As a preparatory step before training, data 
normalization, sequence padding, and noise filtering were performed to ensure uniformity of embeddings across 
different traffic-density levels. Throughout training, the model developed the ability to differentiate real 
emergency patterns characterized by a progressively increasing tempo over time from false, malicious, or 
fraudulent alerts that exhibit sudden or temporal signature inconsistencies. Depending on changes in vehicular 
density, hyperparameters, including the learning rate, dropout ratio, batch size, and number of hidden units, were 
tuned to achieve the best model performance. The LSTM-based IDS effectively separates genuine emergency alerts 
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from false messages, improving the security and quality of message transmission in 5G-enabled VANETs. The 
presented strategy guarantees proper identification of anomalies, prioritization of actual emergencies, and 
minimization of false positives. 

3.3 Secure Emergency Message Dissemination 
The architecture of the Multi-Authority Ciphertext-Policy Attribute-Based Encryption (MA-CP-ABE) algorithm is 
shown in Figure 2. To ensure safe dissemination of emergency messages in the VANET environment, this study 
presents a so-called MA-CP-ABE. This improved encryption system can provide a more adaptable and safer means 
of sending emergency messages. In this way, only a combination of attributes will obtain emergency messages. 
Each attribute is assigned a set of keys to users, and various authorities generate keys for their respective attribute 
sets. Communications are encrypted and can be deciphered only by users whose attribute sets match the policy, 
because access controls affect the encryption process. The approach offers scale and flexibility of access control 
through the separation of attribute management roles. The protocol also minimizes the burden of calculations for 
users and ensures efficient, secure communication by outsourcing decryption to proxy servers. 

Emergency 
message 

RSU

Decryption 
assistance server

 

Fig. 2 Multi-Authority Ciphertext-Policy Attribute-Based Encryption (MA-CP-ABE) 

3.4 System Initialization  
To secure message transmission of emergency messages in a VANET setup, we recommend a MA-CP-ABE scheme. 
The scheme also includes various attribute authorities (AAs), a trusted third party (TTP), and vehicle users (i.e., 
with computing power). Each authority manages a collection of attributes, and the decryption capability of an 
emergency message is determined by the attributes attached to the user. This increases scalability, security, and 
flexible access control. 

The system initialization entails the setup phase, where a bilinear pairing function is established for two cyclic 
groups 𝒢𝒢1 and 𝒢𝒢2 of prime order:   

                                       𝑒𝑒: 𝒢𝒢1 × 𝒢𝒢1 → 𝒢𝒢2                                                                                                                                           (9)                          

Here, 𝑒𝑒 is defined to be a bilinear pairing function. In particular, in cryptography and notably in ABE, this 
pairing function is crucially a part of the key generation and encryption computations. The function e takes two 
inputs from the group 𝒢𝒢1  and produces an output in the target group 𝒢𝒢2 , while satisfying certain bilinear 
properties that enable secure computation in encryption systems.   

A generator 𝐺𝐺 is selected for 𝒢𝒢1, and public parameters 𝓅𝓅𝑃𝑃  are established as: 

                             𝓅𝓅𝑃𝑃 = 𝒢𝒢1, 𝒢𝒢2, 𝑒𝑒,𝐺𝐺, 𝑢𝑢1, … ,𝑢𝑢𝑛𝑛                                                                                                                               (10)                           

where 𝑢𝑢1, … ,𝑢𝑢𝑛𝑛 is the components that correlate with certain attributes in the system. These settings provide the 
key management and encryption technique. 

A master secret key (𝛼𝛼𝐾𝐾) and related public key (ℙ𝐾𝐾) are established by each attribute authority Å𝐾𝐾 . The 
public key is computed as: 

                                      ℙ𝐾𝐾 = 𝑒𝑒(𝐺𝐺,𝐺𝐺)𝛼𝛼𝐾𝐾                                                                                                                                        (11)                          
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These authorities are expected to implement attribute-based keys for users and control access policies to 
maintain secure communications. Once the user is registered and keys are generated, each vehicle user 𝔘𝔘𝑖𝑖  is 
registered with a list of attributes under various authorities. Every attribute to which a user has access has a 
private key, which is issued by the appropriate authority. We define the secret key as: 

                                     𝒮𝒮𝐾𝐾𝔘𝔘𝑖𝑖 = �𝐺𝐺𝛼𝛼𝐾𝐾𝑢𝑢𝛽𝛽
𝜌𝜌𝐾𝐾�                                                                                                                                   (12)                         

where 𝑢𝑢𝛽𝛽  denotes the attribute-based parameter, while (𝜌𝜌𝐾𝐾 ) echoes the previously introduced random blinding 
factor, serving as an additional disguise for the key.  

The key distribution hierarchy will ensure that emergency messages are decrypted by authorized users who 
meet the established access conditions. This initialisation step provides a means of preventing unauthorised 
access to emergency messages without restricting dynamic, secure key management by multiple authorities.  

3.5 Data Encryption  
The encryption scheme will ensure that emergency messages are encrypted safely using an access policy before 
they are sent. In this case, the data owner encrypts an emergency message ℳ  with an encryption key 𝐾𝐾 and 
encrypts it using an MA-CP-ABE scheme, so that the emergency data is revealed only to authorized users.   

The encryption process is launched by the random selection of a secret 𝜁𝜁  and the formation of an access 
structure (𝐴𝐴𝑃𝑃,𝐵𝐵0), when it is known that 𝐴𝐴𝑃𝑃 is a policy on access, and 𝑢𝑢0 describes the attribute on each row of 𝐴𝐴𝑃𝑃. 
A random vector is chosen as: 

                         𝕎𝕎 = ( 𝜁𝜁, 𝑏𝑏2, … , 𝑏𝑏𝑛𝑛) 𝜖𝜖 𝑍𝑍𝑃𝑃𝑃𝑃                                                                                                                                                                                          
𝑛𝑛 (13)                               

The notation 𝑃𝑃𝑃𝑃 is a prime number, 𝜁𝜁 is the encryption exponent, and 𝑏𝑏2, … , 𝑏𝑏𝑛𝑛 distributes the encryption 
exponent over attributes. We calculate for each row 𝜇𝜇𝑗𝑗 in 𝐴𝐴𝑃𝑃: 

                                        𝜇𝜇𝑗𝑗 = 𝕎𝕎 ∙ 𝑉𝑉𝑗𝑗                                                                                                                                             (14)                            

The vector that represents the 𝑗𝑗 -th row of the matrix is denoted by 𝑉𝑉𝑗𝑗 . A random number 𝛿𝛿 𝜖𝜖 𝑍𝑍𝑃𝑃𝑃𝑃 is introduced 
for additional security. The ciphertext generation ℭ is performed as follows: 

                              ℭ = 𝐾𝐾 ∙ ∏ 𝑒𝑒(𝐺𝐺,𝐺𝐺)𝐾𝐾𝐾𝐾𝕊𝕊Å
𝛼𝛼𝐾𝐾𝜁𝜁                                                                                                                             (15)                      

                                      ℭ′ = 𝐺𝐺𝜁𝜁 ,   ℭ′′ = 𝐺𝐺𝛿𝛿                                                                                                                                             (16)                    

The term 𝕊𝕊Å represents the subset of attribute authorities that are responsible for encrypting the message 
under the given access policy. For each attribute 𝑗𝑗, the attribute-specific ciphertext component is generated as:  

                              ℭ𝑗𝑗 = 𝐺𝐺𝑤𝑤𝜇𝜇𝑗𝑗 ∙ �𝐺𝐺𝑡𝑡𝐵𝐵0(𝑗𝑗)𝑢𝑢𝐵𝐵0(𝑗𝑗)�
𝛼𝛼𝐾𝐾(−𝛿𝛿)

                                                                                                               (17)                    

Where 𝐵𝐵0(𝑗𝑗) maps attributes to access structure elements. Thus, the final ciphertext is structured as:  

                           ℭ𝑇𝑇 = �ℭ,ℭ′ ,ℭ′′ , �ℭ𝑗𝑗�𝑗𝑗𝑗𝑗[1,𝑛𝑛]
�                                                                                                                           (18)                           

This encrypted message ensures that only users with attributes that match the policy can decrypt the 
symmetric key and retrieve the emergency message. The improved MA-CP-ABE encryption offers a more flexible 
and efficient system for emergency message dissemination, ensuring secure and scalable access control and 
minimizing the computational overhead of proxy-based decryption systems. 

3.6 Key Generation  

After the system is initialized and encrypted, the attribute authorities provide the authorized users with private 
decryption keys. The Key Generation phase ensures that users receive an attribute-based secret key, allowing 
them to decrypt messages only if they meet the predefined access policy. 

For each user 𝔘𝔘𝑖𝑖, possessing an attribute set 𝕊𝕊𝑖𝑖, the corresponding secret key components are computed as:  
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                                   𝒮𝒮𝐾𝐾𝔘𝔘𝑖𝑖 = �𝐺𝐺𝛼𝛼𝐾𝐾𝑢𝑢𝛽𝛽
𝜌𝜌𝐾𝐾�

𝔯𝔯𝑖𝑖
                                                                                                                                   (19)                          

where 𝔯𝔯𝑖𝑖  is a random secret assigned to each user to add another layer of security. Each attribute authority 
independently generates attribute-specific keys for every user 𝔘𝔘𝑖𝑖, ensuring that decryption is possible only when 
the user holds the correct combination of attributes. The secret key for each attribute 𝑄𝑄𝛾𝛾  is computed as:   

                                  𝑄𝑄𝛾𝛾 = 𝐺𝐺𝜆𝜆𝛾𝛾 ∙ �𝐺𝐺𝜏𝜏𝛾𝛾𝑢𝑢𝛾𝛾�Γ𝐾𝐾                                                                                                                                (20)                       

where, 𝜆𝜆𝛾𝛾 is a secret component associated with the attribute, 𝜏𝜏𝛾𝛾  introduces an additional blinding factor, and Γ𝐾𝐾 
is a security-enhancing random parameter. 

Thus, the final user-specific decryption key is structured as: 

                                    𝒮𝒮𝐾𝐾𝔘𝔘𝑖𝑖 = �𝑄𝑄𝛾𝛾�𝛾𝛾 𝜖𝜖 𝕊𝕊𝑖𝑖                                                
                                                                                                      (21)                                    

This key will allow the user to do decryption if and only if its attributes meet the encryption policy. Multiple 
authorities and randomization help increase security and provide fine-grained access control for emergency 
message dissemination in VANETs. 

3.7 Data Decryption  
To decrypt the encrypted emergency message, the user possessing the correct attribute set computes:   

                   ℳ = ℭ ∙ �∏ 𝑒𝑒 �ℭ𝑗𝑗 ,𝒮𝒮𝐾𝐾𝔘𝔘𝑖𝑖�𝑗𝑗𝑗𝑗𝕊𝕊𝑖𝑖 �
−1

                                                                                                                             (22)                                

where 𝒮𝒮𝑖𝑖  is the set of attributes that the user possesses. If the user holds the required attributes per the access 
policy, decryption succeeds, and the original message is retrieved.  

3.8 Attribute Revocation  
In cases where an attribute is compromised or a user loses access rights, the attribute revocation mechanism is 
triggered. The system updates the attribute keys using a time-based or dynamic revocation strategy. The revoked 
attribute key is updated as: 

                                           ℙ𝐾𝐾𝛾𝛾
′ = ℙ𝐾𝐾𝛾𝛾 ∙ 𝐺𝐺

∆𝛾𝛾                                                                                                                                                   (23)                    

where ∆𝛾𝛾  is a revocation parameter that ensures previous keyholders cannot decrypt messages encrypted under 
the updated access policy. Users who still hold valid attributes receive updated keys: 

                                                   𝒮𝒮𝐾𝐾𝔘𝔘𝑖𝑖
′ = 𝒮𝒮𝐾𝐾𝔘𝔘𝑖𝑖 ∙ 𝐺𝐺

∆𝛾𝛾                                                                                                                        (24)                    

This approach will ensure that revoked users cannot decrypt future emergency messages and that authorized 
users can still communicate safely within the VANET framework. 

3.9 Priority-based Scheduling  

The urgency of emergency messages exchanged over VANETs is prioritized by implementing the Edge-
Decentralized Environmental Notification Messages (DENM) Prioritization Algorithm. The urgency of the 
messages is considered, and once they have been arranged into various priority levels, they are presented to the 
communication channel accordingly. Therefore, messages associated with accidents or hazardous situations 
receive priority over the rest. This implies that despite the presence of malicious or selfish nodes that pervert the 
network, vital messages are received and sent in a timely manner. Upon re-evaluation of priorities and paths, the 
algorithm efficiently eliminates transmission delays, delivering emergency messages to individuals in the 
minimum possible time. 

The prioritization score ℙ𝑚𝑚 of an emergency message 𝑚𝑚 is calculated based on multiple factors: 

                          ℙ𝑚𝑚 = 𝑤𝑤1𝑆𝑆𝐸𝐸𝑚𝑚 +𝑤𝑤2ℜ𝑚𝑚 + 𝑤𝑤3𝑡𝑡𝑚𝑚 + 𝑤𝑤4𝐷𝐷𝑚𝑚                                                                                                     (25)                     
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where 𝑆𝑆𝐸𝐸𝑚𝑚 represents the severity of the emergency, ℜ𝑚𝑚 denotes the relevance to nearby vehicles, 𝑡𝑡𝑚𝑚 captures 
the time sensitivity, and 𝐷𝐷𝑚𝑚  is the distance from the event location. The weight factors are assigned to each 
parameter to determine the overall priority of the message. The message arrival rate is given by:  

                                             𝜆𝜆𝑚𝑚 = 𝑛𝑛𝑚𝑚
𝑡𝑡

                                                                                                                                             (26)                        

where 𝑛𝑛𝑚𝑚 is the number of incoming messages within a given time 𝑡𝑡, allowing the system to determine traffic 
congestion levels. The total transmission delay is computed as: 

                               𝐷𝐷𝑙𝑙𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡 = 𝑡𝑡𝑞𝑞 + 𝑡𝑡𝑝𝑝                                                                                                                                            (27)                                

where 𝑡𝑡𝑞𝑞 represents the queuing delay due to network congestion, and 𝑡𝑡𝑝𝑝 is the propagation delay that depends 
on distance. 

The queuing delay is formulated as: 

                                       𝑡𝑡𝑞𝑞 = 𝕃𝕃𝑚𝑚
𝑇𝑇𝑟𝑟𝑟𝑟𝑟𝑟𝑒𝑒𝑚𝑚

                                                                                                                                               (28)                          

where 𝕃𝕃𝑚𝑚  is the message length and 𝑇𝑇𝑟𝑟𝑟𝑟𝑟𝑟𝑒𝑒𝑚𝑚 resembles the transmission rate, determining how fast a message can 
be processed. The propagation delay is given by:  

                                 𝑡𝑡𝑝𝑝 = 𝐷𝐷𝑚𝑚
𝕧𝕧𝑚𝑚

                                                                                                                                                          (29)                                                                                      

where 𝐷𝐷𝑚𝑚 denotes the physical distance between sender and receiver, and 𝕧𝕧𝑚𝑚 is the signal propagation speed. To 
evaluate the urgency of message transmission, the priority index 𝒫𝒫𝑖𝑖𝑛𝑛𝑚𝑚  is computed as: 

                                  𝒫𝒫𝑖𝑖𝑛𝑛𝑚𝑚 = ℙ𝑚𝑚
𝐷𝐷𝑙𝑙𝑚𝑚

                                                                                                                                                  (30)                                 

This ensures that messages with high urgency and low delay receive priority access to network resources. 
The available bandwidth for transmission 𝐵𝐵𝑊𝑊𝐴𝐴  is determined as: 

                          𝐵𝐵𝑊𝑊𝐴𝐴 = 𝐵𝐵𝑊𝑊𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡 − ∑ 𝐵𝐵𝑊𝑊𝑖𝑖
𝑛𝑛
𝑖𝑖=1                                                                                                                            (31)                           

where 𝐵𝐵𝑊𝑊𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡  refers to the total bandwidth and 𝐵𝐵𝑊𝑊𝑖𝑖  is the bandwidth utilized by current transmissions. 
Messages are either transmitted right away or held in a queue for subsequent transmission. If a channel is 
available, message assignment is conducted as follows:  

                        𝕔𝕔𝑚𝑚 = �𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴, 𝑖𝑖𝑖𝑖 𝐵𝐵𝑊𝑊𝐴𝐴 > 𝕔𝕔𝑚𝑚
𝑄𝑄𝑄𝑄𝑄𝑄𝑄𝑄𝑄𝑄𝑄𝑄, 𝑜𝑜𝑜𝑜ℎ𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒                                                                                                                    (32)                                                          

Messages are either transmitted right away or held in a queue for subsequent transmission. The optimal 
scheduling decision rule 𝑂𝑂𝑃𝑃𝑠𝑠ℎ  is given by: 

                  𝑂𝑂𝑃𝑃𝑠𝑠ℎ = min
𝑚𝑚

(𝐷𝐷𝑙𝑙𝑚𝑚|ℙ𝑚𝑚 > ℙ𝑡𝑡ℎ)                                                                                                                                 (33)                                  

Making sure that only messages that surpass a defined priority level of ℙ𝑡𝑡ℎ  will be sent out first. The 
probability of a message dropping due to congestion is given by: 

                      𝑃𝑃𝑃𝑃𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶 = 𝑒𝑒−𝜓𝜓𝑚𝑚𝑡𝑡                                                                                                                                           (34)                                   

Let 𝜓𝜓𝑚𝑚 equal the rate at which your system is servicing requests. Thus, compute the probability of a message being 
sent successfully:  

                       𝑃𝑃𝑆𝑆𝑆𝑆 = 1 −𝑃𝑃𝑃𝑃𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶                                                                                                                                       (35)                                   

The scheduling mechanism will ensure that emergency messages arrive at their intended destinations with 
minimal latency and will regulate the network's congestion state, making it more efficient for ordinary message 
delivery in VANETs. In a real-world implementation scenario, the suggested structure could operate within the 
scope of a 5G-enabled VANET, in which RSUs equipped with real-time, LSTM-based message-validation edge-light 
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servers relay only authorized messages to proximal vehicles. To manage on-vehicle computational load, CP-ABE 
encryption could be performed at the edge or a proxy. RSU’s DENM scheduling module is a priority queue. This 
arrangement complements existing smart-city ITS deployments with no structural modifications required, only 
the usual RSU-OBU exchanges. 

4. Experimental Results 
The primary goal of this study is to establish an AI-based communication framework for emergency messages in 
VANETs that uses 5G to transmit messages efficiently, securely, and privately during emergencies. Artificial 
intelligence optimizes the communication process, reduces delays and interference, and strengthens the security 
and privacy of communications in a high-mobility environment. 

4.1 Simulation Setup  
The VANETs emergency message dissemination scheme, which was secured, was designed and implemented 
using OMNeT 4.6 as the primary network simulation tool and SUMO-0.19.0 as the traffic simulation tool. The whole 
simulation was done on Windows 11 (64-bit). The network case consists of 50 vehicles and 2 Road Side Units, 
which simulate an intelligent transport system. The vehicle-to-RSU connection used to gather real-time data for 
emergency event classification was via communication. The system specification setup is as given in Table 2. 

Table 2 System specification 

Hardware specifications 
Storage 500 GB SSD 

RAM 16 GB 

Software specifications 
Simulation tools OMNET++ 4.6, SUMO-0.19.0 

Processor Intel Core i7 
OS Windows 11 – (64-bit) 

4.2 Model Accuracy  
In emergency message distribution, model accuracy is highly important not only for suitable message 
classification but also for limiting false alarms and action determination in uncertain traffic states. The suggested 
model is also relative to the number of vehicles allocated to its networks. Thus, the increased density will cause 
congestion, obstruction, interruptions, and packet collisions. The model accuracy (𝐴𝐴𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐) is computed as:  

         𝐴𝐴𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐 = (𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇 𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝+𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇 𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛)
𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇 𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝+𝑇𝑇𝑇𝑇𝑇𝑇𝑇𝑇 𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛+𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹 𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝+𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹𝐹  𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛  

                                                                       (36) 

The classification accuracy of emergency messages is also a key performance factor that directly influences 
the reliability and credibility of the entire communication framework. As the experimental findings reveal, the 
proposed LSTM-based IDS exhibits a consistently high classification accuracy across all considered vehicle-
density conditions. The initial accuracy of the proposed method with 5 vehicles was 94% and decreased to 76% 
with maximum density (50 vehicles), with a steady 9-20% performance advantage over competitive strategies. 
Such a downward trend is indicative of the practicality of machine learning systems operating in increasingly 
complex, interacting network scenarios, as depicted in Table 3. 

Table 3 Number of vehicles vs. model accuracy (%) 
Number of Vehicles Model Accuracy (%) 

Proposed MCB-HCC TBGR LAMD 
5 94 85 80 75 

10 92 83 78 72 
15 90 81 76 70 
20 88 79 74 68 
25 86 77 72 66 
30 84 75 70 64 
35 82 73 68 62 
40 80 71 66 60 
45 78 69 64 58 
50 76 67 62 56 
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The greater the vehicle density, the more difficult situations the LSTM classifier would need to handle, such 
as high background noise, high packet collisions, and more intricate interference patterns that inherently degrade 
classification precision. The high-performance level is based on the multiple architectural solutions in the 
presented framework. The LSTM network's capacity to learn long-term temporal correlations in vehicle 
communication patterns enables it to identify the real emergency signature over the false-alarm pattern, unlike 
traditional rule-based or threshold-based detectors used by rival algorithms. The time-series analysis method 
enables the system to capture the evolutionary nature of emergencies: genuine emergencies tend to exhibit a 
temporal pattern in their communication signatures.  Moreover, the LSTM architecture has an adaptive learning 
capability that allows it to continuously refine classification parameters in response to observed traffic patterns 
and environmental conditions. This dynamic adaptive scheme ensures that the system remains robust as network 
conditions change, unlike traditional static classification schemes, which gradually degrade under changing 
operating conditions. The continuous performance difference with MCB-HCC (9% improvement), TBGR (14-16% 
improvement), and LAMD (17-20% improvement) indicates the efficiency of the AI-based methodology compared 
to traditional clustering-, trust-, and location-based detection processes. The increasing performance gap at higher 
vehicle densities (9% to 20% better than competitors) demonstrates that the suggested approach scales better, 
as it does not deteriorate performance as much as traditional approaches do under harsh high-density vehicle 
conditions. Figure 3 shows the relation between the number of vehicles and model accuracy. 

 

 
Fig. 3 Number of vehicles vs. model accuracy (%) 

4.3 Precision Analysis 
Precision is the percentage of messages marked as malicious that are actually malicious. In VANET emergency 
message dissemination, sensitivity is very precise, so the IDS will not issue unnecessary alarms by incorrectly 
labeling valid emergency alerts as attacks. This is vital because false alarms may delay the provision of safety-
critical information to vehicles. The precision performance of the suggested IDS and existing approaches is 
provided in Table 4 and Figure 4, respectively. Precision indicates how well the system can accurately categorize 
malicious messages without creating false alarms. The proposed IDS attains a precision of more than 94% at all 
vehicular densities, whilst being much more precise than the baseline methods (MCB-HCC, TBGR, LAMD, and 
EEMDS) by around 8-12 percentage points. This implies that the suggested structure is highly efficient at reducing 
false alerts, which is essential in VANET emergencies, where the unwarranted blocking of legitimate messages 
may slow the delivery of life-saving information.  
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Table 4 Precision of proposed IDS vs. baselines 

Vehicles Proposed IDS MCB-HCC TBGR LAMD EEMDS 
50 94.2 85.0 82.1 79.4 81.6 

100 94.6 85.8 82.9 80.1 82.0 

200 95.0 86.3 83.6 80.5 82.5 
300 95.4 86.9 84.2 81.0 82.9 
500 95.7 87.2 84.7 81.5 83.4 

 

Fig. 4 Precision (%) of proposed IDS vs. baselines 

4.4 Recall Analysis 
Recall, also referred to as sensitivity or detection rate, is the percentage of real malicious messages correctly 
recognized by the IDS. High recall is a requirement in VANETs, since false negatives (missed attacks) may enable 
the spread of false data about an emergency, which can potentially endanger road safety. Figure 5 and Table 5 
depict the IDS's recall performance, which quantifies its ability to recall malicious emergency messages. The 
proposed system has a recall of over 92.5% at low densities and over 95% at higher densities. Compared with the 
baseline schemes, the schemes stand in the 76-84% range. Such findings confirm that the IDS proposed catches 
almost every malicious activity, which contributes to a reduction of false negatives. This is essential in the case of 
VANETs, where undetected false messages can jeopardize road safety and emergency response organizations. 

Table 5 Recall of proposed IDS vs. baselines 
Vehicle Proposed IDS MCB-HCC TBGR LAMD EEMDS 

50 92.5 82.0 79.0 76.0 78.2 
100 93.8 82.7 80.0 76.5 78.5 
200 94.2 83.5 80.8 77.2 79.1 
300 94.8 84.1 81.4 77.9 79.6 
500 95.1 84.8 82.0 78.6 80.2 
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Fig. 5 Recall (%) of proposed IDS vs. baselines 

4.5 F1-Score Analysis 
The F1-Score represents the harmonic mean of recall and precision, which is a single measure of detection quality. 
F1 is highly applicable to VANET system settings because it can provide both low false positives and low false 
negatives. Table 6 and Figure 6 display the F1-score, a combination of precision and recall into one indicator of 
detection quality. The proposed IDS has an F1-score of 93.3% to 95.4% in all cases, which is 10 to 13% higher 
than the baselines. The consistency of the F1-score at different traffic densities is an indication of the strength of 
the proposed system. This demonstrates that the architecture consistently detects malicious messages and is 
resistant to false alarms, and thus fits well within massive VANET implementations in dynamic 5G settings. 

Table 6 F1-Score of proposed IDS vs. baselines 
Vehicles Proposed IDS MCB-HCC TBGR LAMD EEMDS 

50 93.3 84.7 82.1 79.4 81.6 
100 94.2 85.5 82.9 80.1 82.0 
200 94.6 86.2 83.6 80.5 82.5 
300 95.1 86.7 84.2 81.0 82.9 
500 95.4 87.1 84.7 81.5 83.4 

 

 
Fig. 6 F1-score of proposed IDS vs. baselines 
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4.6 False Positive Rate vs. True Positive Rate  
An essential parameter for assessing the reliability of the emergency message broadcast system in VANETs is the 
False Positive Rate (FPR) relative to the True Positive Rate (TPR). Greater TPR values indicate better detection of 
legitimate emergency messages, and lower FPR values indicate reduced misclassification of normal messages as 
emergency messages. The results for the FPR and TRP of the proposed IDS versus the baseline are shown in Table 
7 and Figure 7. 

Table 7 False positive rate (%) Vs. true positive rate (%) 
X-axis (False Positive rate %) Y-axis True Positive rate (%) 

Proposed MCB-HCC TBGR EEMDS 
5 78 65 65 55 

10 85 72 72 63 
15 89 78 78 69 
20 92 83 83 74 
25 94 87 87 78 
30 95 90 90 81 
40 97 93 93 85 
50 98 95 95 88 

 

 
Fig. 7 False positive rate vs. true positive rate (%) 

The correlation between the TPR and the FPR provides important information about the reliability of the 
emergency detection system's classification, which is the primary trade-off between detector sensitivity and the 
generation of false alarms. The proposed technique shows better detection performance across all analysed FPR 
limits, with 85% TPR at 10% FPR and a scaling of 98% TPR at 50% FPR. This performance is a steady improvement 
to competing approaches, with improvements of 13-22 percentage points in TPR at similar FPR levels. The 
excellent TPR-FPR performance is due to the LSTM network's advanced pattern recognition, which enables a more 
discriminative separation between genuine emergency patterns and false-alarm signatures. The time-series 
analysis method ensures that the system can account for the temporal dynamics of emergencies, as real 
emergencies tend to follow characteristic development patterns that can be distinguished from random anomalies 
or intentional false alarms. The LSTM architecture's adaptive learning mechanism enables continuous 
improvement of detection thresholds based on the encountered traffic patterns and the nature of false alarms. 
Such dynamic optimization guarantees the system a constant optimal sensitivity during false-alarm reduction, 
outperforming competing methods that use a static threshold. There are far-reaching practical implications of the 
obtained detection performance in emergency response systems. The fact that the TPR values are very high (85-
98%) indicates that the risk of missing life-threatening incidents is minimized. 

At the same time, the regulated FPR rates prevent resource waste and user fatigue caused by too many false 
alarms. The excellent performance in the middle of an FPR (94% TPR at 25% FPR) is indicative of the system's 
real-world applicability, since the ability to maintain high emergency detection rates and reduce false alarms is 
essential to user acceptance and effective emergency service. Nevertheless, the LSTM-based IDS has a very high 
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TPR, but the FPR is also high (up to 50%). Additional classification threshold or ensemble model tuning is needed 
to lower false positives before it is put into practice. 

5. Conclusion 
The work proposes a novel AI-driven design of privacy-preserving and secure dissemination of emergency 
messages in VANETs as part of 5G deployment. The system combines AI-based IDS with LSTM networks, CP-ABE, 
and priority scheduling of efficient emergency message delivery in VANETs. After an extensive assessment relative 
to benchmarks MCB-HCC, TBGR, LAMD, and EEMDS, balanced scores were achieved. The analysis has shown that 
the suggested IDS consistently achieved high precision, recall, and F1 Score, indicating that the system could 
reduce false alarms while identifying nearly all malicious messages. Such a balance is paramount in the emergency 
message dissemination in VANET, where false positives and false negatives may pose a threat to road safety. 
Overall, this study presents a scalable, secure, and privacy-preserving emergency communication system 
designed for dynamic VANET settings. The proposed solution is a promising approach for future ITS because it 
significantly enhances the security of emergency message dissemination through intelligent IDS, encryption, and 
scheduling strategies.  The proposed IDS demonstrates superior performance relative to MCB-HCC, TBGR, LAMD, 
and EEMDS owing to the temporal learning within the LSTM network. Traditional approaches often consider static 
attributes such as geographical location, trust thresholds, or the state of the cluster, making them quite vulnerable 
to noise and packet-drop collisions. Unlike traditional approaches, LSTM considers the messages over time, 
allowing the detection of small deviations in message streams associated with default alerts or fabricated 
emergencies. Accordingly, the IDS exhibits high precision and recall scores despite increasing the message density. 
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