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Abstract: School Management System is a system to organize school administration, 

including student and teacher data, class timetable, student’s examination result and 

school programs. Although the times are evolving, most of the kindergarten schools 

in Malaysia still use manual ways to store the data, such as storing the students’ 

information in excel files, and update the students’ progress in a report card. As a 

result, the data was easily lost and stolen. The vulnerability of the issue led to the 

invention of The City Kindergarten management system. The goal of this project is 

to create an online management system with dual authentication for The City 

Kindergarten’s three target users: admin, teachers, and parents. Users can use this 

system to register teachers and students, manage class, timetable, and events. Dual 

authentication used in this system are strong password and email One-Time Password 

(OTP) for administrators and teachers, and strong password and email verification for 

parents. Besides that, this system enables users of The City Kindergarten to store the 

data securely. The methodology used in the project is a prototype model. 

Programming languages used in this system are HTML, CSS, PHP, and JavaScript. 

Several user testing are conducted involving two sections, section A for interface and 

section B functionality. Based on their feedback, it can be concluded that 4 out of 5 

marks has been given, and the system is functioning effectively and satisfies their 

requirements. 

 

Keywords: Management System, Dual Authentication, Web Based System, The 

City Kindergarten 

 

1. Introduction 

A school management system is an information system used by academic institutions to handle 

student information. It enables teachers to obtain information on students more quickly and easily, 

reducing their workload. School management systems prioritise exchange of information and online 

communication among instructors, students, and parents. [1]   

The current management system in The City Kindergarten is conducted manually. The information 

of students was kept in excel files, and their results were updated in a report card. Other than that, the 

timetable for the teacher was generated manually, by handling it through the hard copy. Since personal 

information is among the most crucial types of information, this might result in data loss and theft. 
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Furthermore, parents must visit school to obtain their children's scores. Some parents want to see their 

children's learning progress; thus, this system will record all assessment and test results from the start 

of school until the end of the preschool session. 

The objectives of this project are to design, develop, and evaluate The City Kindergarten 

Management System with Dual Authentication. In this system, it only requires three roles which are 

administrators, teachers, and parents. Each of the roles have their own privilege access to the system. 

This system was designed with numerous security elements to make the data in the system more secure, 

including dual authentication which are strong password and email One-Time Password (OTP) for 

admin and teachers, strong password and email verification for parents, password hashing, and Role-

based Access Control (RBAC). 

The City Kindergarten Management System is a web-based system to utilize the management 

regarding The City school. The purpose of this system is to improve school-related information 

management to be more structured. This system is used for storing teachers’ and students’ details, 

managing the timetable for teachers, updating the students’ results and activities related to the school. 
This system allows management to gather all information in one place. 

2.  Literature Review 

This section explains the online school management system, authentication and some similar systems 

that will be compared with the proposed system. 

2.1 Online School Management System 

A school management system is a data management system used by educational institutions to handle 

information of students. It enables teachers to inputting daily information about their lessons, including 

topics covered, educational materials used, assigned homework, as well as details pertaining to their 

students, such as attendance records, disciplinary matters, homework completion, and grading [2]. This 

can involve activities like student registration, class timetabling, grading, and logbook. A school 

management system may also contain methods for communication with students, parents, and 

instructors, such as email or online communication. These technologies are created to simplify and 

organize many of the administrative activities associated with running a school, and they can assist to 

increase efficiency and effectiveness. 

2.2  Authentication  

Authentication technique controls system access by determining if a user's credentials match those in a 

database of authorized users or in a data authentication server. An account secured with dual 

authentication typically requires an individual to authenticate using something they know—typically a 

password—as well as something they have, such as a cell phone [3] . Passwords, biometric techniques, 

and other kinds of authentication are all available. The precise approach utilized may be determined by 

the system's security requirements together with the user's choices and capabilities.  

Dual authentication combines two types of authentication mechanisms to verify identification. This 

is done to protect the user's account and prevent unwanted access. The combination of a password plus 

an email one-time password (OTP), sometimes known as a one-time passcode, is a frequent method of 

dual authentication. Other than that, email verification is the method of determining whether an email 

address is legitimate and operational. Upon submission, an OTP will be generated and subsequently 

sent to the provided email address, which the user must enter to complete the process [4]. A verification 

email is an email sent as part of the verification procedure to a user's registered email address. Its goal 

is to validate or authenticate the ownership of the email address entered during user registration or 

creating an account. The verification email usually includes a one-of-a-kind link or a verification code. 
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To verify that they have access to the email account linked with the registration, the user is prompted 

by clicking on the link provided or inputting the verification code on the website.  

2.3 Role-based Access Control 

Role-based access control (RBAC) operates by linking permissions to specific roles and then assigning 

users to the relevant roles, granting them access based on the permissions associated with those roles 

[5]. Role-based access control (RBAC) is a way of managing access to system resources or actions 

based on the responsibilities of individual system users. Permissions to access resources or complete 

actions in RBAC are decided by the user's allocated role, not their individual identity. 

2.4 Hashing 

Password hashing is a type of hashing that is employed to securely store passwords. When users 

establish an account or set a password, the password is not saved instantly in its raw form. Instead, it 

passes through a procedure known as password hashing. Password hashing is used to safeguard 

passwords in the event of an information theft or unauthorized access to the password database. The 

original password is turned into a fixed-size hash value using a hash algorithm, which is then saved in 

the database. When a user tries to log in, the password is hashed via the same process, and the resultant 

hash value will be compared to the previously stored hash value. If they align, the password is accepted, 

and the user is permitted access. 

2.5 Study on Existing System 

This section explains two existing school systems, which are Sistem Analisis Peperiksaan Sekolah and 

Sistem Maklumat Prasekolah Kebangsaan. 

2.5.1 Sistem Analisis Peperiksaan Sekolah  

Sistem Analisis Peperiksaan Sekolah is a Malaysian government system that serves as a platform for 

obtaining student exam results. The system can be accessed by parents, from primary to secondary 

schools. The system is created to store the information of the students and their learning progress. This 

system consists of three roles, which are administrator of the school, teacher, and parents. This system 

only allows user to update the students’ examination result.  

 

Figure 1: Home page of Sistem Analisis Peperiksaan Sekolah. [6]  
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2.5.2 Sistem Maklumat Prasekolah Kebangsaan 

Sistem Maklumat Prasekolah Kebangsaan is one of existing system, which is a web-based system. This 

system is an open system developed by our government, Ministry of Education [7] . The system can be 

access by all kindergartens and preschools in Malaysia. The system is created to store the information 

details of the students and teachers. This system consists of two roles, which are administrator of the 

school and teacher. It only allows the user to update the information of students and teachers and update 

the attendance of the students. 

Figure 2: Home page of Sistem Maklumat Prasekolah Kebangsaan. [8] 

The proposed system and existing system have been compared in table 1. Examples of existing 

systems are Sistem Analisis Peperiksaan Sekolah and Sistem Maklumat Prasekolah Kebangsaan. The 

features that have been compared for each system are type of the system, scope of user, dual 

authentication, admin login, parents’ login, registration, hash and salt password, subject routing, and 

timetable management. 

Table 1: Comparison of Existing System 

Features The City 

Kindergarten 

Manual System 

Sistem Analisis 

Peperiksaan 

Sekolah 

Sistem Maklumat 

Prasekolah 

Kebangsaan 

Proposed System 

Types of System Manual Online System Online System Online System 

Scope of User Administrator and 

teacher 

Administrator, 

teacher, and 

parents 

Administrator and 

teacher 

Administrator, 

teacher, and 

parents 

Dual 

Authentication 

No Yes, verification 

code 

No Yes, strong 

password and 

email OTP 

Admin Login No Yes Yes Yes 

Parents Login No Yes No Yes 

Registration Yes Yes Yes Yes 

Hash and Salt 

password 

No No Information 

Available 

No Information 

Available 

Yes 

Subject routing Yes No  No Yes 

Timetable 

Management 

No No No Yes 

Examination Result Yes Yes No Yes 
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Based on Table 1, the two existing systems which are The City Kindergarten Manual System, 

Sistem Analisis Peperiksaan Sekolah and Sistem Maklumat Prasekolah Kebangsaan have similarities 

and differences. For The City Kindergarten Manual System, it uses manual system while Sistem Analisis 

Peperiksaan Sekolah and Sistem Maklumat Prasekolah Kebangsaan are online system. For the scope, 

The City Kindergarten Manual System and Sistem Maklumat Prasekolah Kebangsaan have similar 

scopes, which are administrator and teacher only can use the system, while Sistem Analisis Peperiksaan 

Sekolah have similar scope with the proposed system, which are the administrator, teacher, and parents 

can access to the system. The City Kindergarten System does not have security features, while Sistem 

Analisis Peperiksaan Sekolah and Sistem Maklumat Prasekolah Kebangsaan did not provide any 

information about their security features. For timetable management, the existing systems did not 

provide the timetable for the teacher. All the security features will be applied to the proposed system. 

Furthermore, Sistem Analisis Peperiksaan Sekolah only provide the list of examination results of the 

students, while The City Kindergarten Manual System only recorded the information manually, which 

can lead to any loss of data and data theft. Thus, the proposed system will combine search forgether in 

one system, to make it easier for users to search related information in one place. 

3. Methodology/Framework 

The Prototype model is a part of the software development life cycle models that builds a prototype 

with minimum needs. To guarantee that the final system is performing, the prototype will be adjusted 

based on the client's evaluation. The final prototype, often known as the result, is a sort of entire system. 

 

Figure 3: Phases in Prototype Methodology [9]  

3.1  Planning Phase 

Planning is the initial step in developing a prototype model [10] . During the procedure, system users 

are interviewed to learn about their expectations from the system. It plans the system's objectives 

throughout this phase to guarantee that they are achieved.  

3.2  Analysis Phase 

Analysis Phase in which an evaluation of the user of The City's kindergarten school management system 

is required. To ensure that the system is approved by users, all data must be collected from teachers and 

principals. Every piece of information gathered is critical for the construction of a system based on the 

information evaluated. 
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3.3  Design Phase 

The design phase of a user system is the stage in which the system developer drafts the system design 

interface and builds a prototype. During this design phase, the user interface and database for The City's 

kindergarten school administration system were also created. The design phase is built on the 

knowledge gathered throughout the planning and analysis phases. 

3.4 Implementation Phase 

In this system, the Implementation Phase will be performed twice. This is due to if there is an issue with 

the system from the beginning, it may be fixed in the second phase of implementation. This phase marks 

the start of system development employing hardware, software, and programming. 

3.5 System Prototype Phase 

If the user is dissatisfied with the present prototype, the developer must enhance it based on the user's 

request and suggestions. Both the requirements and the prototype may be improved utilizing the input. 

This phase will not be completed until all of the user's needs have been satisfied. Once the user is 

impressed with the constructed prototype, a final system based on the authorized final prototype is 

created. 

3.6 Testing Phase 

The produced system will be evaluated throughout the testing phase to ensure that each navigation, 

menus, and security system works properly and can be utilized. This is due to its ability to suit the 

demands of users. The testing process is repeated several times. This is due to the fact that if the first 

round of testing is unsuccessful, the second step of testing will reveal improvements to the system. 

4.  System Analysis and Design 

Functional requirements are the exact activities or operations that a system must be able to 

complete. They explain the functions that the system must be able to perform, as well as the input and 

output for each function. It also is an essential component of system requirement analysis since they 

assist specify the scope of the system and guarantee that it will fulfil the demands of the users. Non-

functional requirements are traits or elements that a system should have but are not related to a particular 

function or activity performed by the system. Table 2 shows the functional requirement in the project, 

while table 3 shows the non-functional requirements. 

Table 2: List of Functional Requirements for Kindergarten Management System with Dual 

Authentication for The City Kindergarten 

Module Functionalities 

Login 

 Users can login using their valid email address and password. 

 Only verified email address and password can enter into the system. 

 When login, users will receive email of OTP code (for admin and teachers) and 

verification link (for parents) to verify the users. 

Registration 

 Administrators can register teachers and students to the system. 

 Teachers can sign in using ID and password as registered. 

 Administrators can create, read, update, and delete (CRUD) the information of students 

and teachers.  

Class 

Subject 

 Administrators can add subjects and assign the subjects to the teachers. 

 Administrators can add class name and set the total of students in the class. 

Timetable  Administrators can generate the timetable for the teachers. 

Exam 
 Administrators can add the examination names. 

 Teachers can add student’s marks based on the examination types. 
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Table 3: List of Non-functional Requirements for Kindergarten Management System with Dual 

Authentication for The City Kindergarten 

Module Functionalities 

Operation 

requirement 

 The system can be browsed on a website. 

 Navigation, menus, and buttons should be simple to operate and located in correct 

place. 

Implementation  The need for the internet to ensure the system can operate smoothly.  

Security 

 Users need to be registered before using the system. 

 All users must login using verified ID and password. 

 Admin and Teacher must be verified by entering the OTP code that has been sent to 

their email. 

 Parents must be verified by clicking the unique link that has been sent to their email. 

 

4.1 General System Architecture 

Figure 4 shows the system architecture for an online school management system in which users will log 

in and the system will use a username and password. Then, the system will authenticate via dual 

authentication, which is email One-Time Password (OTP) for admin and teachers, while for parents is 

email verification. Users will go through their own dashboard based on their role. Admin can register 

teachers and students, add class and subject, generate the timetable, view events and examination 

results. For teachers, they can view timetable, update student’s result and events, view their own 

information and students’ information. Lastly, parents can view their own information and their child’s, 

and view the events that are conducted in school. 

 

Figure 4: General System Architecture 
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4.2  Context Diagram & Data Flow Diagram (DFD) 

A context diagram is an illustration that depicts the boundaries and restrictions of a system. It gives a 

summary of how the system engages with external elements such as users. A data flow diagram (DFD) 

depicts the flow of data through The City Kindergarten management system in graphical form. Figure 

5 shows the Context Diagram, while Figure 6 shows the Data Flow Diagram that will illustrate the 

connections between the users such as admin, teachers, and parents with the system. 

 

Figure 5: Context Diagram 

 

Figure 6: Data Flow Diagram at Level 0 
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4.3 Entity Relation Diagram (ERD) 

Entity relationship diagram, or ERD, depicts the connections between entities in a database such as 

people, objects, or concepts [11] . It is frequently used in database design because it demonstrates the 

links between distinct data entities and can aid in identifying the data pieces that must be included in 

the database. Figure 7 shows the entity relationship diagram. 

 

Figure 7: Entity Relation Diagram (ERD) 
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5. Implementation and Testing 

The process of transforming a design or requirement into a functional software system is referred 

to as implementation. In contrast, testing is the procedure of reviewing a system to guarantee its 

efficiency, accuracy, and compliance with objectives. 

5.1  Implementation 

The modules applied in this system will be detailed in the following section. The modules will include 

registration and login, registration, class subject, schedule, and exam. Each module's partial program 

code will be detailed in its own section. Admin and teachers will receive an email One-Time Password 

(OTP) before login, while parents will receive email verification as shown in Figure 8. 

 

Figure 8: Login Page 

 

Figure 9: The partial code to send the OTP code in login function 

Figure 9 shows the partial code to send One-Time Password (OTP) code in login function, while 

Figure 10 and Figure 11 show the dashboard of admin and teachers. For administrators and teachers, 

before they can access the system, they need to fill in the One-Time Password (OTP) that has been sent 

to their email. 
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Figure 10: Dashboard of Admin 

 

Figure 11: Dashboard of Teacher 

Figure 12 shows the interface of One-Time Password (OTP) verification, while Figure 13 shows 

the email that has been sent for One-Time Password (OTP) code. When admin and teachers try to login 

to the system, they will receive an email of their One-Time Password (OTP) code, and they need to fill 

the verification page with the code that has been sent to their email. 

 

Figure 12: Interface of One-Time Password (OTP) verification. 
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Figure 13: Email that has been sent for One-Time Password (OTP) code. 

Figure 14 shows the partial code for email verification in login function, while Figure 15 shows 

the dashboard of parents. When parents try to access the system, they will receive a verification link 

through their email. They need to click the link to redirect to their dashboard. 

 

Figure 14: Partial code for email verification in login function 

 

Figure 15: Dashboard of Parents 
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Figure 16 shows the notifications that prompt parents to check their email for verification link, 

while Figure 17 shows the email that has been sent for verification link. When parents try to login to 

the system, they will receive an email of verification link, and they need to click the link to redirect 

them to the system, which is dashboard page. 

 

Figure 16: Notifications to prompt parents to check their email 

 

Figure 17: Email that has been sent for verification link 

Figure 18 shows the user table with hashed password, while Figure 19 shows the partial code. After 

the user registers to the system, the password automatically hashes and inserted into the user table. 

 

Figure 18: user database with hashed password 

 

Figure 19: Partial code to hash plain text password 

Figure 20 shows the interface of add student, while Figure 21 shows the partial code of add student. 

For students, if the Identification number and email parents is already in the database, it will prompt an 

error message “the Index Number and email is duplicated”. 

 

Figure 20: Interface of add student 
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Figure 21: Partial code of add student 

Figure 22 shows the interface to add teachers, while Figure 23 shows the partial code to add 

teacher. For teacher, if their identification number and email are already stored in the database, it will 

prompt an error message “the Index Number and Email are duplicated.” If the teachers only duplicate 

the email, thus it will show “the email is duplicated.”. 

 

Figure 22: Interface of add teacher 

 

Figure 23: Partial code of add teacher 
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Figure 24: Update subject routing. 

 

Figure 25: Partial code of update subject routing. 

Figure 24 shows the interface of edit subject routing, while Figure 25 shows the partial code. 

Subject routing is when the administrator assigns the teachers to teach a subject in accordance with the 

class plan. 

 

Figure 26: Interface of add timetable. 
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Figure 27: Partial code of add timetable. 

Figure 26 shows the interface of add timetable, will Figure 27 shows the partial code. Based on the 

code, the admin cannot add more than one class at the same time. This is to avoid overlap between 

classes. If the admin adds a class at the same time, it will issue an error message stating that the time 

already have class. Figure 28 shows the interface of update events, while Figure 29 shows the partial 

code. Only teachers can add and update the events, while administrators and parents can view the events 

of the school. 

 

Figure 28: Interface of update events 

 

Figure 29: Partial code of update events. 
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5.2 Testing 

Functional testing is done to ensure that the system is operating successfully and satisfying the 

functional requirements. It is carried out to guarantee that the system fulfils its intended purpose and 

produces the desired result. Table 4, 5 and 6 show the test plan for Admin, Teacher and Parent 

respectively. 

Table 4: Test Plan for Admin 

No. Test case Pass Fail 

1.  System can be executed from start to end. Yes  

2.  Admin able to login and logout to the system. Yes  

3.  Admin able to register teachers, students, and parents. Yes  

4.  Admin able to enter the system with OTP code Yes  

5.  Admin able to delete teachers, students, and parents Yes  

6.  Admin able to add classroom, grade, and examination name Yes  

7.  Admin able to generate timetable for students and teachers Yes  

 

Table 5: Test Plan for Teacher 

No. Test case Pass Fail 

1.  System can be executed from start to end. Yes  

2.  Teacher able to login and logout to the system. Yes  

3.  Teacher able to add events and activities Yes  

4.  Admin able to enter the system with OTP code Yes  

5.  Teacher able to add grade for students Yes  

6.  Teacher able to view list of class and students Yes  

7.  Teacher able to view timetable Yes  

 

Table 6: Test Plan for Parents 

No. Test case Pass Fail 

1.  System can be executed from start to end. Yes  

2.  Parents able to login and logout to the system. Yes  

3.  Parents able to view events & activities Yes  

4.  Parents able to view their child’s timetable Yes  

5.  Parents able to view their child’s examination result Yes  

 

5.3 User Acceptance Test 

The user acceptance test result is collected using Google Form. The google form consists of two 

sections, which is A and B. Section A is about the interface of the system, while section B is about the 

functionality of the system. These sections have scales from 1 (Very Unsatisfied / Very Disagree) to 5 

(Strongly Unsatisfied / Strongly Agree). This user testing was created to make sure the system was 

developed according to the user's preference and requirements. Other than that, user testing also can 

identify the feedback from the user. This allows the user to assist the developer in identifying current 

issues and providing a summary of the system's availability. There are 10 users who were tested this 

system, and the roles are admin, teachers, and parents. 
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Figure 30: Google form user acceptance result for Section A: Interface 

Figure 30 shows the google form user acceptance result for Section A which is for interface of 

system. The question for this section is interface design of the system, text in the interface, interface of 

the system is easy to understand, system is easy to navigate, and navigation of the system is appropriate 

for the function. The respondent rate 5 to all questions, which indicates that users are strongly satisfied 

with the interface design. 

 

Figure 31: Google form user acceptance result for Section B: Functionality 

Figure 31 shows the google form user acceptance result for section B, which is for functionality of 

the system. The questions for this section are login function, dashboard, registration function (for 

administrator only), class and subject function, timetable function, examination function, and event 

function. For this section, the users’ rates 4 for registration function, class and subject function, and 

examination function, while registration function, class and subject function, and event function are 

rated 5 which indicates user are strongly satisfied with the functionality. 

Respondents also leave a crucial comment for the feature that the developer may overlook. Firstly, 

registration students, the system requires to register each student for each parent, it means this system 



Naelah Farafisyah & Nor Bakiah, Applied Information Technology and Computer Science Vol. 5 No. 1 (2024) p. 143-162 
 

161 
 

cannot register more than one child. In the end, the registration of students could be better if the 

administrators could register more than one child.  

6. Conclusion 

In conclusion, this online kindergarten management system with dual authentication will assist 

administrators, teachers, and parents in smoothly managing the school and storing data. It is because 

this system provides registration, examination, timetable, and events, making it easier for management 

to maintain them all in one location. The kindergarten school will benefit greatly from this because they 

will no longer need to manually save the data. 

This system has been built effectively in order to achieve the objectives. The goal of this system is 

to ensure that this kindergarten stores and secures critical data with dual authentication, such as OTP 

code and verification link. This is because only verified users can enter the system with the code and 

link that has been provided through their emails. Parents may also see their son's schedule and exam 

results from anywhere. 

Even if this system meets the objectives, it will have certain limitations that may be utilized as 

future references to improve the system. This system can currently only add one student for each parent. 

For example, if the parents have many children, the administrator can only add one student with a 

parent. Aside from that, teachers are unable to upload exam papers and leave remarks about the 

development of their pupils. 

Develop new features which enable administrators to register their children under one parent as 

suggestions for improving the system to allow adding more than one kid. Furthermore, teachers can 

submit test papers and include comments on student development and successes so that parents are 

informed of their children's progress. 
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