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1. Introduction

The Vehicle Sticker System (VSS), crucial in managing the growing number of vehicles on the road, employs
digital technologies, including blockchain, for enhanced security and efficiency. Beyond indicating compliance
with regulations, these stickers play a pivotal role in revenue collection, safety initiatives, and environmental
awareness. The system’s modernization involves standardized protocols for sticker application, including
vehicle registration, application submission, and the issuance of physical stickers with unique identification
codes. However, traditional systems face drawbacks, prompting the proposal of a blockchain-powered digital
system. This innovative approach aims to overcome security vulnerabilities and inefficiencies by providing a
secure, efficient, and tamper-proof solution for managing vehicle stickers and related information.

Implementing the Vehicle Sticker System without blockchain technology presents several potential
drawbacks. Firstly, reliance on physical stickers makes them susceptible to counterfeiting and forgery, posing
risks of revenue loss and security breaches. Additionally, the traditional system is characterized by inefficiency
and delays, particularly in manual verification processes that can be time-consuming, leading to frustrations for
both vehicle owners and enforcement authorities, especially during peak traffic hours or busy events. Moreover,
traditional systems relying on centralized databases are exposed to security vulnerabilities, risking the
confidentiality of sensitive vehicle and owner information in the event of a breach. The integration of blockchain
technology can effectively address these challenges by enhancing security measures, improving overall
efficiency, and offering more comprehensive and flexible solutions for managing vehicle stickers and related
data.

The primary objective of this project is to develop a well-rounded and user-friendly vehicle sticker system
catering to the target users, namely the students and the staff of UTHM. The system aims to offer seamless
functionality for vehicle registration, sticker application, and sticker verification. Users, particularly students,
can conveniently perform these tasks when their devices are connected to the Internet.
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Furthermore, the proposed system is designed to be utilized by administrators responsible for managing the
overall vehicle sticker processes. An administrator dashboard will be provided for them, allowing
comprehensive control over the entire system. Administrators can review and approve sticker applications, and
the system will generate a unique digital signature for verification purposes. The verification interface, equipped
with QR code scanning capabilities, ensures real-time verification and displays relevant information to
authorities.

2. Related Work

This section provides a literature review on topics related to vehicle sticker systems, smart contracts,
decentralized systems, blockchain technology, security features, and existing comparative systems. The
literature review aims to gain a comprehensive understanding and discuss the project background about the
proposed system and blockchain.

2.1 Vehicle Sticker System

The escalating number of vehicles on the roads, coupled with challenges in accurate vehicle identification,
necessitates advanced solutions. Traditional methods, including license plate recognition, face reliability issues
due to forgery and obstructions [1]. In this context, a vehicle sticker system proves crucial for controlled access
in specific environments like universities, cities, or organizations. Beyond enhancing security by visually
indicating authorized entry, these stickers provide a swift means of identifying permitted vehicles, aiding
security personnel. In a university setting, the system streamlines the application process for stickers, mitigating
traditional system limitations such as counterfeiting risks and data manipulation concerns. Innovative solutions
are sought to address the evolving complexities associated with managing vehicle access and identification in
contemporary urban environments.

2.2 Smart Contracts

Smart contracts, integral to blockchain technology, are self-executing agreements encoded in lines of code that
automate contractual terms upon meeting predefined conditions. Their decentralized nature ensures trustless
execution, eliminating the need for reliance on central authorities. Platforms like Ethereum have embraced
smart contracts, allowing for programmable and automated execution of agreements, a distinctive feature of
blockchain compared to centralized systems [2]. In the realm of document validation, smart contracts can
enhance security by automating steps like format compliance and cryptographic signature verification.
Techniques such as model checking and various semantic analyses contribute to the verification of smart
contract systems [3].

However, challenges like code vulnerabilities and bugs pose risks to smart contracts. Vulnerabilities in
Ethereum smart contracts span programming language, Ethereum Virtual Machine, and blockchain levels,
necessitating thorough code audits and testing for risk mitigation [4]. In the specific context of a vehicle sticker
system, smart contracts can revolutionize processes such as issuance, renewal, and transfer, offering
automation, transparency, efficiency, and heightened security for managing university vehicle stickers.

2.3 Decentralized Systems

Decentralized systems, as opposed to centralized ones, distribute data and processing across multiple nodes,
reducing the risk of a single point of failure and enhancing transparency. In decentralized systems, data is
distributed across multiple nodes, fostering fault tolerance through redundancy and enabling robust stability
even in the face of failures or attacks. This decentralized management approach proves cost-effective and
practical, particularly in large-scale systems like power grids [5]. Figure 1 illustrates the fundamental difference
between centralized and decentralized systems, with the latter relying on distributed nodes for authority and
decision-making, resulting in a more resilient and transparent framework.
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Fig. 1 Centralized System and Decentralized System

The principle of decentralization finds application across various domains, with examples ranging from
autonomous decentralized systems in Japanese railways [6] to software-centric approaches in blockchain
networks and peer-to-peer networks. In the context of blockchain technology, decentralization involves the
distribution of control, decision-making, and data across a network of nodes, contributing to the robustness and
potency of the technology. However, challenges arise in achieving scalability as decentralized systems grow in
participants, and consensus mechanisms introduce potential latency and overhead.

In the context of a university's vehicle sticker system, a decentralized approach holds the potential to
address security concerns and streamline administrative processes. By providing a resilient and trustworthy
infrastructure, a decentralized system ensures fair and tamper-resistant access control and authorization
processes, adapting dynamically to the system's needs. While decentralized systems offer benefits, challenges
such as scalability and consensus mechanisms should be carefully addressed for effective implementation.

2.4 Blockchain Technology

Blockchain technology, renowned as the foundation of cryptocurrencies like Bitcoin, is a decentralized and
distributed ledger system ensuring secure and transparent transaction recording across a network of
computers. Each participant in the network possesses a copy of the entire ledger, ensuring transparency and
redundancy [7]. The blockchain's continuous growth comprises timestamped transaction records organized in
blocks, and cryptography, consensus algorithms, and distributed theory form its core. Cryptography ensures
data security, certification, and user anonymity, while consensus mechanisms like proof-of-work secure the
network by validating records and maintaining the order of blocks [8]. This architecture guarantees the
immutability of stored data, making tampering extremely difficult.

One notable application of blockchain is Non-Fungible Tokens (NFTs), which represent unique, indivisible
assets with distinct value and identity. Unlike fungible tokens, each NFT is non-divisible and non-mergeable,
making them ideal for representing digital or physical assets with unique characteristics [9]. However, the
regulatory landscape for blockchain and cryptocurrencies is evolving, introducing uncertainties and challenges,
particularly in addressing issues like illegal money laundering, fraud, and terrorist financing. Scholars emphasize
the need for effective regulatory techniques to manage blockchain applications and their ecosystem, recognizing
the unique challenges posed by this innovative technology [10].

When applied to a university vehicle sticker system, blockchain can provide an immutable and transparent
record of sticker issuance, ownership transfers, and compliance history. This exploration underscores the
necessity for a comprehensive understanding of blockchain's core principles and mechanisms for optimal
development and implementation in various domains, including administrative processes within educational
institutions.

2.5 e-Pelekat System in UTHM

The e-Pelekat System implemented at Universiti Tun Hussein Onn Malaysia (UTHM) is an example of a
technology-driven approach to managing vehicle stickers [11]. It was used before 2017. The user needs to log in
to the system and fill out the form. Once the form is submitted, the user can attend the Security Department
counter to obtain the vehicle sticker. However, students need to wait until the vehicle sticker is available at the
current semester.
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2.6 mySikap

MySIKAP is an online system operated by the Malaysian Road Transport Department, commonly known as
Jabatan Pengangkutan Jalan (JP]) Malaysia. This platform facilitates various online transactions, including
driving license renewal, summons checking, and road tax renewal, streamlining and digitizing these processes
for user convenience [12]. Renewing road tax directly through JP] has always been an offline thing for all of us.
However, the government departmet finally delivers online services during the Covid-19 pandemic. It can be one
of the best options to avoid additional fees when renewing car road tax online. The system requires users to log
in using their mySIKAP ID and password. It is recommended that users never log in via unknown or suspicious
e-mail links and never reveal their user ID and password to any party.

2.7 MyEG

MyEG is arguably the most popular option and the pioneer when it comes to offering government-related
services online. The platform founded in 2000 has improved over the years with a better user interface and
more services being offered, and it is certainly one of the most trusted options when it comes to online road tax
and auto insurance renewal. It is a web portal designed to efficiently deliver a range of government services
from multiple agencies to the Malaysian public. This online platform has demonstrated its significance by
providing round-the-clock services to society. Notably, the web portal recorded over 1,800 transactions per day
in the first quarter of 2009, a notable increase from the previous quarter's 1,000 transactions. Additionally, the
daily sales of motor insurance premiums through the portal rose from 40 to approximately 60 during the same
period [13]. MyEG is committed to safeguarding privacy.

2.8 Comparison with the Existing Systems

Table 1 shows the comparison between the existing system; e-Pelekat, mySikap and MyEG and the proposed
system Vehicle Sticker System using Blockchain Technology. This table compares the characteristics of the
system.

Table 1 Comparison between Systems

Characteristics of System e-Pelekat mySikap MyEG Proposed System
Login Page Provided Provided Provided Provided
Objectives To apply Torenew road tax Torenewroadtax  To apply stickers
stickers for or drive license for vehicles
vehicles
Target user UTHM students Vehicle owner in Vehicle owner in UTHM students
and staff Malaysia Malaysia and staff
Verification with QR Scan Not Provided Not Provided Not Provided Provided
Database centralized centralized centralized decentralized
OTP Not Provided Not Provided Not Provided Provided
Blockchain technology Not Provided Not Provided Not Provided Provided

All systems provide a login page, but their primary objectives differ. E-Pelekat focuses on applying stickers,
mySikap on road tax renewal, and MyEG on road tax or driving license renewal. In contrast, the proposed system
aims to facilitate vehicle sticker applications. The target users vary, with e-Pelekat and the proposed system
catering to UTHM students and staff, while mySikap and MyEG serve vehicle owners in Malaysia. The proposed
system also provides QR scanning features for verification purposes and OTP for security. Database structures
differ, with existing systems using centralized databases and the proposed system employing a decentralized
approach with blockchain technology, enhancing transparency and security.

3. Methodology

This chapter aims to clarify the adopted methodology, emphasizing the selected software development model. It
offers in-depth insights into each phase of the chosen model, presenting a systematic workflow in table form for
enhanced clarity. The chosen model, Object-Oriented Software Development Model is a more comprehensive
and formalized approach to software development that aligns with the principles of Object-Oriented
Programming (OOP). The model incorporates OOP concepts into the entire software development life cycle.

2
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Fig. 2 Cycle of Object-Oriented Software Development [14]

The proposed model for the Vehicle Sticker System adopts a systematic and structured approach to software
development, emphasizing the use of object-oriented principles. Object-Oriented Programming (OOP) is favored
for its dominant paradigm, prioritizing data structure design before algorithm development. This approach
proves logical, especially in dynamic environments where requirements change during development and
maintenance [15]. By focusing on designing modular and adaptable data structures (objects), the model aims to
create a maintainable system. Algorithms are then developed to operate on these well-defined data structures,
aligning with OOP principles. The iterative nature of OOP allows for continuous refinement and improvement,
and tools like Unified Modeling Language (UML) will be utilized during the analysis and design phases.

Object-oriented requirement gathering involves identifying key entities and functionalities necessary for the
Vehicle Sticker System. This phase includes conducting stakeholder interviews, surveys, and analysing the
existing system to define user needs. For instance, the interview form was sent to the Bahagian Keselamatan to
gather insights from the security officer regarding questions related to the Vehicle Sticker System. In this phase
of Object-Oriented Analysis, the focus is on identifying the core objects, their attributes, and relationships within
the system. Objects are tangible entities with stable forms, serving as focal points for thought or action. The
development process involves creating visualizations, including class diagrams, use case diagrams, sequence
diagrams, activity diagrams, and a system flowchart, using tools like the Lucid application.

Building upon the analysis, detailed designs are created in the object-oriented design phase, outlining the
structure of classes, methods, and relationships. This phase focuses on translating the identified objects into a
concrete plan for implementation. Additionally, detailed wireframes for modules such as User Registration,
Admin, Login and Sticker Application, as well as the system architecture, will be designed using the Lucid
Application. The implementation phase involves translating the design into actual code. Adhering to object-
oriented programming principles such as encapsulation, inheritance, and polymorphism, the classes and
methods are implemented using a suitable programming language which is Java. Coding for the blockchain
application, Multi-Factor Authentication (MFA), and encryption will be implemented using the Java language.
Furthermore, the web-based system will be designed using Visual Studio Code with HTML and CSS.

In the testing phase, testing strategies include unit testing to validate individual classes, integration testing
to ensure components work together seamlessly, and acceptance testing to verify that the system meets the
specified requirements. To validate the proposed system, testing will be conducted by students at UTHM and
staff from Bahagian Keselamatan. Lastly, post-deployment, ongoing maintenance activities are crucial. This
includes addressing issues, incorporating user feedback, and ensuring the system’s continued functionality and
relevance. The focus is on ensuring the continued functionality and effectiveness of the system. During system
operation, it is imperative to implement a robust backup and recovery strategy for both the blockchain data and
the associated database. Additionally, as part of maintenance, regular analysis of user feedback should be
conducted to identify areas for improvement.
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4. System Analysis and Design

This section explores systematic analysis and design of the Vehicle Sticker System. The objective is to define
system requirements and formulate a well-structured design that incorporates blockchain technology.

4.1 System Requirements

System requirements are a detailed description of the functionalities that a system must possess to meet the
expectations of its users. Table 2 shows the list of nine functional requirements, Table 3 shows the six categories
of non-functional requirements, and Table 4 shows the total of 7 user requirements.

Table 2 Functional Requirement

Function Requirements User

Register The system should allow users to register for an account. Student,
Staff, Admin

Sticker Apply The system must facilitate users in applying for a vehicle sticker. Student, Staff

Sticker Renew

The system must provide a mechanism for users to renew their vehicle
stickers.

Student, Staff

Dashboard The system must provide an interface for users to view their status. Student, Staff

Notification The system should have a notification system to keep users informed of Student, Staff
the status of their sticker applications.

Feedback The system should collect feedback from users about their experience Student, Staff
with the sticker application and renewal process.

QR Scan The system should generate the vehicle sticker with a unique QR code. Student,

Staff, Admin

Sticker Manage The system should offer specific functions for administrators responsible Admin
for managing sticker applications

Report Generate  The system should allow administrators to search and generate reports Admin

on sticker applications and renewals.

Table 3 Non-Functional Requirement

Requirements Description

Security The system must ensure the security and confidentiality of user and vehicle information.

Performance  The system must provide responsive performance to handle simultaneous sticker
applications and verifications.

Usability The user interface must be intuitive and user-friendly to ensure ease of use for both
applicants and administrators.

Reliability The system must be reliable and available 99.9% of the time.

Scalability The system must be scalable to accommodate an increasing number of users and sticker
applications.

Compatibility = The system must be compatible with common web browsers and devices.

Table 4 User Requirement

NO Requirement

1 Users should be able to register an account on the Vehicle Sticker System.

2 Users should find the sticker application process intuitive and easy to navigate.

3 Users should find the sticker application process intuitive and easy to navigate.

4 Users should receive timely reminders for sticker renewal.

5 Users should be provided with clear communication regarding the verification process.

6 Users expect their personal and vehicle information to be treated with the utmost privacy and security.

7 Users should have access to help resources and support in case they encounter issues.
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4.2 System Analysis

Figure 3(a) illustrates the use-case diagram for the admin. The process begins the admin register an account and
verify it by OTP sent from the system. Then, the admin login into the system. Once authenticated, the admin can
perform various actions, including viewing the dashboard, approving or rejecting stickers, managing vehicle
information and owner details, and verifying stickers by scanning QR codes. In Figure 3(b), the use-case diagram
for students or staff is presented. The initial step involves registering into the system and verifying the account
through OTP. Following successful login, users can engage in various actions, including viewing their profile,
applying or renewing stickers, checking the status of their requests, verifying stickers by scanning QR codes, and
providing feedback.

Vehicle Sticker System

- <<incluges> ‘Account verification
Vehicle Sticker System [\ | | A Regisler = }---rmeroon through OTP
<sincludes > ‘Account verification

e through OTP <extends
o Soeend Change Password
<extend>>
P
zextends=
[ serendss Updats Profis
View dashboard
] - | Apply/Renew Sticker --- "0y Submit reauired
‘____\ information
include> "
Approve/Reject Sticker TR GELT':':[T; (s)lgk;rdv;ﬂn

o q Student/Sta Check sticker

status.

anage vehicle
information and owner
details Verify sticker by

scanning OR code
Verify sticker by
scanning QR code Send feedback

@ (b)
Fig. 3 Use Case Diagram (a) Admin; (b) Students/Staffs

T

In Figure 4(a), the sequence diagram for the admin is presented. The process initiates with logging in using
adminID and password. After authentication, the admin can perform tasks like viewing pending applications,
checking vehicle and owner details, and approving or rejecting stickers. Upon approval, data is consolidated and
stored in the blockchain. In Figure 4(b), the sequence diagram for students or staff is presented. The login
involves matricNo or staffID and password, followed by various activities such as updating profiles, checking
application status, applying for stickers, and providing feedback. These diagrams provide a clear representation
of the system’s functionality and interaction between different components.

Register

Send feedback

Apply Sticker

Students/Stafis

(@) (b)
Fig. 4 Sequence Diagram (a) Admin; (b) Students/Staffs

In Figure 5(a), the activity diagram for the admin illustrates the flow of module activities. Following a
successful login, the admin is authorized to manage information, handle sticker-related tasks, and verify stickers
by scanning QR codes. In Figure 5(b), the sequence diagram for students or staff is present. For students, the
process involves entering matricNo and password, while for staff, staffID and password are entered. The system
then verifies and authenticates the user. Upon a successful login, users can choose various activities, including
viewing and updating their profile, checking sticker application status, applying for stickers by entering vehicle
information and owner details, and submitting suggestions or complaints for feedback.
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Fig. 5 Activity Diagram (a) Admin; (b) Students/Staffs
Figure 6 shows the class diagram for the Vehicle Sticker System. The class diagram represents the main

classes in the system, such as User, Sticker, and Administrator, with their attributes and relationships. There are
a total of 10 class diagrams.

Admin

+ adminlD: string

+ Name: siring Sticker

+ stickerlD: int

Feedback + Password: string

+ f2edbackiD: int + phoneNo: string 4 + applySession: int

+ greodeurt: string

+ Content: string +email: string

+ feedbackDate: date + generateQRCode()

+ viewUserProfile()

b -
Student + viewVehicledetails() -

+ matricNo: string + verifySticker()

+ Name: string + generateStickerReport() RoadTax&Insurance

+ Password: string 11

+ viewFeedback()
User Vehicle
+ replyFesdback()

+ drivingLicenseNo: int

+ Program:string + licenseExDate: date

+ vehicleRegNo: siring
+ roadTaxEndDate: date

+ Facultystring 1
+ phoneNo: string + register()

1
+ email: string + login()

Application
+ updateProfiledetails()

+ applicationID: int

+ vehicleType: siring
+ Colors: string
+ Model: string

+ engineMotorNo: string

+ insuranceCompany: string

+ updateRoadTax()

+ updatelnsurance()

+ viewProfiledetails() 1.7 1
Staff + Status: string
+ updateVehicledetails()

+ chassisNo: sfring

+ stafflD: string + applyDate: date

+ viewVehicledetails() + addvenicle()
+ Name: string Owner

+ applyQrRenewSticker() + removeVehicle()

+ Name: string

+ Password: strin
) o + viewStickerStatus() 1.=
+ Qccupation:string + submitFesdbackl) + Relationship: string

+ phoneNo: string 7 |

+ phoneNo: string

+ email: string

+ updateQwner()

Fig. 6 Class Diagram for Vehicle Sticker System

4.3 System Design

The system design depicts the system architecture for the Vehicle Sticker System, outlining the components that
constitute the overall structure. The system architecture serves as a visual representation to illustrate both the
structure and functionality of the system. Figure 7 shows the architecture design of the proposed Vehicle Sticker
System.

Account Autnofities Verification System  Scanning QR code

= W
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o A N 1 ssical sti

‘ Admin Generate physical sticker

o) with unique identifier

Blockchain of identifier record

/
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Fig. 7 System Architecture of Vehicle Sticker System

In the Vehicle Sticker System, there are three main user roles: the user, admin, and authorities (Bahagian
Keselamatan UTHM). The process begins with account registration for the user and admin. After successful
verification through OTP, they become an authenticated user for the system. Then, the user can apply for a
sticker through the system. Subsequently, the admin reviews the user's vehicle information and details to decide
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whether to approve or reject the sticker application. Upon approval, the system generates a sticker with a
unique identifier in the form of QR code. This identifier record is then embedded and linked to the previous
record, creating a blockchain of identifier records, ensuring the sticker's authenticity and preventing
counterfeiting or forgery. Furthermore, authorities can log in to the system as admins and use the verification
system to scan the QR code on the sticker, thereby distinguishing its authenticity.

4.4 Interface Design

Figure 8 shows the admin module for the system. The admin can view the dashboard, manage vehicles, manage
stickers, navigate to profile, navigate to the feedback list, navigate to QR Scan, and logout at this module.

-
>< [P——

Total Application Total Vehicle

B Forne Il e sicher Appicaian Total applicatian
e — | .
B s B

Wl
[ e | Wiance stcxinll]

Fig. 8 Interface Design

5. Implementation

This chapter discusses the implementation of VSS. The implementation of security modules, user modules,
admin module, and blockchain environment will be described clearly.

5.1 Implementation of Security Module

This section discusses the security measures implemented in the proposed system. Three key modules have
been developed, including input validation and sanitization, strong password authentication and sending OTPs
for account verification. To prevent SQL injection attacks, input validation and sanitization are rigorously
implemented across all input fields in the system. This includes the registration form, login form, OTP form,
profile update form, vehicle registration form, vehicle update form, and feedback form. To avoid malicious
attackers might disable JavaScript in the browser, both client and server side have employed this feature for
added security. Figure 9(a) illustrates the input validation in JavaScript on the client side while figure 9(b)
demonstrate the server-side implementation of input sanitization and validation in PHP.

filter_input(INPUT ' 0 TAL_CHARS);
input (INPUT_POS :
EMAIL);
ZE_FULL_SPECTAL_CHARS);
) DEFAULT);

o) || empty

(b)
Fig. 9 Input Validation (a) in JavaScript; (b) and Input Sanitization in PHP

The proposed system implements strong password authentication to enhance security. Users are required to set
passwords that are between 8 and 20 characters in length, and must include at least one special character, one
lowercase letter, one uppercase letter, and one digit. Figure 10(a) illustrates the output for users who do not
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meet the password requirements and figure 10(b) show the code implementation of strong password
authentication.

Password should be between B to
20 characters long, contains at least
one special character, lowercase,
uppercase, and a aigit

(lpreg_match

echo
echo

($_POST
echo

echo

@ (b)
Fig. 10 Strong Password Authentication (a) Output; (b) Implementation Code

After a user of any role registers an account, the system automatically sends an OTP to the registered email
address. The user is then required to enter the OTP to complete the verification process. Upon successful
verification, the system redirects the user to the main page and displays a success message. Figure 11(a) shows
the OTP form, while figure 11(b) provides an example of an email sent by the system.

OTP Verfication for Registration

ACCOU NT VERIFICATION \ | Vehicle Sticker System UTHM <vehiclestickersystemuthminfo@grmail.com>
To: You

Your registration is success.
OTP sent to jasonleeminecraft@hotmailcom Dear Jason Lee,

Please enter OTP to verify your account. Your verify OTP code is 586293

@ OoTPCode

Use this url if you accidentally close the website: Verify your registration
" i With regards,
-
Vehicle Sticker System UTHM

Unverified account will be deleted after 24 hours!

€ Reply 7 Forward

(b)
Fig. 11 (a) Interface of OTP form; (b) OTP Email Sent by System

5.2 Implementation of User Module

The implementation of the user module is the same for both students and staff. The module includes user
dashboard, vehicle register form, vehicle update form, profile update form, vehicle sticker apply form, QR scan
module and feedback module. Before applying for a sticker, users must first register for a new vehicle. After
registering it, users can apply for a sticker by selecting a plate number. The application status will be displayed,
with statuses including approved, rejected, pending, and expired. Figure 12 shows the vehicle sticker application
form.

@ Vehicle Sticker Application

®  venclepiatso wodol

aABCI2S Froton Saga 200 2024-06-03 Rojected
2 mnaFzez VIOS 15 FMI000 20240528 Rejected
3 ADSADIZ Handa 200 2024-08-03 Approved

Fig. 12 Vehicle Sticker Application Form

The QR Scan Module provides users with two methods to scan QR codes: uploading an image or using a detected
camera on their device for direct scanning. This functionality is also implemented in the admin module. Figure
13(a) shows the upload image method, while figure13(b) demonstrates the camera method.
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@ (b)
Fig. 13 QR Scanning (a) Upload Image Method; (b) Camera Method

5.3 Implementation of Admin Module

The implementation of the admin module is designed to manage sticker approvals. The key features include the
admin dashboard, sticker application approval or rejection, blockchain integration module, QR Scan module, and
feedback list. The admin dashboard displays useful system information, such as the total number of sticker
applications, total feedback, total registered users, and total registered vehicles. Figure 14 shows the interface of

the admin dashboard.
PuTHM e o o see

Admin Dashboard &

Jaonioo ABC

1

Total Rogistorod Usor = Total Rogistorod Vohiclo & =

et Y —

= | -
:

Fig. 14 Vehicle Sticker Application Form

The sticker application approval or rejection module enables the admin to do action on applications submitted
by students or staff. The admin can review all relevant details, including personal profiles and vehicle
information, to make an informed sticker approval decision. Additionally, the system allows the admin to
manually update the year and session. Any stickers that exceed the current session will automatically expire.
Figure 15 shows the overview of this module.

@ Vehicle Sticker Application

- Vehiclo PiatoNo Modal Appiication bate Stotus Application

|
Fig. 15 Module of Sticker Application Approval or Rejection
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5.4 Implementation of Blockchain Environment

The setup of the blockchain environment involved installing several essential tools, including Ganache for
creating a local blockchain, Node.js for backend operations, and the MetaMask extension for Google Chrome to
facilitate blockchain interactions. Additionally, the Solidity Extension on Visual Studio Code was installed, as
Solidity is the programming language commonly used in blockchain development. Figure 16 illustrates the basic
configurations settings such as host IP address, port number, and network ID in Ganache.

& Ganache o % |

WORKSPACE ACCOUNTS & KEYS  CHAIN  ADVANCED  ABOUT £ canc 0w

SERVER

1 - Loopback Pseudo-Interface 1 v

Fig. 16 Basic Configuration on Ganache

Following the installation of Node.js, Visual Studio Code was used to install the Truffle console using npm
commands. Truffle is a framework for blockchain development using the Ethereum Virtual Machine (EVM). It
provides built-in functionalities for smart contract compilation, linking, deployment, and binary management.
The configuration was then set up in the truffle-config.js file to connect Ganache to the localhost web page.
Figure 17 demonstrates the connection configuration for Ganache.

35 truffle-configjs ®

Fig. 17 Ganache Connection to Localhost Configuration

MetaMask enables the system to interact with Ganache by facilitating cryptocurrency transactions. To set up
MetaMask, an account from Ganache is imported by entering its private key. Once imported, MetaMask displays
the account balance and allows the admin to store data into Ganache by spending gas and mining a block on it.
Figure 18(a) shows the imported account from Ganache in MetaMask, while figure 18(b) displays the private key
of an account in Ganache.

@ Ganachel v &
v v @
0:d85b...91772 @

999.944ETH

ACCOUNT INFORMATION

° e @ ACCOUNT ADDRESS

s, R - 0x1d65beD53DC2AC3a72604B99D83c05762F0691773
8 end  Swep  Eridge Portfolio

PRIVATE KEY
0x6997f922c6ded2d9d30e9b5be5F58deb57cOfOfa9402acedfc77a4b984 4d5

Tokens NFTs Activity

Do not use this private key on a public Blockchain; use it for developmen

Jun 8, 2024 DONE

19’ Contracti.. -0ETH
Confirmed 0ETH

(@) (b)
Fig. 18 (a) Imported Account on MetaMask; (b) Private Key of an Account in Ganache

The Inter-Planetary File System (IPFS) is a peer-to-peer distributed file system primarily used for data that
cannot be stored directly on a blockchain. For storing PNG files of QR codes, Pinata has been chosen as the IPFS
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platform. IPFS pins the PNG file and generates a hash, which is then stored in Ganache. Upon account
registration, a free API key is provided for accessing IPFS from localhosts. Figure 19 displays the code for the API
key used to configure the connection.

Fig. 19 API Key from Pinata for Connection

The sticker management module is developed using React]S, one of the most flexible front-end frameworks for
building blockchain applications. However, since React]S use port 3000, some configurations are necessary to
transfer data between the Apache port. Figure 20(a) shows the PHP code for data crossing ports, and figure
20(b) displays the configuration of the XAMPP file (httpd.conf).

<IfModule mod_headers.c>

Header set Access-Control-Allow-Origin "*"

Header set Access-Control-Allow-Methods "GET, POST, PUT, DELETE,
OPTIONS"

Header set Access-Control-Allow-Headers "Content-Type, Authorization™
</IfModule>

(@) (b)
Fig. 20 (a) PHP Code for Data Crossing Port; (b) Configuration of XAMPP file for Cross Port

To enable storing and retrieval from Ganache and uploading to IPFS, a Solidity (SOL) contract is configured and
deployed. Figure 21(a) presents the SOL code, while figure 21(b) shows the deployed contract on Ganache.

STORAGE

TRANSACTIONS

exbeddcl 6 12¢b1f9563d351 3875712

Fig. 21 (a) SOL Code for Sticker Storage Contract; (b) Deployed Contract of Sticker Storage on Ganache

With all required setup and deployed contract, the blockchain integration for the module has been successfully
implemented. The admin can now store the sticker information as a string and the hash of the QR Code into
Ganache, along with pinning the PNG file on IPFS. Figure 22 to 24 illustrate the process of storing sticker
information into the blockchain.

4 NrtsMask - oox

*
@ coreerer @ 0x69B66..5.

http:/flocalhast:3000

0.00048777
0.00048777 ETH
mount: 0.0DD4ETTT ETH

@) (b)
Fig. 22 (a) Pressing Button to Store Into Ganache; (b) Pop-Up of MetaMask Asking for Transaction to Store
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htp:fflecalhost/vss/StickerQRCodes{00000008 png Linked to Ganache & Stored in IPFS

Fig. 23 Result of Linked QR Code after Confirming Transaction

~mx TX @xcb7aca7a94eeB21845a1bd27ca4566310F142361ddf9f1a3aa1b9dd310223199
81d650eD53DC2AC 1a7204099D03C5762F 8691773 669B66af Ca1198E04FbE7
2500007730

8.80 ETH 195168

rCodePNGHash: strin,

e J9 INKIP1GRASEKCAdal

€Y (b)
Fig. 24 (a) Result of Pinning PNG on IPFS; (b) Result of Stored Sticker Info and QR Hash in Ganache

6. Results and Discussion

This section discusses the testing results of the proposed system. Two types of testing results are presented: the
test plan result and the user acceptance result. The testing phase encompassed the entire system to verify its
security and adherence to project requirements.

6.1 Test Plan Result

The results of the test plan are presented here. Table 5 displays the result of the functionality test plan, while

Table 6 outlines the results of the security test plan.

Table 5 Functionality Test Plan Result

Check List Expected Result Actual
Result
Register (All required input fields are in correct ~ Register successfully and redirect to login Pass
format) module
Login (Input Correct matricNo/staffID /adminID Login successfully and redirect to user/admin Pass
and correct password) module
Login (Input correct matricNo/staffID/adminID Login fail and display message “Wrong User ID Pass
and wrong password) or password, please try again”
Login (Input correct matricNo/staffID/adminID Login fail and display message “Wrong User ID Pass
and correct password) or password, please try again”
Login (Input wrong matricNo/staffID /adminID Login fail and display message “Wrong User ID Pass
and wrong password) or password, please try again”
Feedback (Enter suggestion and click the submit Display message: “Feedback sent successfully” Pass
button)
Profile (Update personal information and click Display message: “Profile saved” Pass
save button
QR Scan (Click the scan button and scan the QR Display the vehicle and user details such as Pass

Code on sticker

matricNo and plateNo

e
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Table 6 Security Test Plan Result

Check List Actual Result
User and Admin should be able to register based on their role Pass
User and Admin should be able to login based on their role Pass
User and Admin should be able to login with valid ID and password only Pass
Session is destroyed after logout Pass
Password is obscured in the textbox Pass
Password is obscured in the textbox Pass
Password is obscured in the textbox Pass
Minimum length and maximum length in input field is specified Pass

6.2 User Acceptance Form Results for User Module

The results of the user acceptance form for the user module are presented below. The purpose of conducting this
testing was to gather user experiences from the user’s perspective while using the system. The test was
implemented based on each module provided within the user module. The target users are the students of
UTHM. Figure 25(a) indicates that 10 responders felt very satisfied with the registration process, while 9
respondents felt very satisfied, and 1 respondent felt satisfied with the clarity of the displayed text. Figure 25(b)
demonstrates that 10 respondents were very satisfied with their ability to choose their role and login without
any issues. Figure 26 shows that 10 respondents were very satisfied with their ability to view sticker status,
apply for new stickers, register vehicles, utilize navigation buttons, and view their user profile correctly.

Register Module Login Module

User can register without problem O copy User can choose their role without problem 10 copy

10 responses 10 responses

0(100%)

Display text are understandable 0 copy User can login without problem 10 cony

10 raponses 10 responsas

A

4 s 2 3 4

€Y (b)
Fig. 25 Result (a) Register Module; (b) Login Module

Al navigate buttons are functioning IO copy

10 respanses

User can apply new sticker O cony

i User profile is displayed corectly IO cony

10 respannes

10 (100%)

(@) (b)
Fig. 26 Result of User Module
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Figure 27(a) reveals that 10 respondents were very satisfied with their ability to view and update their profile,
and figure 27(b) indicates that 10 respondents were very satisfied with their ability to submit suggestions
without any issues. Figure 28(a) shows that 10 respondents were very satisfied with their ability to scan QR
codes. Figure 28(b) shows that the 10 respondents were very satisfied with the overall system usage.
Additionally, 9 respondents were very satisfied, and 1 respondent was satisfied with the user-friendly interface.

User Profile

User can view their profile O copy

10 responass

10(100%)

Feedback Module
0o o4 o 0%

4 5 User can send their suggestion without problem LD Copy

10 responsss

User can update their profile D cony 10(100%)
(@ (b)
Fig. 27 Result (a) User Profile; (b) Feedback Module

User can use the system without problem O cony

40 respanes

QR Scan Module : ¢ ¢

User can scan the QR Code on sticker LD Copy
FEp— The interface is user-frisndly 10 copy
[Ep———

10 (100%)

a e 00%) 0 (0% 010%) o

1 (10%)
a

@ (b)
Fig. 28 Result (a) QR Scan Module; (b) Overall System

6.3 User Acceptance Form Result for Admin Module

The results of the user acceptance test for the admin module are presented on Table 7. This testing was
conducted to gather user feedback from the admin’s perspective. The form was filled out by the Security Officer
at Bahagian Keselamatan. Table 7 summarizes the responses from Bahagian Keselamatan. The results indicate
that the admin was satisfied with the registration process, finding it straightforward and the displayed text easy
to understand. Regarding the login module, the admin was very satisfied with the role selection process but felt
neutral about the login function, as the OTP was not received at the registered email address. The admin
expressed high satisfaction with the dashboard view, vehicle details management, and profile display. They were
also satisfied with the sticker approval process and the functionality of the navigation buttons. Furthermore, the
admin was very satisfied with the sticker storage in the blockchain. For the feedback list module, the admin was
satisfied with the viewing and replying to functions. They felt neutral about the QR code scanning module.
Finally, the admin was neutral about the overall system but very satisfied with the user-friendly interface.
Additionally, they suggested that the system should include dual language support.
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Table 7 User Acceptance Form Result for Admin Module

No Question Result
Dissatisfied 1 - 5 Satisfied

Register Module
1 Admin can register without problem 4
2 Display text are understandable
Login Module
3 Admin can choose their role without problem
4 Admin can login without problem 3
Admin Module
5 Admin can view dashboard clearly 5
6 Admin can manage the vehicle details 5
7 Admin can approve or reject sticker 4
8 All navigate buttons are functioning 4
9 Admin profile is displayed correctly 5
Admin Profile
10 Admin can view their profile 4
11 Admin can update their profile
Sticker Management Module
12 Admin can approve sticker application without problem 4
13 Admin can reject sticker application without problem
14 Admin can store sticker information into blockchain and 5
upload PNG file to IPFS
Feedback List Module
15 Admin can view the list without problem 4
16 Admin can reply the feedback without problem 4
QR Scan Module
17 Admin can scan the QR Code on sticker 3
Overall System
18 Admin can use the system without problem
19 The interface is user-friendly

7. Conclusion

In summary, the Vehicle Sticker System using Blockchain Technology has been developed with complete
functionality. The system successfully fulfills the objectives defined in the project scope, system requirements,
and user requirements.

The Vehicle Sticker System offers a few advantages which are the system hashes passwords in the database
for enhancing security, sends OTPs for account verification for ensuring user authenticity, generates a unique QR
code based on plate number, user ID and application session, scans QR code and display the corresponding
information, and stores the QR code data into Ganache to avoid forgery sticker.

However, there are also disadvantages on the system which are the verification of sticker integrity on the
blockchain is implemented manually, Pinata IPFS has limited file storage capacity, and storing strings and sticker
hashes is done one by one, which slows down transaction confirmations.

Based on the analysis of the system’s advantages and disadvantages, there are the following improvements
can be made to the Vehicle Sticker System. Firstly, improve the speed of transaction confirmations. Then,
implement secure code on cross-port interfaces. Furthermore, develop a search function for blockchain
integration to simplify integrity verification.
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