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Article Info Abstract
Received: 22 July 2024 Elvira True Beauty Salon currently relies on manual appointment
Accepted: 16 October 2024 management, leading to inefficiencies, inconvenience, human errors,

Available online: 15 December 2024  and security concerns such as data breaches and information leakage.
This project aims to address these issues by developing a secure online
appointment management system for the salon. The system is intended
for three types of users, which are the salon owners, beauticians (staff),
Online Appointment Management and customers. It includes Two-Factor Authentication (2FA) with
System, Two-Factor Authentication strong passwords, One-Time Passwords (OTPs) via WhatsApp, and a
(2FA), Zero-Trust Principle, One- zero-trust principle with security questions to ensure the system’s
Time Password (OTP) security. HTML, CSS, and JavaScript were used for the front-end, while
PHP with MySQL was used for the backend. The System Development
Life Cycle (SDLC) Prototype Model was used to guide the development.
Before finalizing the system, five respondents, who are customers of
the salon, were selected to test it. The testing results showed that the
functionality and security of the system were performing well and
received positive feedback besides highly satisfied by the respondents.
By the end of this project, this efficient solution had fully replaced the
salon's manual process, ensured enhanced security and streamlined
appointment management.
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1. Introduction

Over the past few years, booking appointments online has grown in popularity. Many businesses were using some
Web-based online appointment management system to help them in making the appointment setting process
more streamlined [1]. Currently, Elvira True Beauty Salon does not have an online appointment management
system to manage the appointments systematically. To make an appointment, their customers need to walk into
the salon or send an appointment request through calling or contact with their social media such as Facebook,
Instagram, or WhatsApp. Then, the staff will check their current appointment schedule for the available date and
time slots and staff availability. At the end of the day, the staff will rearrange and record all the appointments
received on their Google Calendar. Apart from this, the staff will call and remind the customers manually to avoid
customer non-shows.

Although the current appointment management approach is working, it has also led to a lot of problems. The
first problem encountered by Elvira True Beauty Salon is the inconvenience and ineffectiveness of appointment
management. The inconvenience and ineffectiveness of appointments has caused staff to be overwhelming, and
time-consuming. The second problem faced by Elvira True Beauty was the occurrence of human error during
appointments management. This had caused inconsistencies in the appointment schedules and led to conflicting
appointment times besides customers’ no-shows or missed appointments. The third problem faced by Elvira True
Beauty was vulnerability to data breaches and information leakage. This may cause harm to both customers and
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Elvira True Beauty Salon such as identity theft, credit card fraud, harassment, loss of reputation and loss of
customers.

Hence, the objectives of this project are to design and develop an Appointment Management System for Elvira
True Beauty Salon with Two-Factor Authentication using an object-oriented approach and a web-based approach.
Meanwhile, this project also having objective to test the functionality of the developed system. The developed
system was intended for three users, which are the customers, the staff (beautician), and the owner
(administrator) of the Elvira True Beauty Salon. Each user will have different system functions modules to meet
their requirements and is only accessible to the module that they were authorized.

To enhance the security level of the system, the Two-Factor authentication (2FA) method and Zero Trust
principle were implemented. For authentication, password, and One-Time Password (OTP) were implemented.
The OTP will be sent to the user through WhatsApp. Next, for zero trust principle, security questions will be
implemented. It is based on the concept of never trust and always verify [2]. Security questions will be set up at
specific modules that will contain sensitive information such as account management for all users, and the user
will have to verify their identity to access that module. Apart from these, SSL certificates also have been
implemented to secure the system during communication with users online.

2. Related Work

This section will explain the literature review that has been done related to the appointment management system,
authentication, zero trust principle, secure sockets layer (SSL) certificates, and the existing appointment
management system.

2.1 Appointment Management System

An Appointment Management System, also known as Appointment Management Booking System or Appointment
Scheduling System is a type of Management Information System (MIS) designed to facilitate the scheduling,
management, and optimization of appointments for service providers. With Appointment Management System, a
service provider will be able to optimize their resource allocation, which leads to better productivity and cost
effectiveness for business later, reduced customer’s waiting times and enhanced the customer experience,
improved operational efficiency by reduce the burdens of administrative burdens on service providers, besides
reduced the like hood of no-shows and cancellations [3].

2.2 Authentication

Authentication is a process of ascertaining or verifying the identity of a user or an entity to ensure that they are
who they claim to be. Commonly, authentication, access control and authorization will work together to provide
the foundation for system security [4]. Authentication is one of the crucial parts of a system in ensuring the
security of a system. It had acted as the first line and last line of defense against compromising confidentiality and
integrity in most of the cases [5]. Traditionally, user authentication in computing system depends on three factors,
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which are “something you are”, “something you have” and “something you know” [6], [7].

2.2.1 Two-Factor Authentication (2FA)

Two-Factor Authentication (2FA) is also known as Dual Authentication, or Two-Step Verification. The purpose of
2FA is to add an extra layer of security beyond the Single-Factor Authentication [8]. In 2FA, two different factors
of authentication will be combined to ensure the security of a system. The combination of factors can be
knowledge-based authentication with ownership-based authentication (the use of password and smart card) [9],
knowledge-based authentication with biometric-based authentication (the use of password and facial
recognition) [10] or the combination of ownership-based authentication with biometric-based authentication (the
use of smart card and fingerprint)[11].

2.2.2 Strong Password Management

Passwords are still the most popular and commonly used authentication method although they have a lot of
weaknesses [12]. Password has faced various security challenges, and they are susceptible to several types of
attacks such as brute force attack, dictionary attack, phishing, keylogging, and shoulder surfing [13]. In order to
prevent these attacks, strong password management is required [14]. According to the Open Web Application
Security Project (OWAPS) manual, a strong password is difficult and improbable to guess. The strength of a strong
password can be measured from two aspects, which is the password length, and the password complexity. From
the aspect of password length, a strong password should be longer and provide a greater combination of
characters. Longer passwords are more difficult to break by the attacker compared to a short password. Hence, a
strong password should be at least 10 characters and at most 128 characters. Next, from the aspect of password
complexity, a strong password should be case sensitive in order to increase their complexity. The strong password
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should reach at least three out of four complexity rules, which is the password should at least contain one
uppercase character, one lowercase character, one digits and one special character. In addition, in the strong
password, there should be no more than two identical characters in a row.

2.2.3 One-Time Password (OTP)

One-Time Password (OTP), also known as dynamic password, One-Time PIN, One-Time Authorization Code
(OTAC) or one-time-valid password is a dynamically generated password for a single use during a specific
authentication [15]. It is not static and will change with each use or time interval. Commonly, OTP are popular to
be used as an additional layer of security of a system in Two-Factor Authentication (2FA) and Multi-Factor
Authentication (MFA) [16]. The use of OTP had proved to be more secure than Single-Factor Authentication (SFA)
[17], [18]. Due to its uniqueness, dynamic and time-sensitive nature characteristic, they resist replay attacks,
masquerade attack and off-line dictionary attack [19], [20], [21].

2.3 Zero Trust Principle

Zero trust is a new type of network security model, which is based on the concept of never trust and always verify
[22]. It offers a new method of accessing our information with more security. With zero trust, implicit trust is
eliminated, and continuous verification is required each time a user would like to access the system or a specific
module of system. There are three principles of zero trust, which are assuming breach, least privilege and no
network is assumed to be secure [22]-[24]. By assuming the breach, zero trust system will constantly limit access
and continuously look for potential vulnerabilities. By this restriction, the overall risk is minimizing, and this can
provide better protection for the information’s of a system [23]. Next, based on the principle of least privilege, the
authorization is reviewed regularly and the rights that have been given to a user are only to complete the
necessary jobs [24]. Lastly, in zero trust, the network is assumed to be in a dangerous environment all the time
and its location is not enough to determine the credibility of the network. To ensure the security of the network,
under zero trust, a proactive and adaptive security posture will be implemented, and the network activities will
always be monitored.

2.4 Secure Sockets Layer (SSL) Certificate

Secure Sockets Layer (SSL) is a standard security protocol that secures Internet communications. With SSL, all the
data transmitted between two servers will be encrypted using public key and private key [25]. This ensured
privacy, authentication and data integrity during Internet communications. To implement SSL on a website, SSL
certificates are required to be hosted on the server of the website. After a website is installed with SSL certificate,
“HTTPS” will appear in its URL With HTTPS, all the data transmitted during communication between web browser
and website will be encrypted [26].

2.5 Existing Appointment Management System

This section will discuss the existing appointment management system, which is similar to the developed secure
appointment management system. The existing system are Salonist [27], Square Appointments [28] and Picktime
[29].

2.5.1 Salonist

Salonist is a comprehensive salon management system that is designed for salons, spas, fitness & barber shops to
streamline and enhance their operations. It is a web-based system that is suited to powerful tools to make the
salon’s management jobs less complicated. Salonist had provided a various of features for salon to manage their
business such as appointment scheduling, payment processing, client management, marketing promotions, staff
payroll, inventory management and point of sale (POS). For the security mechanism, Salonist had applied Single-
Factor Authentication (SFA), strong password management, use of reCAPTCHA, input validation of each
information entered by user and page expiration.

2.5.2 Square Appointments

Square Appointments is a scheduling and appointment management system provided by Square, a financial
services and mobile payment company. It is a scheduling system for business. Meanwhile, it also acts as the
booking tool for customers to make their bookings. For security mechanism, Square Appointments have
implemented two-step verification, input validation of each information entered by user, strong password policy
that required the password to be at least 8 characters, use of reCAPTCHA and page expiration.

g
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2.5.3 Picktime

Picktime is an online scheduling and appointment booking platform designed to streamline the booking process
for business and service providers. It offers a range of features to facilitate efficient appointment management,
customer engagement, and organizational productivity. For security mechanisms, Picktime implemented two
security mechanisms, which are the Single-Factor Authentication (SFA) with the use of passwords during login,
input validation and page expiration.

2.6 Comparison Between Existing System and Proposed System

Table 1 shows the comparison between existing appointment management system which are Salonist, Square
Appointments, and Picktime with the proposed system, which is Appointment Management System for Elvira True
Beauty Salon with Two-Factor Authentication (2FA).

Table 1 Comparison between the existing system with the proposed system

Features / Module Salonist [27] Square Picktime [29] Proposed
Appointment [28] System
Login Yes Yes Yes Yes
New Account Registration Yes Yes Yes Yes
Password Reset Yes Yes Yes Yes
Logout Yes Yes Yes Yes
Dashboard Yes Yes Yes Yes
Appointment Management Yes Yes Yes Yes
Online Appointment Booking Yes Yes Yes Yes
Customers Management Yes Yes Yes Yes
Staff Management Yes Yes Yes Yes
Service Management Yes Yes Yes Yes
Role Management No No No Yes
Communication Yes Yes Yes Yes
Report Generation Yes Yes Yes Yes
Calendar Integration Yes Yes Yes Yes
Notifications Yes Yes No Yes
Input Validation Yes Yes Yes Yes
Strong Password Management Yes Yes No Yes
reCAPTCHA Yes Yes No Yes
Two-Factor Authentication No Yes No Yes
Role-based Access Control (RBAC) Yes Yes Yes Yes
Zero-trust Principle No No No Yes
Password Reset Link Validation Yes Yes Yes Yes
Page Expiration Yes Yes Yes Yes

Based on Table 1, there are similarities and differences between the proposed system and the three existing
systems. Firstly, in terms of functional modules, Salonist, Square Appointments, Picktime, and the proposed
system all have the login module, new account registration module, logout module, password reset feature,
dashboard module, appointment management module, online appointment booking module, communication
features, customer management module, staff management module, service management module, and report
generation module. While regarding security mechanisms, all four systems implemented input validation, Role-
based Access Control (RBAC), validation of password reset links, and page expiration. However, only Salonist,
Square Appointments, and the proposed system implement strong password management and reCAPTCHA. Two-
Factor Authentication (2FA) is used by both the proposed system and Square Appointments, while Salonist and
Picktime use Single-Factor Authentication (SFA). Lastly, the zero-trust principle is unique to the proposed system.
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In a nutshell, from the comparison, the proposed system for Elvira True Beauty Salon stands out by integrating
advanced 2FA with OTPs via WhatsApp and implementing a zero-trust principle for enhanced security. This
approach addresses gaps in the current existing systems, focusing on improving security measures and reducing
the risk of data breaches and human error.

3. Methodology

The System Development Life Cycle (SDLC) methodology that adopted in the development of Appointment
Management System for Elvira True Beauty Salon with Two-Factor Authentication (2FA) is the Prototype Model.
Prototype Model is a system development methodology where a simplified and preliminary version of system
(prototype) will be built and tested before the final system is built. Fig. 1 illustrates the Prototype Model phases.
There are five phases involved, which are planning, analysis, design, implementation, and testing. Analysis, design
and implementation phase will be performed repeatedly until a satisfactory and refined prototype is achieved.

» vl
Planning v

. v
b Design Y
Analysis 1y

Design

Implementation

Implementation

1

Fig.1 Prototype Model phases

3.1 Planning Phase

In the early stage of planning phase, a system request that briefly describes the business requirements of Elvira
True Beauty Salon has been presented. Meanwhile, a feasibility analysis was conducted to decide whether this
project should be undertaken. Once the project title is approved, project management was initiated. A project
schedule (Gantt Chart) that depicted the system development process of the entire project was created for project
management (see Appendix A).

3.2 Analysis Phase

In analysis phase, all the problems that faced by Elvira True Beauty Salon was identified and the opportunities for
improvements of the current existing system were determined. Meanwhile, a concept for the new appointment
management system was proposed. Requirements’ gathering also has been conducted to make sure that the
developed appointment management system for Elvira True Beauty Salon is reliable and fulfil their needs. A
proposal has been created to outlines the idea of this project and an interview form also has been created to
summaries the information and requirements that obtained. Meanwhile, functional requirements, non-functional
requirements and hardware and software requirements have also been presented. Table 2 shows the functional
requirements for all the intended user of developed system (customer, beautician and administrator) while Table
3, Table 4 and Table 5 shows the functional requirements that specific to each of the role. Non-functional
requirements and hardware and software requirements are shown in Appendix B and Appendix C.

Table 2 Functional Requirements for All Intended Users (Customer, Staff and Administrator) of Elvira True
Beauty Salon
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No Functional Requirements Description
1. Login Module The system should allow users to login into the system with valid email and
passwords.
2. Sign Up Module The system should allow users who does not have an account to register a
new account.
3. Password Reset Module The system should allow users to reset their password when they forget the
password.
Change Password Module  The system should allow users to change their password as they desire.
5. Account Management The system should allow users to manage their accounts
Module
6. Logout The system should allow user to logout when end their task.
Table 3 Functional Requirements for Customer of Elvira True Beauty Salon
No Functional Description
Requirements
1. Appointment Booking The system should allow customers to schedule an appointment.
Module
2.  Appointment The system should allow customers to manage their appointment such as
Management Module rescheduling their appointments, cancel their appointment or view the
appointment history.
3.  Appointment Reminder The system should send a reminder message to the customers for their
Features appointments.
4. Communication The system should allow customers to communicate with salon.
Features
Table 4 Functional Requirements for Beautician (Staff) of Elvira True Beauty Salon
No Functional Description
Requirements
1. Appointment The system should allow beauticians to manage their appointment schedule such
Management Module  as create an appointment manually, view, reschedule, cancelled, and update the
status of appointments.
2. Customer The system should allow beauticians to access the information of customers and
Management Module  manage the customers information such as add a new customer, remove a
customer from list or modify the details of customer.
3. Staff Availability The system should allow beauticians to manage their availability for
Management Module  appointments, decide and set their available date and time slots besides service
provided for appointments.
4.  Dashboard The system should display a full calendar that schedules appointments along
with the status of appointments.
Table 5 Functional Requirements for Administrator of Elvira True Beauty Salon
No Functional Description
Requirements
1. Appointment The system should allow administrator to oversee and manage the appointment
Management Module schedule by creating an appointment manually, reschedule, cancelled, and
update the status of appointments.
2. Customer The system should allow administrator to access the information of customers,

Management Module

add a new customer, remove a customer from list or modify the details of
customer.
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Table 5: Functional Requirements for Administrator of Elvira True Beauty Salon (cont.)

Dashboard

Login Management
Module

Message
Management

Report Generation
Module

Service Availability
Management

Staff Management
Module

Role Management
Module

The system should display a full calendar that schedules all appointments along
with the status of appointments.

The system should allow administrator to view the login logs of other users.

The system should allow administrator to view and reply to the message from
customers.

The system should allow administrator to generate report that related to salon’s
operation for tracking and analyzing.

The system should allow administrator to add a new service, modify the existing
service’s details, or remove the service from the service list.

The system should allow administrator to access the information of beauticians and
manage them such as add a new beautician, remove an existing beautician, and
modify the details of beautician.

The system should allow administrator to assign roles or give access to other users
(customers and beauticians) based on their identity.

Next, Unified Modelling Language (UML) diagrams also has been created. Fig.2, Fig.3 and Fig.4 shows the use
case diagrams for customer, staff and administrator of Elvira True Beauty Salon while Fig.5, Fig.6 and Fig.7 shows
the activity diagrams for customer, staff and administrator of Elvira Ture Beauty Salon. The sequence diagrams
for all the intended users, and the system architecture are shown in Appendix D and Appendix E.
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Fig. 2 Use Case Diagram for Customer of Elvira True Beauty Salon
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Fig.3 Use Case Diagram for Staff of Elvira True Beauty Salon
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Fig. 5 Activity Diagram for Customer of Elvira True Beauty Salon
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Fig. 7 Activity Diagram for Administrator of Elvira True Beauty Salon

3.3 Design Phase

In the design phase of this project, the wireframes and data storage for the developed system has been designed.
An Entity Relationship Diagram (ERD) and data dictionary that was created to illustrate the structure of database.
Fig. 8 illustrates the Entity Relationship Diagram of Appointment Management System for Elvira Ture Beauty

Salon.

‘secunty_questions

otp

K ‘ auestion id Ini(11)NOT NULL

oto I iny19 NOT NULL

ropiy_catenma catetime

FK | user_ia (1) NOT NULL

NOTNULL

oiry testamp

Fig. 8 Entity Relationship Diagram (ERD) of Appointment Management System for Elvira True Beauty Salon
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3.4 Implementation Phase

In this phase, the final appointment management system for Elvira True Beauty Salon has been delivered.
Programming language Hypertext Preprocessor (PHP) was used for back-end development while Hypertext
Markup Language (HTML), Cascading Style Shete (CSS) and JavaScript were used for the front-end development.
Structured Query Language (SQL) also has been used to perform the manipulation on database. During the system
development, Visual Studio Code was used as the text editor to write and edit the code while a local development
server XAMPP was used to run the Hypertext Preprocessor (PHP) applications. Lastly, InfinityFree was
implemented for the system hosting.

3.5 Testing Phase

In the testing phase, two types of tests were conducted, which are the system testing and user acceptance testing.
The system testing had included functional testing, and security tests while user acceptance test was carried out
to ensure that the final system meets the expectations of users and stakeholders.

4. Result and Discussion

This section explains the implementation and testing phase of the developed appointment management system.
The system was developed using the programming language Hypertext Preprocessor (PHP) for back-end
development while Hypertext Markup Language (HTML), Cascading Style Shete (CSS) and JavaScript for the front-
end development. Meanwhile, Structured Query Language (SQL) also has been used to perform the manipulation
on database.

4.1 System Implementation

4.1.1 Strong Password Policy

Fig. 9 shows the code for implementing strong password policy in the appointment management system for Elvira
True Beauty Salon. Strong password policy has been implemented for sign up, change password and password
reset. During sign up, change of password and reset password, the password entered must fulfil the policy, in
which the length of password must be at least 8 characters long. Meanwhile, the pattern of password must be
containing at least one uppercase letter, one lowercase letter, one digit, and one special character. Fail to fulfil the
password requirements will causing failure in sign up, password reset, and password reset.

validatePassword($password) {

$pattern = '/2 & & =
preg_match($pattern, $password);

Fig. 9 Code for Implementing Strong Password Policy

4.1.2 CAPTCHA

Fig. 10 shows the implementation of CAPTCHA on the Two-Factor Authentication (2FA) Page. In the developed
system, a text-based CAPTCHA has been implemented to distinguish whether the user is human user or automated
robots. Failing to solve the CAPTCHA will lead to unsuccessful login.
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4.1.3 One-Time Password (OTP)

Fig. 11 shows the code for OTP generation while Fig. 12 shows the delivery of OTP via WhatsApp. In the developed
system, an OTP that is used for Two-Factor Authentication (2FA) will be sent to the user’s WhatsApp.

generate0TP() {

rand(100e0e, 999999);

Fig. 11 Code for Generation of One-Time Password (OTP)

Your OTP for login is: 990680. This code will expire in 5 minutes. For your security, please
do not share this code with anyone.

> Sent via fonnte.com

Fig. 12 Delivery of One-Time Password (OTP) via WhatsApp

4.1.4 Security Question and Zero Trust Policy

Fig. 13 the application of pop-up security question windows for zero trust principle. In the developed, a pop-up
security question window will be displayed when users are going to modify their personal sensitive information
or access specific module that is only authorized to them. This had applied to the concept of Zero-Trust policy, in
which no one is trusted by default and verification is required from everyone trying to gain access to resources.

v Security Questions x B == m} X

C @ httpy//localhost:3000/test.php w ) 0 :

Select a Security Question:

Answer:

Fig. 13 Pop-Up Security Question Windows

4.1.5 Secure Sockets Layer (SSL) Certificate

Fig. 14 shows the Secure Sockets Layer (SSL) certificate that has been hosted to the developed system. With the
SSL certificates, all the data transmitted during communication between systems with web browser will be
encrypted. This had secured Internet communication. After implementing the SSL certificate, the URL of the
website will implement the HTTPS as shown in Fig. 15.
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Certificate Viewer: elviratruebeauty.infinityfreeapp.com X

General

ssued To

Validity Period

Fig. 14 Secure Sockets Layer (SSL) Certificate implemented on Appointment Management System for Elvira True
Beauty Salon

25 httpsi//elviratruebeauty.infinityfreeapp.com/fyp/register.php

elviratruebeauty.infinityfreeapp.co X
m

@) connection is secure >

® Ccookies and site data >

€3 site settings (2]
(@ About this page =z
e3m about ts source and topic
" N 1

Fig. 15 Implementation of HTTPS on Appointment Management System for Elvira True Beauty Salon

4.1.6 Appointment Booking Module

Fig. 16 shows the appointment booking form used by customer to book an appointment at Elvira True Beauty
Salon. The available staff, available date and timeslots and available service that provided by salon were displayed
to customers for make their convenience choice. Before a customer successfully makes an appointment,
appointment conflict will be checked to avoid redundancy of appointment to both customer side and salon.

Make An Appointment

Service:

Staff:
Select Stalf ~

Appointment Date: Appaintment Time:

dd-m

MAKE APPOINTMENT

Fig. 16 Appointment Booking Form

4.1.7 Appointment Management Module

Fig. 17 shows the interface of appointment management module. With this module, customers can view the

history of appointment that has been made previously. Meanwhile, the customer also can reschedule their
appointments and cancel appointment.
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Elvira Tawe Beauty HOME SERVICES ABOUTUS CONTACT US MAKE AN APPOINTMENT MY ACCOUNT

My Appointments

Date Created Appointment Date Appointment Time

1 0 June 2024 05:24:41 17 June 2024 1100 am Facial Treatments | RouXuan | Coming Snon

Fig. 17 Interface of Appointment Management Module

4.1.8 Dashboard

Fig. 18 shows the interface of dashboard for beauticians while Fig. 19 shows the interface of dashboard for
administrator. On the dashboard, the beautician and administrator can view the status of appointments and there
is an integrated calendar that records the scheduled appointment on the dashboard. The difference between
dashboard for beauticians and administrator is that administrator can access more resources than the beauticians.
On the dashboard, the beauticians will only display the information and appointments that relate to them while
the administrator will have access to all the information.

= appointment Management System

Dashboard
Service Provided Total of Appointments Completed Appointments Pending Appointments
N Y\ I o
) (1) ( 1)
. N N

< | > | June 2024,

Fig. 18 Interface of Dashboard for Beauticians

= Appointment Management System

Dashboard

Service Provided Total of Customers Total of

< | > [t June 2024,

9 10 1 2 13 T =

Fig. 19 Interface of Dashboard for Administrator

4.1.9 Staff Availability Management Module

Fig. 20 shows the interface of staff availability management module. With this module, the beauticians can manage
their availability for service by deciding the date that they are available for service. They also can update their
availability and cancel their availability for service with this module.
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Fig. 20 Interface of Staff Availability Management Module

4.1.10 Service Availability Management Module

Fig. 21 shows the interface of the service availability management module. With service availability management
module, the administrator can view the details of service, create a new service, update the existing service and
delete service.
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Fig. 21 Interface of Service Availability Management Module
4.2  System Testing

4.2.1 User Acceptance Test Result

A user acceptance test has been carried out to ensure that the final system meets the expectations of users. The
developed system was tested by 5 respondents who are the key stakeholders (customers) from Elvira True Beauty
Salon, ensuring that the feedback was relevant and actionable. Fig. 22 shows the result of the system functionality
test for general module while Fig. 23 shows the result of system functionality test for customer function module.
Meanwhile, Fig. 24 shows the result of security test.

System Functionality Test (For general module)
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Fig. 22 Result of System Functionality Test for General Module
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System Functionality Test (For customer's function
module)
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Fig. 23 Result of System Functionality Test for Customer Function Module

Security Test
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Fig. 24 Result of Security Test

The System Functionality Test for the general module shows uniformly high user satisfaction across all tested
functionalities. The five selected respondents rated their ability to register, log in, manage account information,
change passwords, and reset passwords as "Strongly Satisfy," indicating that the system is reliable, user-friendly,
and effectively meets user needs in performing general module tasks. Similarly, the System Functionality Test for
the customer's function module also shows uniformly high user satisfaction. The respondents rated their ability
to access the homepage, book appointments, view appointment history, reschedule appointments, and receive
reminder messages as "Strongly Satisfy," demonstrating that the module is reliable, user-friendly, and effectively
meets user needs as a customer.

The Security Test results indicate that the system meets all security criteria effectively, passing each measure.
Users are logged out after 15 minutes of inactivity, warnings are displayed for incomplete form fields, and the
login function is blocked for 5 minutes after 3 failed attempts. Additionally, password and username verification
are enhanced with Two-Factor Authentication (2FA), security questions are used to verify identity before
accessing or altering sensitive information, and users cannot navigate back to previous pages after logging out.
These robust security mechanisms ensure strong protection of user information and prevent unauthorized access.

5. Conclusion

By the end of this project, a secure Appointment Management System for Elvira True Beauty Salon with Two-
Factor Authentication (2FA) has been successfully developed. All the problems faced by Elvira True Beauty Salon
with the manual appointment process will be solved, and their efficiency of operations in managing the
appointment will be improved. Meanwhile, the security of information of Elvira Ture Beauty Salon also will be
enhanced with the developed system. With the implementation of Two-Factor Authentication (2FA) that using
password and One-Time Password (OTP) via WhatsApp besides the implementation of Zero Trust Policy that
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using security questions, all the sensitive data and information will be kept in a secure environment as
unauthorized access will be restricted.

For future implementation, the appointment management system will be developed into mobile applications
for both Android and iOS platforms, which will enhance user accessibility and convenience. Additionally, in future
implementation, the system will integrate machine learning features, such as Al-driven analytics, to enhance its
functionality. Voice recognition technology will also be incorporated, allowing customers to book and manage
appointments through voice commands, providing extra convenience for users who prefer hands-free interaction
in future. Furthermore, the system will incorporate customer feedback and review systems, which will help
improve service quality by collecting and analyzing customer opinions. This data can then be used to make
informed decisions on service improvements and staff performance.
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Appendix A: Gantt Chart and Task List of Project

===

Fig. A.1 Gantt Chart for Project
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Appendix B: Non-functional Requirements

Table B.1 Non-Functional Requirements of Appointment Management System for Elvira True Beauty Salon

No. Non-Functional Descriptions
Requirements
1. Operational e The system must be user friendly.
Requirements e  The system must be easy to use.
e The general flow of the system must be easily understood.
2. Performance e The system should be available for 24 hours with minimal downtime.
Requirements e The system should be delivering the accurate information consistently.
e The system should respond quickly to user actions.
3. Security e Users only able to login with valid email and passwords.
Requirements e The system should encrypt the user’s passwords and other sensitive
information.
e The system should validate all the input entered by users.
e The system should be terminated after 15 minutes of inactivity.
e The system should block the access of user after 3 failed login attempts for 10
minutes.
e Users need to pass the Two-Factor Authentication (2FA) by entered the correct
One-Time Password (OTP) before access into the system.
e Users only able to access the functions that they are authorized.
e Users need to verify their identity again by answering security questions before
access to sensitive information or specific module.
4, Cultural and e The system should support the display of all the interface in the system in
Political English.
Requirements

Appendix C: Hardware and Software Requirements

Table C.1 Hardware Requirements of Appointment Management System for Elvira True Beauty Salon

Hardware Requirements Specifications
Model Acer Nitro 5 LAPTOP-O3PRMT6S
Processor AMD Ryzen 7 5800H with Radeon Graphics
Random Access Memory (RAM) 16.0 GB
System Type 64-bit operating system, x64-based processor
SSD 512 GB

Table C.2 Software Requirements of Appointment Management System for Elvira True Beauty Salon

Software Specifications
Requirements
Operating System Windows 11 Home Single Language
Sketching Software Lucidchart.com and Gantt Project
Supporting Software Apache, PhpMyAdmin, MySQL Database, XAMPP Control Panel, Visual Studio
Code, InfinityFree and Fonnte
Programming PHP, JavaScript, HTML, CSS and other appropriate language
language
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Appendix D: Sequence Diagrams
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Fig. D.2 Sequence Diagram for Staff
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Fig. D.3 Sequence Diagram for Administrator
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Appendix E: System Architecture
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Fig. E.1 System Architecture for Appointment Management System for Elvira Ture Beauty Salon
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