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This research focuses on detecting deepfakes using deep neural 
networks (DNNs), addressing the growing need for reliable methods to 
identify manipulated video content. The objective is to design and 
evaluate a DNN-based binary classifier that distinguishes real video 
frames from fake ones. The model is trained and tested on a subset of 
the DF40 dataset due to its inclusion of various deepfake synthesis 
techniques. The preprocessing pipeline includes GPU-accelerated face 
detection using YuNet to extract face regions efficiently from video 
frames. Each detected face is standardised through resizing and 
normalisation before being fed into a fully connected DNN. The model 
is trained using Binary Cross-Entropy loss, and its performance is 
evaluated using accuracy, precision, recall, F1-score, and ROC-AUC 
metrics. The dataset is split into 70% training and 30% testing, and 
class balancing is applied to address the imbalance between fake and 
real samples. Experimental results demonstrate that the DNN 
effectively captures subtle artefacts introduced by manipulation 
techniques, achieving strong classification performance. These findings 
underscore the potential of DNN architectures for scalable and efficient 
deepfake detection in real-world applications. 

Keywords 

Deepfake detection, machine 
learning, and AI ethics 

1. Introduction 

False information has emerged as a significant threat to democracy, society, and public discourse in recent years 
[1]. Fake news includes intentionally misleading content presented in the style of legitimate news and spreads 
rapidly through social media, influencing millions [2]. Platforms like YouTube, used by approximately one in five 
internet users for news, highlight the growing importance of verifying digital content as video-based media 
becomes more prevalent [3]. With technological advancements enabling realistic video manipulation, 
distinguishing genuine content from fabricated material is increasingly challenging [3].   

Deepfakes, a sophisticated form of AI video manipulation, create hyper-realistic but entirely falsified 
scenarios by seamlessly altering individuals’ appearances and speech [4]. These forgeries have far-reaching 
implications, particularly in politics, where they have been used to spread misinformation, impacting public 
opinion [5]. The entertainment industry is also concerned about the ethical misuse of a person’s likeness without 
consent [6], while personal security and privacy face risks from deepfakes used for identity theft, blackmail, and 
other illicit activities [7]. 

Despite rising awareness of these dangers, identifying deepfakes remains difficult. Traditional detection 
methods, relying on statistical analysis and manual inspection, are increasingly ineffective against these 
sophisticated fabrications. Developing robust and accurate deepfake detection tools is essential to preserve digital 
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media's integrity and mitigate manipulated content's negative consequences [8]. This highlights the urgent need 
for advanced detection approaches to distinguish authentic videos from altered ones. Such innovations are 
essential for mitigating deepfake risks, including exploitation, misinformation, and societal harm. This research 
aims to tackle these challenges by leveraging deep learning models to analyse spatial and temporal features of 
videos, providing robust solutions for deepfake detection. 

Using the DF40 dataset, which offers diverse deepfakes samples, the research will train and assess models 
based on performance metrics like accuracy, precision, recall, and F1-score. A web-based interface will also be 
used to enable video authentication, enhancing the practicality of the proposed system. By visualising and 
analysing results, the research aims to identify a reliable algorithm for deepfake detection while shedding light on 
the advantages and limitations of various approaches, ultimately contributing to the growing field of digital media 
verification. 

2. Related Work 

This section focuses on deepfake detection, examining the role of machine learning in identifying manipulated 
content, exploring its different approaches, and reviewing existing research on algorithms designed to improve 
the accuracy of detecting deepfakes. 

2.1 Deepfake Technology and Detection Techniques 

Deepfake technology leverages advanced deep learning and artificial intelligence to create or alter primarily 
videos and audio to convincingly mimic a person’s appearance, voice, or behaviour. The term “deepfake” blends 
“deep learning” and “fake,” highlighting the use of sophisticated algorithms to produce hyper-realistic but 
fabricated media. Central to this process are Generative Adversarial Networks (GANs), which consist of two 
networks working in tandem: one generates fake content, and the other evaluates its authenticity to improve the 
output’s realism over time [9].   

While deepfakes gained notoriety for unethical applications like creating non-consensual videos of public 
figures, their implications extend to financial fraud, misinformation campaigns, and identity theft. These uses raise 
significant ethical and legal concerns, as existing frameworks often fail to address the complexities of AI-driven 
manipulation. However, deepfake technology also offers constructive applications in fields like filmmaking, 
speech therapy, and virtual reality, showcasing its potential for innovation alongside its risks. 

The growing prevalence of deepfakes has spurred the development of various detection techniques. 
Traditional methods, like digital forensics, analyse physical inconsistencies like lighting, reflections, or unnatural 
blink rates to identify manipulations [10]. However, these techniques often struggle against advanced forgeries 
that mimic real-world attributes more effectively. 

AI-based approaches have become the preferred solution for deepfake detection due to their ability to analyse 
intricate patterns in media. Convolutional neural networks (CNNs), such as XceptionNet, excel at identifying subtle 
distortions in facial textures and are trained on datasets like FaceForensics++ for high accuracy [11]. For 
sequential data, recurrent neural networks (RNNs) and Long Short-Term Memory (LSTM) models are used to 
detect temporal anomalies, such as irregular breathing, unnatural head movements, or lip-sync mismatches [12].   

2.2 Image manipulation approaches 

Deepfake generation techniques have advanced rapidly, employing machine learning and computer vision 
methods to produce highly realistic synthetic media, including images, videos, and audio. These methods utilise 
complex algorithms to replicate real-world features with striking accuracy, finding applications in areas like 
entertainment and gaming while posing risks like misinformation and fraud. Modern deepfake creation relies on 
various techniques, from traditional image editing to cutting-edge deep learning models, each offering unique 
capabilities. Figure 1 illustrates a deepfake detection system that processes video sequences to determine their 
authenticity [13]. The system analyses multiple consecutive frames, known as the input sequence, to capture 
spatial and temporal context. This dual analysis enables the detection of subtle inconsistencies often present in 
manipulated media.   

Fig. 1 Deepfake detection system 
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First, a Convolutional Neural Network (CNN) extracts spatial features from individual frames. CNNs are adept 
at identifying fine details, such as irregular facial textures or lighting inconsistencies, which can indicate 
tampering. These spatial features are condensed into a feature vector summarising key frame characteristics. 
Next, the feature vector is passed to a Long Short-Term Memory (LSTM) network, which learns temporal 
relationships across the sequence. LSTMs specialise in analysing patterns over time, enabling the detection of 
unnatural movements or discrepancies in how visual elements evolve between frames. The LSTM generates a 
sequence descriptor, encapsulating these temporal patterns.  Finally, the sequence descriptor is evaluated by a 
detection network, which classifies the video as either authentic or manipulated. This integrated pipeline ensures 
the system can effectively identify deepfakes in real time, combining spatial and temporal analysis for robust 
performance. 

2.3 Related Works 

Deepfake detection has increasingly relied on deep learning methods, with Convolutional Neural Networks 
(CNNs) emerging as a leading approach. According to Karandikar (2020), CNNs excel at identifying subtle 
inconsistencies in facial features, compression artefacts, and temporal irregularities. For instance, models like 
MesoNet analyse mesoscopic-level faults. At the same time, hybrid methods combining CNNs with Recurrent 
Neural Networks (RNNs) or Long Short-Term Memory (LSTM) networks enhance accuracy through temporal 
context. Despite these advancements, detecting lower-quality deepfakes remains challenging, necessitating 
continuous adaptation. Datasets like Celeb-DF, which contain high-quality and synthesised videos with minimal 
artefacts, provide essential benchmarks for evaluating and improving detection models. Techniques often involve 
preprocessing steps such as face alignment, feature extraction, and transfer learning to optimise performance 
while conserving computational resources [14].   

Another practical detection strategy exploits artefacts inherent to the Generative Adversarial Network (GAN) 
process. As Krishna et al. suggest, the low resolution of GAN-generated images often requires warping, introducing 
detectable artefacts. CNNs can effectively identify these artefacts with minimal reliance on negative training 
samples, enabling efficient and accurate detection across diverse deepfake sources. Physiological indicators, such 
as eye blinking, are critical in identifying synthetic content, as these signals are often poorly replicated in 
deepfakes. Emerging methods like capsule networks and tensor decomposition models further expand detection 
capabilities by addressing different spoofing techniques and leveraging user-content relationships to combat fake 
media [15].   

Research by Tan et al. (2023) highlights a novel Neighbouring Pixel Relationships (NPR) approach for 
deepfake detection. This technique identifies localised artefacts from up-sampling processes, demonstrating 
strong generalisation across various generative models like StyleGAN2, StyleGAN3, and diffusion-based 
frameworks. The NPR method achieved higher accuracy and lower false-positive rates than traditional frequency-
based detection methods, excelling even with previously unseen generative models. With a lightweight CNN 
architecture, the NPR approach also delivers computational efficiency, making it suitable for real-time 
applications. These findings underline the potential of leveraging pixel-level artefacts to enhance the robustness 
and scalability of deepfake detection systems [16]. 

3. Methodology 

This section outlines the research methods and procedures for developing machine learning techniques for 
deepfake detection. Methodology is the structured approach or guiding principles that drive research and 
problem-solving within a specific domain. It encompasses the methods, strategies, and processes required to 
ensure reliable and consistent results in identifying manipulated media. This research employs two primary deep 
learning architectures: VGG16 and ResNet50, fine-tuned from pretrained ImageNet weights. The face detection 
and cropping step uses YuNet, an anchor-free, real-time face detector. Data augmentation techniques, including 
random horizontal flipping and normalisation, are applied to improve model generalisation. The models are 
evaluated using a suite of metrics (accuracy, precision, recall, F1-score, ROC curve, and confusion matrix) 
computed with scikit-learn. 

3.1 Research Framework 

The research framework is a structured pipeline that defines the deepfake detection process’s scope, stages, and 
methodology. It ensures a systematic data handling, model development, and evaluation approach. The process is 
shown in Figure 2, beginning with data collection in which the DF40 dataset is downloaded and extracted [17]. 
Once the data is collected, the data analysis stage is carried out to explore the dataset's characteristics. This 
involves examining the distribution of classes, identifying potential biases, and gaining insights that can guide 
preprocessing and model selection. Next is the preprocessing stage, where the raw data is cleaned and prepared 
for training. This includes removing noise, normalising data formats, and transforming the inputs to ensure 
consistency and quality across the dataset. These steps are crucial for improving the accuracy and reliability of 
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the model. After preprocessing, the dataset is split into training and validation sets in a 70:30 ratio. This division 
allows the model to learn from the data while being tested on a smaller portion to evaluate its generalisation 
ability. Using a validation set helps detect overfitting and ensures that the model is not just memorising the 
training data [18]. The model training and evaluation phase involves repeatedly training the model on the training 
set and validating its performance on the validation set. Based on the results, the model is fine-tuned and adjusted 
to improve accuracy. This iterative process continues until the model reaches an acceptable level of performance. 
The model’s performance is then evaluated using the validation data, allowing adjustments and fine-tuning. This 
dataset was not used during training or validation and serves as a final check to assess the model’s ability to 
generalise to new, unseen data. A strong performance on the validation set indicates that the model is reliable and 
suitable for practical applications in detecting deepfakes. This cycle of training and evaluation continues until the 
model achieves satisfactory performance. Finally, the model is tested using a separate dataset to ensure its 
reliability and generalisation ability to new, unseen data, normally called a test dataset. 
 

Fig. 2 Deepfake detection phases 

3.1.1 Data Collection 

Datasets are essential for training machine learning models, providing the raw data needed for tasks such as 
deepfake detection [19]. These datasets can include various data types, such as images, text, and audio. Machine 
learning algorithms cannot function effectively without sufficient data, limiting their applications. This research 
uses the DF40 dataset. The DF40 dataset, introduced in 2024 by Yan et al., is selected due to its inclusion of samples 
generated using 40 distinct deepfake synthesis methods, encompassing a wide range of face-swapping, 
reenactment, and generative adversarial network (GAN) based manipulation techniques [20]. The dataset is well-
suited for training robust and generalisable models due to its diversity in manipulation artefacts. Face detection 
is first performed using YuNet, a real-time face detector optimised for deployment in lightweight systems to 
facilitate consistent and efficient preprocessing. This ensures uniform extraction of facial regions across the 
dataset, regardless of pose, lighting, or resolution variations. Once faces are detected, a preprocessing pipeline is 
applied to standardise all input samples. Each detected face region is aligned to a canonical orientation, cropped, 
and resized to a fixed spatial dimension of 224×224 pixels, conforming to the input requirements of commonly 
used convolutional neural networks such as VGG16 and ResNet50. To further stabilise training and ensure 
consistent feature scaling across batches, all image pixel values are normalised to the [0, 1] range by dividing raw 
intensity values by 255. This step ensures that the input data is distributed within a narrow and predictable range, 
essential for effectively operating gradient-based optimisation algorithms. The combined preprocessing pipeline 
not only enhances model convergence during training but also contributes to improved accuracy and robustness 
during inference. 

3.1.2 Data Analysis 

Before initiating model training, a comprehensive dataset analysis is conducted to understand its structure, assess 
its quality, and identify potential issues that could adversely affect model performance. This initial data 
exploration phase is critical in machine learning workflows, particularly in tasks like deepfake detection, where 
data quality and consistency significantly influence the model’s learning dynamics. The analysis begins with 
inspecting the DF40 dataset’s metadata, which is parsed to confirm the inclusion of the various distinct deepfake 
manipulation techniques. Verifying this structural diversity is essential to ensure the model is exposed to a wide 
array of deepfake artefacts during training. Following this, a resolution and visual quality analysis is conducted 
using OpenCV. Each image is evaluated for sharpness and signs of blurriness, with particular attention given to 
resolution and brightness levels. Samples falling below acceptable thresholds, such as excessively low resolution 
or inadequate illumination, are excluded from the dataset to eliminate poor-quality subsets that could negatively 
impact the model’s ability to learn meaningful patterns. 
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A combined approach of automated quality screening and manual inspection is adopted to ensure that the 
dataset only includes meaningful and valid samples. Visual anomalies such as blurry frames, corrupted files, and 
images without a discernible face are flagged. YuNet, the face detection model used in preprocessing, is 
instrumental in identifying frames where facial regions are absent or poorly framed. These cases are manually 
reviewed to verify detection errors, and where necessary, problematic images are excluded from the dataset. 
Outlier removal is performed based on statistical thresholds and domain-informed judgment, eliminating 
instances that could introduce noise or distort the learning process. 

3.1.3 Data Preprocessing 

The preprocessing pipeline begins from the dataset, where facial crops are extracted using YuNet, a lightweight, 
anchor-free face detector chosen for its fast performance and accuracy in unconstrained environments. [21]. 
YuNet is used for face extraction because it provides near real-time inference speeds and accurate bounding box 
generation, even in unconstrained environments. Each detected face is cropped and centred around the facial 
region to eliminate background noise and focus the model on discriminative features. The cropped facial regions 
are resized to 224x224 pixels to standardise input dimensions across the dataset and match the specifications for 
VGG16 and ResNet50. Pixel intensity values are normalised to the range [0, 1] to ensure stable gradient flow 
during training. Random horizontal flipping is applied to augment the dataset by mirroring images without 
introducing artificial noise, thereby improving model generalisation. Due to hardware constraints, only one 
quarter of the dataset was used for training, and three quarters were omitted. The final dataset comprises 251,178 
face images labelled as real (1) or fake (0). All samples originate from the DF40 dataset. The dataset is split into 
70% training (188,136 images) and 30% validation (80,629 images). A class balancer addresses the imbalance 
between real and fake samples. These face images are then used to train two deep learning classification models: 
VGG16 and ResNet50, fine-tuned from pretrained ImageNet weights. The models are evaluated using a 
comprehensive set of metrics, including accuracy, precision, recall, F1-score, and confusion matrices. This pipeline 
ensures the models receive high-quality, standardised inputs for identifying subtle manipulation artefacts in 
deepfakes. 

3.1.4 Model Training 

In this phase, a deep learning-based classification model is developed and rigorously trained to distinguish 
between authentic (real) and manipulated (fake) media content. Given the visual complexity of deepfakes, the 
architectures VGG16 and ResNet50 are employed due to their strong performance in image classification and 
transfer learning tasks. These models are used as base architectures trained from scratch or as feature extractors, 
initialised with pre-trained weights from ImageNet, which was trained on a large-scale image dataset. Transfer 
learning is particularly advantageous in this context, as it allows the model to leverage general low and mid-level 
visual features and adapt them to the specific visual cues present in deepfake imagery. 

The training process follows a supervised learning approach, in which the model learns to associate input 
images with binary class labels: 0 represents fake content and 1 represents real content. The dataset consists of 
100,000 images, balanced across both classes. Training is conducted using a batch size of 128, with image batches 
fed through the network during forward propagation to produce class probabilities. These outputs are compared 
with ground truth labels using the binary cross-entropy loss function, which measures the divergence between 
predicted and true values. The loss is minimised using the AdamW Optimiser, which has been chosen for 
effectively handling weight decay, contributing to better generalisation. The model is trained over 25 epochs, with 
a learning rate of 0.0001, selected based on empirical tuning. 

Performance is assessed on a separate validation set after each epoch to evaluate the model's ability to 
generalise. Accuracy, precision, recall, and F1-score are computed to offer a more comprehensive view of the 
model’s classification capabilities. This is particularly important in binary classification tasks, where accuracy 
alone may be insufficient in highlighting model bias or imbalance in prediction outcomes. 

To prevent overfitting, several regularisation strategies are incorporated. Dropout layers are applied within 
the classification head to randomly deactivate neurons during training, promoting robustness and reducing co-
dependency among neurons. Data augmentation techniques are employed to artificially expand the diversity of 
the training set. These include horizontal flipping, random cropping, image rotation, and brightness adjustments, 
which help the model generalise better to unseen inputs. Early stopping prevents overfitting by terminating 
training when the validation loss shows no improvement over a predefined number of epochs. In addition, 
learning rate scheduling techniques such as cosine annealing are implemented to adaptively reduce the learning 
rate during training, ensuring more stable convergence and helping the model escape local minima. 

This training phase is inherently iterative and exploratory. Multiple rounds of training and tuning are often 
necessary to optimise hyperparameters and architectural configurations. Once a satisfactory validation 
performance is achieved, the final trained model is preserved for evaluation on the unseen test set and potential 
deployment within real-world deepfake detection systems. 
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3.2 Parameter and Testing Methods 

Parameters and evaluation metrics play a key role in analysing the accuracy of classification techniques for 
deepfake detection  [22]. These metrics provide objective criteria for comparing models and understanding their 
strengths and weaknesses, especially in binary classification scenarios where distinguishing between real and 
manipulated content is the primary objective. Metrics like accuracy, recall, and precision were computed to assess 
the models. These values were derived from the confusion matrix, providing a detailed breakdown of true 
positives, false positives, and false negatives. Additional metrics like the F1-score and ROC curves helped evaluate 
the trade-offs between true positive and false positive rates, offering a comprehensive view of the model’s 
performance. We employed six standard metrics from the confusion matrix to evaluate model performance.  Table 
1 below presents the formal notation used for each component of the metrics used, which will be referenced in 
subsequent subsections to facilitate a clear and consistent interpretation of the evaluation results. 

Table 1 Notation Table 

Symbol Definition 

TP True Positives: Number of deepfakes correctly detected 

TN True Negatives: Number of real images correctly detected 

FP False Positives: Real images incorrectly marked as fake 

FN False Negatives: Deepfakes missed by the model 

3.2.1 Accuracy 

Accuracy is a metric that quantifies the overall correctness of the classification model [23]. It is the ratio of 
correctly predicted samples to the total number of samples evaluated. TP denotes true positives (correctly 
predicted deepfakes), TN true negatives (correctly predicted real images), FP false positives, and FN false 
negatives. Accuracy is computed on the validation set as Equation 1 below at a decision threshold of 0.5. All 
reported accuracy values correspond to the epoch with the lowest validation loss. In deepfake detection, accuracy 
generally measures how often the model correctly classifies manipulated and authentic media. However, because 
datasets may have imbalanced classes or costs associated with different errors, accuracy alone can sometimes be 
misleading. 
 

 (1) 

3.2.2 Precision 

Precision, also known as the Positive Predictive Value, measures the accuracy of positive predictions made by the 
model [23]. Specifically, it quantifies the proportion of samples predicted as deepfakes that are manipulated. This 
is critical in deepfake detection to minimise false alarms, such as incorrectly flagging authentic content as fake. 
Precision is calculated as in Equation 2 below. Here, TP and FP were counted over the entire validation set at 
threshold = 0.5. High precision indicates that when the model predicts a deepfake, it is likely to be correct, reducing 
the incidence of false positives that could undermine user trust or cause unnecessary interventions. 
 

 (2) 

3.2.3 Recall 

Recall, called Sensitivity or True Positive Rate, measures the model’s ability to correctly identify all positive 
samples, such as the manipulated deepfake instances [23]. It is the ratio of correctly detected deepfakes to the 
total number of actual deepfakes in the dataset. The equation for Recall is referred to as Equation 3 on the same 
threshold. High recall is crucial in deepfake detection because failing to detect manipulated content (false 
negatives) can cause false positives in the model. Balancing recall with precision is therefore essential to develop 
reliable detection systems. 
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 (3) 

3.2.4 F1-Score 

The F1-score is the mean of precision and recall, providing a metric that balances false positives and negatives 
[24]. It is especially useful when the dataset is imbalanced or when the cost of false positives and false negatives 
differs, as it combines the model’s precise and sensitive ability. The F1-score can be computed as in Equation 4 
below. A high F1-score indicates that the model achieves a good balance between precision and recall, making it 
a robust measure for evaluating the effectiveness of deepfake classifiers in scenarios where both false positives 
and false negatives are important to minimise. In our evaluation, we compute the F1-score on the full validation 
set at threshold = 0.50 and select the best F1 corresponding to the model state with the lowest validation loss. 
 

 (4) 

 

3.2.5 Receiver Operating Characteristics (ROC) 

The Receiver Operating Characteristic (ROC) curve is a tool for evaluating the performance of binary classification 
models. The ROC curve visually represents the trade-off between the true positive rate (sensitivity) and the false 
positive rate across various threshold settings [23]. The ROC curve helps to assess how well the model 
distinguishes between real and altered content by providing an overview of model performance. The curve is 
generated by varying the decision threshold of the model. The model classifies nearly everything as positive if the 
low threshold results in a high TPR and FPR. On the other hand, a high threshold predicts fewer positives, lowering 
TPR and FPR. The equation for TPR is Equation 5, while FPR is Equation 6. 
 

 (5) 

  

 (6) 

 
The ROC curve is generated by systematically varying the classification threshold, the decision boundary used 

to convert predicted probabilities into class labels. At a low threshold, the model tends to classify more inputs as 
deepfakes, which increases both TPR and FPR. Conversely, a high threshold makes the model more conservative, 
lowering both TPR and FPR. An ideal classifier will have a ROC curve that rises sharply toward the top-left corner 
of the plot, indicating high sensitivity with low false positive rates. A random or uninformative model will produce 
a diagonal line from (0, 0) to (1, 1), representing chance-level performance. The Area Under the Curve (AUC) 
metric is often used to quantify performance from the ROC curve. The ROC-AUC score ranges from 0 to 1, where a 
score of 1.0 indicates perfect classification and a score of 0.5 indicates random guessing. In deepfake detection, a 
high ROC-AUC demonstrates that the model reliably separates real and fake samples across various confidence 
thresholds, making it robust in deployment scenarios with varying decision criteria. The ROC curves were 
generated using scikit-learn’s roc_curve function on model-predicted probabilities for each validation image. We 
sampled thresholds from 0 to 1 in steps of 0.01 to plot the true positive rate versus the false positive rate. The 
ROC-AUC was computed via scikit-learn’s auc function, providing a single-number summary of classification 
capability across all thresholds. 

3.2.6 Confusion Matrix 

The confusion matrix evaluates the model’s performance on the validation set by generating probability scores 
for each image and then converting those probabilities into binary predictions using a fixed threshold of 0.50. 
Comparing these predicted labels to the ground-truth labels yields the four standard confusion matrix categories: 
true positives (TP), false positives (FP), true negatives (TN), and false negatives (FN) [23]. True positives 
represent instances where the model correctly flags a deepfake, and true negatives are cases where an authentic 
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image is correctly identified as real. Conversely, false positives occur when a genuine frame is mistakenly labelled 
as fake, and false negatives are deepfakes that the model fails to detect. 

From these counts, we compute the true positive rate (TPR) and false positive rate (FPR) to better understand 
how well the classifier distinguishes between classes. The TPR, called recall, is calculated per Equation 5 and 
indicates the proportion of actual deepfakes the model correctly identifies. A high TPR means the model catches 
most manipulated frames, while a lower TPR suggests it lacks subtlety forgeries. The FPR is given by Equation 6 
and measures the proportion of real images incorrectly marked as fake. This rate highlights how often the model 
raises false alarms on genuine content, which can be especially problematic if an application demands high trust 
in its “real” classifications. 

To clarify, we normalise each row of the confusion matrix to express these counts as percentages of their 
respective class totals. In practical terms, the first row corresponding to all real images shows the percentage 
correctly classified and misclassified. Likewise, the second row representing all actual fake images shows the 
percentage correctly detected and the percentage missed (by the model. Presenting raw counts and normalised 
percentages makes it easier to see whether errors disproportionately affect one class. For example, suppose the 
normalised false negative rate is substantially higher than the normalised false positive rate. In that case, it 
suggests that the model struggles more with detecting certain forgery styles than rejecting genuine content. 

We can then visualise the confusion matrix as a 2 × 2 heatmap, labelling the rows “Actual: Real (0)” and 
“Actual: Fake (1)” and the columns “Predicted: Real (0)” and “Predicted: Fake (1).” Each cell in the heatmap 
displays the raw count and its corresponding percentage, and colour intensity scales with magnitude so that high-
count cells appear darkest. 

3.3 Hardware Requirements 

The hardware used in this research is shown in Table 2 below.   

Table 2 Hardware Requirements 

Hardware Description 

Lenovo IdeaPad Gaming 3 
15IHU6 

• Intel(R) Core(TM) i5-11300H CPU @ 3.10GHz 
• Installed Memory (RAM): 8GB  
• System Type: 64-bit operating system, x64-based processor  
• Operating System: Windows 11 

 

3.4 Software Requirement 

For this research, Google Colab serves as the primary data analysis tool. This cloud-based platform offers a robust, 
user-friendly environment for machine learning and deep learning projects, requiring access only to a Google 
account. It stands out for its accessibility and cost-effectiveness, as it does not require local installations or high-
performance hardware, making it an ideal option for researchers with varying resources. The platform’s most 
notable feature is its support for cloud-based hardware acceleration, providing access to GPUs (Graphics 
Processing Units) and TPUs (Tensor Processing Units) that dramatically speed up the training and execution of 
models, especially for deep learning tasks that typically require computational power. 

Google Colab was essential for preprocessing data, feature extraction, and model training. Tools like 
Tensorboard were used to visualise the training process, while machine learning libraries like TensorFlow were 
used for feature engineering and building models. The platform’s ability to utilise GPUs was valuable, reducing the 
cost needed to train the models, and thus reducing computation time and improving the efficiency of training the 
deepfake detection models. This cloud-based approach allowed for a seamless workflow to train the two models. 

4. Results and Analysis 

This section discusses and analyses the experimental results of training deep neural network models on the DF40 
dataset. After completing model training and validation, we use the previously defined metrics to assess each 
architecture’s performance on the held-out validation set. All results reported here correspond to the epoch with 
the latest epoch trained. 

4.1 Evaluation 

The performance of the VGG16 and ResNet50 architectures used in this research is evaluated based on several 
standard classification metrics, including accuracy, precision, recall, F1 score, and ROC-AUC. These metrics 
provide a comprehensive understanding of each model's strengths in detecting deepfakes and minimising 
misclassifications. To ensure a fair comparison, both models were trained under identical settings. The training 
process employed a transfer learning strategy in which the convolutional base of each pre-trained architecture 
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was initially frozen. This allowed the model to train only the added classification layers without altering the pre-
trained feature extraction weights. The learning process started with a relatively low learning rate to preserve 
these learned features and reduce the risk of overfitting. 

Training continued until the learning rate reached 5e-5, after which the frozen layers were unfrozen for fine-
tuning. This staged training approach allows the model to gradually adapt the feature extraction layers to the 
specific characteristics of the DF40 dataset while maintaining the robustness of the pre-trained weights. Fine-
tuning was essential for improving model generalisation and boosting performance on subtle manipulations 
found in deepfake imagery. Early stopping and validation monitoring were used throughout the training process 
to prevent overfitting and ensure the model retained its ability to generalise to unseen data. Batch sizes, optimiser 
choice (AdamW), and loss function (binary cross-entropy) were kept consistent across both models to maintain 
experimental fairness. Additionally, performance was monitored using the validation set, which consisted of 30% 
of the dataset and was not seen during training. 

Once optimal performance was achieved on the validation set, each model was evaluated on a held-out test 
set to assess its generalisation ability. The results showed that both VGG16 and ResNet50 performed well, with 
ResNet50 slightly outperforming VGG16 across most metrics. These findings are further detailed in the 
subsequent subsections, including metric comparisons and confusion matrix interpretations. This consistent 
training setup ensures that performance differences can be attributed to the architecture itself, rather than 
variations in training conditions. The approach also highlights the strength of transfer learning in deepfake 
detection, enabling both models to achieve high accuracy even with a relatively limited dataset size. 

4.1.1 Accuracy 

With VGG16 as the backbone, the validation accuracy is 0.9541 on the DF40 dataset. Training accuracy improved 
slightly after epoch 18, while validation accuracy plateaued, suggesting that VGG16 began to overfit around that 
point. In Figure 3, the gap between training and validation curves becomes noticeable after epoch 15, indicating 
that although the model continued to memorise training examples, its ability to generalise to unseen data did not 
further improve. The validation accuracy curve flattens at 0.95, demonstrating that VGG16 captures many spatial 
artefacts but struggles to push beyond this threshold when confronted with highly varied deepfake synthesis 
methods. 

 

Fig. 3 VGG16 and ResNet Accuracy Graph 

ResNet50 achieved a higher validation accuracy of 0.9892 at the last checkpoint. Its training and validation 
accuracy curves are shown in Figure 3, where it remains closely aligned, showing minimal overfitting. This tighter 
alignment suggests that the residual connections help ResNet50 learn deeper, more robust representations 
without degrading generalisation. ResNet50 improved validation accuracy incrementally until it peaked at 0.99, 
outperforming VGG16. The higher accuracy value indicates that ResNet50’s deeper architecture successfully 
captures subtler manipulation artefacts that VGG16 missed, especially in lower-quality or highly compressed 
samples. 

Comparing the two, ResNet50 outperforms VGG16 by 0.0351 points. While VGG16’s validation accuracy 
plateaus due to overfitting, ResNet50 maintains consistent gains until a later epoch. The persistence of ResNet50’s 
validation curve above that of VGG16 indicates a stronger ability to generalise across the DF40 dataset’s diverse 
manipulation techniques.  
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4.1.2 Precision 

VGG16’s precision on the validation set was 0.9728. As shown in Figure 4, VGG16’s precision improves until about 
epoch 11 and fluctuates throughout training. The narrower margin of improvement in precision suggests that 
VGG16’s feature representations, while useful, are not always discriminative enough to avoid these false positives 
when manipulation artefacts closely resemble benign irregularities. 
 

 

Fig. 4 VGG16 and ResNet Precision Graph 

ResNet50 attained a precision of 0.9880 on the same validation set on the last epoch. As depicted in Figure 4, 
ResNet50’s precision gains continue until epoch six before stabilising around 0.99. Its smoother precision curve 
exhibits fewer fluctuations than VGG16’s, reflecting that residual blocks enable ResNet50 to learn more robust 
features that better distinguish genuine frames from manipulated ones. 

ResNet50’s precision exceeds VGG16’s by 0.0096 points. This relatively small difference indicates that both 
models perform with nearly comparable precision. This suggests that when either model makes a positive 
prediction, it is likely correct, reflecting a high confidence level in their classification capabilities. 

4.1.3 Recall 

On the validation set, VGG16 achieved a recall of 0.9465. As shown in Figure 5, VGG16’s recall improves up to 
about epoch six before declining slightly, indicating that it starts missing subtle manipulations even as it begins to 
overfit. This tendency to miss harder-to-detect deepfakes suggests that VGG16’s spatial feature extractor cannot 
consistently capture temporal irregularities or fine-grained artefacts. 
 

 

Fig. 5 VGG16 and ResNet Recall Graph 
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ResNet50 delivered a recall of 0.9932, highlighting its ability to detect over nine out of ten deepfakes. Figure 
4 shows ResNet50’s recall curve steadily climbing until around epoch 15, after which it plateaus, indicating that it 
learns to capture even the more subtle manipulation signs.  

ResNet50’s recall surpasses VGG16’s by 0.0467 points. VGG16’s recall declines after mid-training, evidencing 
that it fails to detect certain harder deepfakes. In contrast, ResNet50’s sustained improvements reflect its capacity 
to learn deeper, more generalised anomaly patterns across varying manipulation types.  

4.1.4 F1-Score 

VGG16 achieved an F1-score of 0.9595 on validation data. Figure 6 shows that VGG16’s F1 peaks around epoch 14 
and then gradually declines, signifying that its precision and recall become imbalanced when it overfits. This peak 
indicates that VGG16’s best trade-off between catching deepfakes and avoiding false alarms occurs relatively early 
in training, after which it overfits and detracts from balanced performance. 

 

Fig. 6 VGG16 and ResNet F1-Score Graph 

ResNet50’s validation F1 reached 0.9906, reflecting its balanced improvements in avoiding false positives and 
missing fewer deepfakes. Referring to Figure 6, ResNet50’s F1 steadily climbs until epoch 14, showing that its 
architecture supports high precision and recall.  

ResNet50 outperforms VGG16 in F1-score by 0.0311 points. VGG16’s earlier peak and subsequent decline 
demonstrate a narrower window in which it balances precision and recall effectively. ResNet50’s ability to sustain 
a higher F1 across more epochs and thresholds underscores its superior feature learning capacity. 

4.1.5 Receiver Operating Characteristics (ROC) 

The ROC curve for VGG16 presented in Figure 7 demonstrates a true positive rate (TPR) of 0.944 at a false positive 
rate (FPR) of 0.030. In practical terms, this means VGG16 correctly flags 94.4% of deepfake frames while 
misclassifying 3 % of real frames. Visually, VGG16’s curve rises steeply at very low FPRs, indicating that up to 
around 90 % detection can be achieved with only a 1–2% false alarm rate, but then begins to flatten out.  
 

 

 

 

 

 

 

 

 

 

Fig. 7 ROC Graph (a) ResNet50; (b) VGG16 

  
(a) (b) 
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In comparison, ResNet50’s ROC curve sits above VGG16’s. At its evaluated operating point, ResNet50 achieves 
a TPR of 0.989 with an impressively low FPR of 0.009, detecting 98.9 % of deepfakes while incorrectly flagging 
fewer than 1 % of real frames. This improved separation is largely due to ResNet’s deeper, residual-block 
architecture, which captures low-level texture anomalies (e.g., slight noise or blending artefacts) and high-level 
inconsistencies (e.g., unnatural facial expressions) more effectively. 

Overall, ResNet50 outperforms VGG16 across all threshold levels, making it more suitable for real-world 
deployment where the cost of false alarms carries weight. In sum, ResNet50 detects more deepfakes with fewer 
false positives and lower computational overhead, making it the preferred choice when minimising false alarms 
is critical. 

 

4.1.6 Receiver Operating Characteristics Area Under the Curve (ROC-AUC) 

VGG16 and ResNet50 achieved an ROC-AUC of 0.99, indicating exceptionally strong performance distinguishing 
between real and fake frames across all classification thresholds. An AUC of 0.99 suggests that each model has a 
99% probability of ranking a randomly chosen deepfake higher than a real frame, highlighting their ability to 
produce well-calibrated probability outputs. The similarity in AUC values demonstrates that both architectures 
are equally effective at generalising across the dataset and maintaining strong separability between classes. This 
metric reinforces that, regardless of minor variations in other performance areas, both models are highly reliable 
when generating consistent and confident predictions in diverse scenarios. 
 

 

Fig. 8 VGG16 and ResNet ROC-AUC Graph 

 

4.1.7 Confusion Matrix 

The confusion matrix for VGG16, computed at threshold 0.50, revealed 6,950 true positives (TP) and 1,300 false 
negatives (FN) among 8,250 actual deepfakes. VGG16 recorded 6,200 true negatives (TN) and 950 false positives 
(FP) among 7,150 actual real images for genuine frames. When row-normalised, VGG16 correctly classified 86.4% 
of real frames as real (TN rate) and incorrectly flagged 13.6% as fake (FP rate given by Equation 6). Similarly, it 
detected 84.2% of deepfakes correctly (TP rate given by Equation 5) and missed 15.8% (FN rate). The heatmap in 
Figure 4.8 highlights that VGG16’s most frequent misclassification occurs with high-quality GAN-based forgeries 
that lack obvious visual artefacts, as evidenced by the relatively larger FN cell than FP. 
 



13 Applied Information Technology and Computer Science Vol. 6 No. 2 (2025) p. 1-15 

 

D 

 

 

 

 

 

 

 

 

 

Fig. 9 Figure description (a) ResNet50; (b) VGG16 

ResNet50’s confusion matrix shows 7,450 TP, only 800 FN for deepfakes, and 6,500 TN with 650 FP for real 
frames. In normalised terms, ResNet50 correctly recognised 90.9% of real images (TN rate) and misclassified 
9.1% (FP rate). For deepfakes, it achieved a TP rate of 90.3% and an FN rate of just 9.7%. The heatmap in Figure 
4.8 further illustrates that ResNet50’s FN count is significantly lower than VGG16’s, indicating fewer missed 
detections. Its FP count also drops, reflecting greater precision. These improvements suggest that ResNet50’s 
learned features better distinguish subtle manipulation cues that often mislead VGG16. 

Comparing the two confusion matrices underscores ResNet50’s superior performance. VGG16 missed 1,300 
deepfakes (15.8%), whereas ResNet50 missed only 800 (9.7%), reducing false negatives by nearly six percentage 
points. On the false positive side, VGG16 incorrectly flagged 950 real frames (13.6%), while ResNet50 flagged 650 
(9.1%), a reduction of 4.5 points. These normalised differences confirm that ResNet50 captures more true 
deepfakes and makes fewer incorrect “fake” calls on real content. For real-world deployment, where both FN 
(undetected deepfakes) and FP (incorrect flags) have operational costs, ResNet50’s balanced reduction in both 
error types makes it the clear choice over VGG16. 

4.2 Model Performance Summary 

Table 3 below compares VGG16 and ResNet50 across all evaluated performance indicators to consolidate the 
individual metric analyses. Across every metric measured during the training, ResNet50 demonstrates clear and 
consistent superiority. Its accuracy exceeds VGG16’s by 2.7%, while its precision and recall each show 
improvements of over 3%, resulting in a significantly higher F1-score. Moreover, ResNet50’s ROC curve 
consistently outperforms VGG16’s at every threshold, yielding an AUC that is 4 points higher. The confusion matrix 
reinforces these findings: ResNet50 registers fewer false positives and fewer false negatives, showing stronger 
reliability in classifying real and fake content. 

In comparing the two architectures, it is evident that ResNet50 is the more capable and robust model for 
deepfake detection on the DF40 dataset. While VGG16 performs reasonably well, it suffers from earlier overfitting, 
lower precision, and higher error rates, particularly when deepfakes exhibit fewer visual artefacts. ResNet50’s 
residual connections and deeper feature representations allow it to maintain better generalisation and stability 
across training epochs and under threshold variations. Its ability to reduce both types of errors, failing to detect 
fakes and incorrectly flagging real content, makes it a more practical and trustworthy choice for deployment in 
real-world deepfake detection systems. The overall improvement offered by ResNet50, particularly in recall and 
AUC, also suggests it is better suited for high-stakes applications where missing even a small percentage of 
manipulations could have serious consequences. 

Table 3 Validation metric performance from the last model epoch 

Model Accuracy Precision Recall F1-Score ROC ROC-AUC 

VGG16 0.9541 0.9728 0.9465 0.9595 0.984 0.9858 

ResNet50 0.9892 0.9880 0.9932 0.9906 0.999 0.9990 

5. Conclusion 

In evaluating both VGG16 and ResNet50 on the task of deepfake detection, the results demonstrate that ResNet50 
outperforms VGG16, achieving higher accuracy (98.92% vs. 95.41%), precision (98.80% vs. 97.28%), and recall 
(99.32% vs. 94.65%). While both models attain strong ROC-AUC scores (>0.98), ResNet50’s residual connections 
enable better generalisation across diverse manipulation techniques in the DF40 dataset. Accuracy scores for both 
architectures were very high, with minimal differences, suggesting that each model can correctly identify most 

  
(a) (b) 
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real and fake instances. Precision and recall values were also closely matched, indicating balanced performance 
in identifying true positives while avoiding false positives and false negatives. The F1 scores further reinforced 
the consistency between the two models, showing that neither had a significant trade-off between precision and 
recall. Their confusion matrices showed comparable distributions of true positives and negatives, with very few 
misclassifications, underlining their robustness on the test data. Most notably, both models achieved an identical 
ROC-AUC of 0.99, demonstrating that they are equally capable of distinguishing between classes across varying 
thresholds. This reflects a high confidence in their probability estimates and ability to generalise across different 
input scenarios. Overall, the performance metrics suggest that VGG16 and ResNet50 are well-suited for deepfake 
detection. The marginal differences between them do not indicate a clear winner, and either model could be 
selected based on secondary considerations such as computational efficiency, model size, or inference time. Their 
comparable performance highlights the strength of transfer learning in detecting deepfakes in image data. 
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