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Available online: 30 November 2025  develop an information management system for students that includes
academic tracking with security features. The current non-existing
system results in disorganization and inefficiency in managing student

Keywords data. Additionally, sensitive student data remains unprotected due to
Management Information System, the absence of an existing system. The system implements security
Role-Based Access Control, Two- mechanisms such as two-factor authentication (2FA) using one-time
Factor Authentication, Web-Based password (OTP), Bcrypt for password hashing, role-based access
System control (RBAC) and reCAPTCHA. Agile methodology was used to ensure

flexible and efficient development. The method of securing sensitive
information and managing data interactions is applied in web-based
academic platforms. The system is expected to address challenges in
managing student data and protecting sensitive information, while
providing key benefits such as reliability, efficiency, user-friendliness
and security. A User Acceptance Testing (UAT) survey involving admins,
parents, and teachers showed 100% agreement on all functional,
usability, and security aspects, except one disagreement on
unauthorized access, confirming effective role-based access control. The
system demonstrates significant improvements in reliability, efficiency,
and data security for managing student tuition information.

1. Introduction

In today’s digital era, Management Information Systems (MIS) enhanced efficiency, decision-making and
competitiveness across industries, including education. MIS streamlines administrative tasks, supports
educators and improves learning experiences through better data management [1]. Kumon is a popular math
and reading program that helps students learn independently through worksheets. Teachers give lessons and
check progress, but managing all the student data can be time-consuming. This is where Management
Information Systems (MIS) could help.

Kumon centers currently rely on paper-based systems, making student data management slow and
disorganized without a centralized Management Information System (MIS). This leads to inefficiencies in
tracking progress, security risks and limited parent access to student records. The developed MIS automates
registration, attendance, classwork and performance tracking while enhancing security through two-factor
authentication, role-based access and data encryption [2]. By digitizing operations, the system reduces
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administrative workload, improves accuracy and safeguards student information, addressing key challenges in
Kumon current setup.

Kumon centers currently rely entirely on paper folders to store student records, attendance and classwork,
leading to disorganization and security risks. Physical folders often get misplaced, making it hard for teachers
and students to track progress, while unprotected sensitive data raises privacy concerns. Parents also struggle
to monitor their child performance since records remain at the center. Manual processes increase errors like
incorrect classwork assignments or lost folders, forcing teachers to recreate lost data [3]. A digital system would
prevent these issues by securely organizing records and allowing real-time progress tracking.

The new Kumon Student Management System replaces paper records with a secure digital platform, solving
current organizational and security issues. It implements registration, student management and progress
monitoring while implementing strong security measures like two-factor authentication, password hashing,
role-based access control, and reCAPTCHA [4]. Teachers save time on recording student academic performance,
parents gain real-time access to student progress and sensitive data remains protected [5], making education
management as secure as online banking systems.

2. Literature Review

This section discusses the literature review that has been done related to the management information system
including authentication, one-time password (OTP), password hashing, access control, reCAPTCHA and
comparison between existing systems and the developed system.

2.1 Study of Related System

A study of related systems is conducted by examining existing student information management and
academic monitoring systems with security features. The aim is to gain insights into their functionality and
security implementations, allowing for relevant comparisons and the identification of best practices that could
be applied to the Kumon Tuition Student Information Management and Academic Monitoring System with
Secure Access Control and Data Privacy.

2.1.1 A+ Home Tuition

A+ Home Tuition [6] is a web-based tutoring system in Malaysia offering home and online tuition services
for students from primary school to university, covering all subjects. The system has a user-friendly, minimalist
interface designed for students but lacks key functionalities like account registration and academic monitoring.
It also lacks security features such as authentication, user login, sign-up or password hashing. Users are not
required to create accounts. Instead, they can use forms for tutor applications and student tutor requests, which
function like registration without the need for password creation. Fig. 1 shows the student tutor request page
and application page.
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Fig. 1 A+ Home Tuition (a) Tutor request page; (b) Tutor application page
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2.1.2 UTHM Student Academic Information Management (SMAPOnline)

UTHM SMAP Online (Sistem Maklumat Akademik Pelajar) [7] is the academic information management
system used by Universiti Tun Hussein Onn (UTHM), providing students, faculty and staff access to services like
course registration, exam results, academic records and financial status. It features security measures such as
password hashing, role-based access control (RBAC) and two-factor authentication (2FA) using Microsoft
Authenticator, which generates a 30-second OTP for verification. Fig. 2 shows the system login page, course
registration page and basic info page.
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Fig. 2 UTHM SMAP (a) Login page; (b) Course registration page; (c) Student basic info page

2.1.3 MCPlus Online Tuition (MC+)

MCPlus [8], a Malaysian online education organization founded during the pandemic in April 2020, has
become one of the country largest online tuition centers. The system features security measures like login and
signup functionalities for new students. It also implements multi-factor authentication (MFA), requiring three
factors such as user password, a verification code sent via SMS to the registered phone number and a code sent
to the student registered email. The verification codes are time-sensitive, expiring after 60 seconds to ensure
secure access to the system. Fig. 3 shows the login and signup pages, and Fig. 4 shows the verification process.
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Fig. 3 MC+ (a) Login page; (b) Signup page
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Fig. 4 MC+ (a) Users provide mobile number page; (b) SMS verification code page; (c) Users provide email

2.1.4 Comparison Between Related System and Developed System

Table 1 shows the comparison between three related systems, A+ Home Tuition [6], UTHM SMAP Online [7]
and MCPlus Online Tuition [8] to identify and gain insights into their functionalities and security features,
providing a basis for comparison with the developed system.

Table 1 Comparison Between Related System and Developed System

System/Feature A+ Home UTHM Student Academic MCPlus Kumon Tuition Information
Tuition Information Management Online Management and Academic
[6] (SMAPOnline) [7] Tuition [8] Monitoring System with Secure
Access Control and Data Privacy
Platform Web- Web-based Web-based Web-based
based
Email and No Yes Yes Yes
Password Login
Two-Factor No Yes Yes Yes
Authentication
(2FA)
Account or Course Yes Yes Yes Yes
Registration
Password Hashing No Yes No Yes
Academic No Yes No Yes
Monitoring
Role-Based Access No Yes No Yes
Control
reCAPTCHA No No No Yes
Organized Student No Yes No Yes
Information

The developed Kumon system stands out by combining advanced security features such as 2FA, password
hashing, RBAC, and reCAPTCHA with academic monitoring and organized student data management. Unlike A+
Home Tuition and MCPlus, which lack both strong security and academic tracking, and UTHM SMAP which is
university-focused, this system offers a comprehensive, secure, and user-friendly platform tailored specifically
for tuition centers.
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2.2 Management Information System

Management Information System (MIS) is a structured framework designed to efficiently collect, manage,
and store information from various sources, enhancing business operations and decision-making [9]. It uses
tools like MySQL, Oracle and Microsoft SQL Server to organize data and ensure security through encryption,
access controls and backups. MIS architecture includes a data management layer for storage, an application
layer for processing, and a user interface layer for accessibility, all contributing to improved productivity and
professional data handling [10].

2.3 Access Control

Access control is a security mechanism that regulates who can access systems and data, ensuring
confidentiality, integrity and availability. It grants permissions based on verified identities and can include types
like Discretionary Access Control (DAC), Role-Based Access Control (RBAC) and Attribute-Based Access Control
(ABAC) [11]. Access control is vital for protecting sensitive information but can be challenging to manage,
especially in large organizations with frequent personnel changes, as seen in systems like UTHM network access
control.

Role-Based Access Control (RBAC) is a widely implemented access control function that grants access to
authorized users based on their roles and privileges within an organization. A role in RBAC defines a set of
permissions based on job positions held by employees, making it easy to manage and update access. RBAC
follows the principle of least privilege by granting permissions based on roles, which helps safeguard sensitive
data and reduce the risk of data breaches. Additionally, RBAC supports auditing by tracking activities such as
who did what in the application, providing a way to monitor actions within the organization [12].

2.4 Authentication

Authentication verifies the identity of individuals, devices or systems before granting access, ensuring users
are who they claim to be [13]. It secures sensitive systems and prevents unauthorized access through methods
like passwords, biometric traits and OTPs. Authentication types, including single-factor, two-factor and multi-
factor authentication, offer varying security levels, with multi-factor preferred for sensitive data. However,
vulnerabilities like weak passwords and brute-force attacks highlight the need for strong, complex passwords.
The Kumon Tuition Student Information Management System implements authentication to safeguard
organizational data.

Two-factor authentication (2FA) strengthens security by requiring two authentication factors from
categories such as something you know, have, or are. This additional layer of protection reduces risks even if one
factor is compromised, making it more secure than single-factor methods. Organizations handling sensitive data
commonly use 2FA with tokens like hardware devices, app-generated codes or SMS or email-delivered codes
[14].

2.5 One-Time Password (OTP)

One-Time Password (OTP) is a widely used authentication mechanism employed by companies, institutions
and governments to enhance security strategies [15]. OTP generates a unique, temporary code valid for a single
login session or transaction, typically expiring within 30 seconds, minimizing the risk of attacks like phishing.
Common OTP types include time-based OTP (TOTP), push notification OTP, SMS OTP and email OTP, providing
high security and convenience for sectors like e-commerce, online banking and healthcare. Its short validity and
single-use nature make OTP significantly more secure than traditional password-based methods.

Email OTP is another effective authentication method, frequently used for login verification or password
resets, as it enables users to receive codes on registered email addresses accessible from any internet-enabled
device [16]. While widely used, it is vulnerable to phishing attacks where attackers mimic legitimate email
addresses to trick users. PHPMailer, an open-source PHP library, is often used to send email OTPs efficiently and
securely.

2.6 Hashing Algorithms

Hashing algorithms are cryptographic functions that convert a password into a fixed-length string, known as
hash, which is stored in a database for enhanced security. The hash cannot easily be reversed, ensuring
password integrity. A salt function adds random data before hashing, further strengthening security by making it
harder for attackers to use brute-force attacks or rainbow tables. Common hashing algorithms include SHA-1,
MD5, SHA-256 and Bcerypt, with tools like Secrets used to generate cryptographically strong random strings for
salting, ensuring password confidentiality is maintained [17].
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2.7 reCAPTCHA

reCAPTCHA, developed by Google, is a security feature used to distinguish between human users and
automated bots, protecting websites and systems from unauthorized access, spam submissions and brute-force
attacks. It presents challenges like identifying images or verifying distorted text that are easy for humans but
difficult for bots. Integrated into online forms and login pages, reCAPTCHA provides an extra layer of protection
to safeguard sensitive information and reduce the risk of automated breaches.

3. Methodology

This section discusses the methodology used in the development of the system, which is agile model including
planning phase, design phase, development phase, testing phase, deployment phase, review phase, launch phase
and project planning.

3.1 Agile Software Development Model

This project used the Agile methodology, which involved seven phases including planning, design,
development, testing, deployment, review, and launch. Its iterative nature allowed flexibility and ongoing
improvements based on feedback. The process began with planning and identifying user needs through
stakeholder interviews. Design phases included flowcharts and system design diagrams. Development was done
step by step, allowing changes when needed. Testing ensured the system worked properly and it was then
deployed locally using XAMPP. Feedback from users and the supervisor was used to make improvements and
meet expectations. Finally, the system was launched after all essential modules were completed and tested. Fig.
5 shows the agile methodology.
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Fig. 5 Agile Methodology

The first phase of the project using Agile methodology is the planning phase, where all the important system
needs were identified. The system aims to offer a secure and user-friendly platform for the owner, teachers and
parents. Requirements were gathered through interviews. The owner requested secure access, proper data
handling and report generation. Teachers needed features to key in performance, manage attendance and track
progress. Parents wanted to register their children and view their academic performance. These needs helped
guide the design of a secure web-based system with features like two-factor authentication, RBAC and password
hashing. This phase also involved identifying the right software tools, programming languages and hardware
needed to ensure the system runs efficiently.

The design phase focused on turning user needs into system plans through mock-ups and diagrams. For the
Kumon Tuition Student Information Management and Academic Monitoring System, mock-ups like parent and
student registration, dashboards and classwork pages helped visualize the system early. Design tools such as the
DFD, ERD, context diagram and system flowchart were used to show data flow, system structure and user
interaction. This phase ensured everything was well-organized before development began.

The development phase is where the Kumon system was built into a working application based on the
earlier designs. This phase involved coding the main features and adding security elements like password
hashing and role-based access. Tools like Visual Studio Code were used for both frontend and backend
development using HTML, CSS, PHP and JavaScript to create user-friendly interfaces. XAMPP provided a local
server environment that made it easier to install and run components like the Apache web server and MySQL
(MariaDB) database. It is a software package that includes Apache, MySQL, PHP and phpMyAdmin, which helped
in managing databases and testing PHP functions during development. For example, the registration form was
tested using PHP and MySQL within XAMPP to ensure it functioned correctly before local deployment.

The testing phase is important to make sure the Kumon system works smoothly, is secure and meets user
needs. This phase helps find bugs, improve system functions and ensure a user-friendly interface. Unit testing
was done by developers to check each part, like login and OTP verification, and to test student data and

Penerbit
UTHM



Applied Information Technology and Computer Science Vol. 6 No. 2 (2025) p. 509-527

515

performance tracking. User acceptance testing (UAT) involved teachers, parents and the admin to confirm that
the system works as expected. For example, teachers tested classwork and attendance features, while parents
tested registration, login, and OTP. Testing also checked password strength and proper error handling.

The deployment phase is when the Kumon system is launched for real-world use. After testing, the system is
improved with new features, bug fixes and monitored regularly to ensure smooth performance. Feedback from
users like teachers, parents and admins is collected to spot issues and improve the system in future updates.
This helps make the system more secure, user-friendly, and suited to user needs.

The review phase is the final step in the Agile methodology, where the system is evaluated and improved
based on feedback from teachers, parents, and admin. The system is demonstrated to show its features, like
student registration, academic tracking, and login security. Stakeholders test the system and suggest
improvements, such as adding a password strength checker or improving the dashboard layout. This phase
helps ensure the system meets user needs and regular updates are made to keep it secure, stable and easy to
use.

The launch phase is where the Kumon system is fully released and made ready for actual use by parents,
teachers and admins. After completing all the previous phases and applying necessary improvements based on
feedback, the system is now stable, secure and user-friendly. It can be accessed through a web browser, allowing
users to perform real tasks like registration, monitoring and updating student data. This phase marks the
completion of the development process and the beginning of real-world usage.

3.2 Project Planning

Project planning is vital for managing this project as it establishes a clear, organized plan from inception to
completion. It helps developers anticipate challenges and minimize errors during development. Involving
stakeholders in the planning process ensures feedback is gathered, user requirements are understood and
project goals are achieved. Table 2 shows the tasks and outcomes of each phase in project planning using Agile
methodology.

Table 2 Software requirements for the developed system

Phase Task Outcome

Planning Conduct stakeholder interviews, justify Collect stakeholder data on user requirements,
software and hardware requirements and identify the suitable programming language and
identify issues in the non-existing system. web server, define hardware specifications and

propose solutions to address the issues.

Design Create a prototype with a basic Ul design for Develop a visual model of the system structure
user modules, showcasing functionalities with a clear, user-friendly design for modules
and security features. and define functionalities and security features.

Development Transform the basic design into a fully A fully functional and user-friendly interface for
functional system using Visual Studio Code the developed system.
for webpage creation and MySQL in XAMPP
for managing student information.

Testing Perform unit testing on security features Ensure security features function as intended
and conduct user acceptance testing with and verify system functionalities from the user
the end-user. perspective to ensure alignment with user needs.

Deployment  Release the completed system for user The system is deployed and ready for use, with
access and make improvements and updates ongoing enhancements to functionalities and bug
to enhance its user-friendliness. fixes.

Review Showcase the finished system to Stakeholders evaluate the system progress to
stakeholders, gather their feedback and ensure it aligns with their needs, and their
monitor system operations and feedback helps assess the system. Regular
performance. monitoring identifies any unusual activities.

Launch Officially release the system for real-world The system is fully operational and accessible to

use, provide access to users and monitor
system behavior after launch.

4. System Analysis and Design

intended users such as admins, teachers and
parents, ensuring a smooth transition from
development to active use.

This section outlines system analysis and design, covering the requirements needed to meet its goals, including
functional and non-functional requirements. It justifies the system analysis using tools like the Data Flow
Diagram, context diagram and Entity Relationship Diagram and then discusses system and interface design.
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4.1 Functional and Non-Functional Requirements Analysis

System requirements explain what the system needs to work properly and meet user needs. These include
functional and non-functional requirements. Functional requirements are defined as the processes and tasks
that the system must perform to support user activities and ensure it meets their needs. These requirements
explain the functionalities of the system and the actions carried out by the system to assist users in completing
the tasks. Functional requirements play a vital role in making the system functionalities effective and deliver
tasks that align with user expectation. Table 3 shows the functional requirements, outlining the key capabilities
needed to manage the Kumon Tuition Student Information Management and Academic Monitoring System with
Secure Access Control and Data Privacy effectively.

Table 3 Functional Requirements

Module Functionalities
Register Parents can create account and register student in the system while admin can create
teacher account.
Login Users can login to their account using email and password with two verification steps such

Forgot password
Data management

Generate reports

as reCAPTCHA and OTP.

Users able to reset passwords by verifying themselves with OTP verification.
Admin able to read, update and delete students and

teachers’ information.

System generates reports of students and teachers’ records.

Academic Teachers able to key in student academic performance and test result while parents can
monitoring monitor them.

Classwork Teachers able to assign classwork for students, track and record student submission and
assessment attendance while parents can monitor them.

Change password Users are allowed to change password.

Non-functional requirements define the performance and feature necessary for the system to operate
efficiently and meet user needs, including speed, security, usability and a user-friendly interface. These
requirements are crucial for ensuring the system is reliable, efficient, secure and user-friendly. Table 4 outlines
the key non-functional requirements for managing the Kumon Tuition Student Information Management and
Academic Monitoring System with Secure Access Control and Data Privacy effectively.

Table 4 Non-Functional Requirements

Category Non-Functionalities
Performance The system must perform quickly without issues and handle a large volume of user data.
Security The system secure user data by implementing two-factor
authentication, role-based access control, password hashing, reCAPTCHA verification and session
expiration timeout.
Operation The system should be easy to use with a user-friendly interface, available most of the time for

user access and compatible with any web browser.

4.2 System Analysis

System analysis helps developers understand the system by identifying its purpose, data flow and user
interactions. It is divided into three parts, the Context Diagram illustrates interactions with external entities, the
Data Flow Diagram Level 1 (DFD) shows how data moves through the system and the Entity Relationship
Diagram (ERD) highlights relationships between data entities.

4.2.1 Context Diagram

The Context Diagram provides a high-level view of the system’s interaction with external entities like
students, teachers and administrators. It helps stakeholders understand system processes, including data flows
such as student registration, academic performance and classwork assessment. Fig. 6 illustrates the context
diagram for the Kumon Tuition Student Information Management and Academic Monitoring System.
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Fig. 6 Context Diagram for the Kumon Tuition Student Information Management and Academic Monitoring System

4.2.2 Data Flow Diagram Level 1 (DFD)

Data Flow Diagram (DFD) Level 1 gives a clearer picture of how data flows in a system by showing the
connections between external entities, processes and where data is stored. This diagram includes important
stakeholders like users and other systems, highlighting how they interact and exchange information. Unlike DFD
Level 0, which shows just one overall process, Level 1 breaks this down into several subprocesses. For example,
in the DFD Level 1 for the Kumon Tuition Student Information Management and Academic Monitoring System,
you can see all the different interactions and data movements, helping everyone involved to understand how the
system works without going into too much detail. For the Kumon system, DFD Level 1 helps show the flow of
data between users and the system, as shown in Fig. 7.
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Fig. 7 Data Flow Diagram (DFD) Level 1 for the Kumon Tuition Student Information Management and Academic
Monitoring System
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4.2.3 Entity Relationship Diagram (ERD)

Entity Relationship Diagram illustrates how entities such as admin, teacher and student relate to each other
within a system. It shows the information that is created, stored and used by a system. ERD symbol can show
when one instance of an entity can be related to only one or to many instances of another entity such as
relationships among entities in database. Fig. 8 shows Entity Relationship Diagram (ERD) for the Kumon Tuition
Student Information Management and Academic Monitoring System
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Fig. 8 Entity Relationship Diagram (ERD) for the Kumon Tuition Student Information Management and Academic
Monitoring System
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4.2.4 System Flowchart

A flowchart visually represents the steps or workflow within a process, illustrating the system operations,
including processes, decisions, inputs and outputs, helping stakeholders understand actions and decisions. Fig.s
9 show various interfaces of the Kumon Tuition Student Information Management and Academic Monitoring
System. The home interface, the parent interface, the teacher interface and the admin interface.
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Fig. 9 Flowchart of Kumon Tuition Student Information Management and Academic Monitoring System (a) Home
interface; (b) Admin interface; (c) Parent interface; (d) Teacher interface
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4.3 Interface Design

This section illustrates the user interface design wireframe for Kumon Tuition Student Information
Management and Academic Monitoring System. Creating a visually appealing and user-friendly experience for
students, administrators and teachers is essential. Fig. 10 present the user interface of the system including
admin interface, student interface and teacher interface.
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Fig. 10 User Interface (a) Parent Interface; (b) Teacher Interface; (c) Admin Interface

5. Implementation and Testing

This section discusses about system implementation and testing, where the system is fully built and checked to
make sure everything works properly. During implementation, the main functions based on stakeholder
requirements were developed including the security features to ensure the system is secured. Testing was done
to identify issues and vulnerabilities that need to be addressed.

5.1 Implementation of Security Module

This section outlines the implementation of various security mechanisms in the Kumon system to protect
user data and ensure secure access. The key features include two-factor authentication (2FA), password
hashing, reCAPTCHA, session timeout, strong password and role-based access control.

5.1.1 Two-Factor Authentication (2FA)

The system implemented two-factor authentication in both the login and forgot password pages, where
users must enter their email, password and a one-time password (OTP) to access the system. The OTP is sent to
the user registered email and is valid for only 30 seconds. If not used within this time frame, the OTP expires and
becomes invalid, adding an extra layer of security against unauthorized access. Fig. 11 shows the
implementation of password, one-time password (OTP), login page and OTP that is sent to the email.
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$_SE:

(password_verify($password, $user

$role_stmt =
ion_key

unset:
head

-
OoTP Veléﬁon

(c) (d)
Your Login OTP Code  Inbex

@ School System <fatinagilah818@gmail.com=
tome

Dear Zabedah Abdullah,

Your OTP code is: 451440
This code will expire in 30 seconds.

Thank you.

(e)
Fig. 11 Two-Factor Authentication (a) Verify Password; (b) Verify OTP; (c) Login Page; (d) OTP Verification Page
(c) Email OTP

5.1.2 Password Hashing

The system used Berypt with salting to securely store user passwords, providing strong protection against
common attacks like brute-force and rainbow table attacks. When a user sets or changes a password, the system
automatically generates a unique salt and uses Bcrypt to hash the password. This ensures that even if two users
use the same password, their stored hashes will be different due to the random salt. The fixed hash length of
Berypt is 60 characters, it ensures consistency in storage, regardless of the original password length. Fig. 12
shows the implementation of password hashing using Bcrypt in registration page and the hashed password in
database.

$role id = 3; user_id  email password role_id
1 ravenmoonworld@gmail.com $2y$108/VeOHy/vzKILkZZm/IGPC.ZtmkI6XYmGTAaJUBV.cp... 1
2 fatinagilah@gmail.com $2y5105dY7JEQmS5FIQraCi6i40Bugj40NrSNIyVSIUAYKYP10... 3

$hashed_password = password_hash($pass 3 fafinaqlahg15@gmail.com  52y$105FpzkCTT.PS5y76 TKVLOVESy3. hydPSGVP3 RVEuX.. 2
6 atika@gmail com §2y5103etd5HBIIACvieMkaG4DEUG0625wng 1J109XdJoGBX. 3

$usersql = 1, . d) (2 12 nizam@gmail.com $2y5105mOdIAMPGFSWhygj1xXDd2ev65nV754zE 3gkTSWA.BYE. . 2
13 farhan@gmail.com $2y5108hX 8Sj7THNIZd7ED1/NDH4OdMAWZIK5pmVOxLNdkvG4V... 2
14 syakila@gmail.com $2y510SERpPCMVY 2DVrAPugpxCsjuX TuuGmagXYbwFWOVIOSLM. 2

(b)

Fig. 12 Password Hashing (a) Hash Password in Registration Coding; (b) Hashed Password in Database
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5.1.3 reCAPTCHA

The system implemented reCAPTCHA in the login page to prevent spam bots from accessing or abusing the
system. It protects the system from spam submissions, brute-force attack and denial-of-service (DOS).
reCAPTCHA able to distinguish between humans and bots by requiring users to complete a task, such as
selecting images that reCAPTCHA asks for, like buses, cars, or stairs. User able to login successfully after
completing the task. Fig. 13 presents the coding of reCAPTCHA and images task.

e

Select all images with
KL

. $recaptcha_secret . e=" . $recaptcha_response

Fig. 13 reCAPTCHA (a) reCAPTCHA in Login Page; (b) reCAPTCHA Images Task

5.1.4 Session Timeout

The system includes a session timeout feature set to 10 minutes. If a user remains inactive for this duration,
they will be automatically logged out. This helps prevent unauthorized access, especially if someone forgets to
log out on a shared or public device. It improves the security of the system by making sure inactive sessions are
closed, reducing the chances of data being misused. A 10-minute timeout is considered suitable for educational
systems, balancing convenience and security. If the user stays idle beyond this time and refreshes the page, they
will be logged out and redirected to the login page. Fig. 14 shows the implementation of session timeout in all
user pages.

session_start();

$timeout duration = 668;

) && (time % > $timeout_duration) {

ACTIVITY'] = time();

Fig. 14 Session Timeout

5.1.5 Strong Password

The system applies strong password policies on the parent registration page, teacher registration page and
change password page to enhance account security. Users are required to create strong passwords when
registering or updating their account to protect against unauthorized access. If a weak password is entered, an
error message will appear, indicating that the password is not secure and prompting the user to enter a stronger
one. The system enforces passwords with at least 12 characters, including one uppercase letter, one number,
and one special character, based on the NIST password guidelines. This helps ensure that users choose
passwords that are difficult to guess or crack. Once a strong password is entered, a confirmation message will
appear, stating that the password is strong. Fig. 15 the implementation of strong password and the password
strength in parent registration page.
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Full Name: *

Relationship with Student: =

passwordual

‘ Select v‘
regex = IC Number: =
weak: {1,11}$/, ‘
medium: s
strong: * * {12, ¥ Email: *
Contact Number: *
Password: *
password @ ‘

Password must be at least 12 characters long,
coniain a capital letter, a number,

and a special character.

Confirm Password: *

ngthIndicat

{ Passwords match
strengthndicator id

(a) ()
Fig. 15 Strong Password Policies (a) Check Password Strength; (b) Password Strength in Registration

5.1.6 Role-Based Access Control

The most suitable access control to implement in the system is role-based access control (RBAC). It assigns
a specific role to every user in the system to prevent users from accessing unauthorized features or data. Each
role such as admin, teacher, or parent has defined permissions that limit what the user can view or do within the
system. For example, teachers can manage classwork and student performance, while parents can only view the
student progress. Admin can manage student and teacher data. This approach enhances security and ensures
that sensitive information and functions are only accessible to authorized users based on their role. User roles
have been predefined in the database. Fig. 16 shows the predefined roles in the database.

user_id email password role_id
< 1 ravenmoonworid@amail.com $2y$108/VcOHy/MvZKILKZZM/GPC . ZtmKIGXYMGTAaJUBV.cp0 1
— T — - role_id roles @

2 fatinagilah@gmail com E2y8108dYTJEQ/'MSFIQr4Cj6id0 BuBj40NrSNIy VEIuAyKY P10 3
] & Edit 35 Copy @ Delete 1 admin 3 fatinagilah818@omail.com  $2y$10SPpzkCTT. PS5y76. TSKLOVEsy3. hyOPSGVP3. RVEUX. 2
- —_ 6 atika@gmail.com $2y8108etd5HEIAOvieMkaG4DEuUG0628wng 1J109XdJoGEX. 3

. Edit < Copy @ Delete 3 parents
- = 12 nizam@gmail.com $2y$108mMOdIAMP GFSWbygl1xXDd2eve5nV7 54zE3gKTSWA.BYE... 2
l_ & EL-I t il: Cc IJ.:I'l Sv' Delete 2 tea Che_r 13 farhan@gmail com $2y5108hX 85jTHNISdTED 1/NDHAOdMAWZIKSpmVOxL Ndkv G4V, 2
14 syakila@gmail com $2y510SERPPCMVY 2DVIAPugixCsjuX TuuGmB XY bwFWOWIOSLM 2

(a) (b)

Fig. 16 Role-Based Access Control (a) Roles table; (b) Users table

5.2 Implementation of Module

Implementation of module streamline the implementation of various user modules for admin, teacher and
parent in the Kumon Tuition Student Information Management and Academic Monitoring System with Secure
Access Control and Data Privacy. This includes login module, registration module, classwork module, academic
performance module and data management module.

5.2.1 Login Module

Fig. 17 shows the login page of all users including admin, parent and teacher with an interactive interface
where the users need to enter their credentials such as correct email and password. If the credentials are invalid,
it will display an error message. Although, users are allowed to reset passwords in forgot password page. The
page includes reCAPTCHA verification as a second layer of security to verify whether the user is a human or not.
After successfully verified, it will direct users to another page to verify users’ OTP number sent via email. This is
an extra layer of security. The OTP number will expire in 30 seconds.
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Fig. 17 Login Module (a) Login Page; (b) OTP Page

5.2.2 Registration Module

Fig. 18 shows the registration pages for parents, students and teachers. In the system, parents are allowed
to create their own accounts, while teacher accounts are created by the admin through the teacher registration
page. Once the teacher account is created, a default password will be set by the admin, and teachers will be
required to change it upon their first login. Both the parent and teacher registration pages require users to
provide an email and a strong password that follows the system password policy. Parents can also register their
children into the Kumon program by choosing their preferred subject, class days and time slots based on their
availability and interest.

KUMON Home  AboutUs  OuProgammes  Regater & KUHON a
Parent Registration Form Toacher Registration Form

& i, -
=l
(a) (b)
KUMON a
Fasn Ackan i Student Registration Form
& Stsdent infy " .
T
.o, -
a g,
()
Fig. 18 Registration Module (a) Parent Registration Form; (b) Teacher Registration Form; (c) Student Registration
Form

5.2.3 Classwork Module

Fig. 19 shows the classwork page from both parent and teacher interfaces. Parents can monitor the student
level, classwork progress, time spent completing each classwork, attendance and submission status. They can do
this by selecting the student’s name, subject and date of the assigned classwork. Parents can also view classwork
materials for upcoming classes. Teachers are responsible for creating, updating and deleting student classwork
records and attendance in the system. Teachers also can assign new classwork to students in the upcoming
classes.
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a KUMON a

n
Level: B Abduiah Ali Bin Abu Lovel: B

(a) (b)
Fig. 19 Classwork Module (a) Parent Interface; (b) Teacher Interface

5.2.4 Academic Performance Module

Fig. 20 shows the academic performance page from both parent and teacher interfaces. Parents can
monitor the student level, test result, time spent completing each test and status. They can do this by selecting
the student’s name, subject and date of the assigned test. Teachers are responsible for key in test result
including creating, updating and deleting student academic performance records in the system. Teachers also
can assign new tests to students.

KUMON 4 KUMON 4

Level: B Ali Bin Abu Level: B

() (b)

Fig. 20 Academic Performance Module (a) Parent Interface; (b) Teacher Interface

5.2.5 Data Management Module

Fig. 21 shows the student and teacher management page from the admin interface. Admin can use the
search bar to quickly find specific students or teachers, or filter students by subject, age, class days and time.
Similarly, teachers can be filtered by subject and age. Admin can update student and teacher information in the
system, generate reports or documents and delete records when necessary. In addition, admins can create
teacher accounts and assign a default password, which teachers are required to change after logging in.

KUMQON a

Stugent Information

KUMON 4

Admin

Student Management e

Parents/Guardian Information

(a) (b)

KUMON o KUMON a

Teacher Management

Teacher information

[#] []
[#] []
[#] [m
[#] [m]

(c) (d)

Fig. 21 Data Management Module (a) Student Management Page; (b) Student Information Page; (c) Teacher
Management Page; (d) Teacher Information Page
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5.3 User Acceptance Testing

User Acceptance Testing is conducted after the completion of the system development to ensure that the
system functions well and it meets user requirements. UAT was conducted with 7 participants that include
admin, parents and teachers. They will be given an evaluation form via Google form to answer the survey about
the developed system. The purpose of gathering feedback is to identify whether the system meets user
satisfaction, functionality, secure and easy to use. The evaluation form contains five sections including user
information, functionality testing, security testing, usability and interface and overall satisfaction. The results
showed 100% agreement in all areas, with one exception in security related to unauthorized access. The UAT
results confirm that the system is functional, secure, user-friendly, and meets stakeholder expectations. Table 5
shows the questions provided in the form and percentage of respondents

Table 5 User Acceptance Testing (UAT) For Kumon Tuition Student Information Management and Academic
Monitoring System with Secure Access Control and Data Privacy

Sections Questions Agree Disagree
User Information Name
Role (admin, parents, teachers)
Functional Testing  Are you able to register an account? 100%
Are you able to reset password? 100%
Are you able to log in and log out? 100%
Are you able to view your information? 100%

Are you able to view student classwork and academic performance? 100%
Are you able to add, edit, and delete student classwork and academic 100%

performance?
Are you able to edit and delete student and teacher information? 100%
Are you able to create teacher account? 100%
Are you able to generate reports? 100%
Are you able to change password? 100%
Security Testing Does the system require strong password policies? 100%
Do you receive a One-Time Password (OTP) via your email? 100%
Do you verify reCAPTCHA before login? 100%
Do you automatically get logged out after 10 minutes of inactivity? 100%
Are you able to access features that are meant for other user roles? 100%
Usability and Was the system easy to navigate? 100%
Interface
Were error messages clear and helpful? 100%
Were instructions and icons easy to understand? 100%
Were you able to complete task without confusion? 100%
Overall satisfaction Overall, how satisfied are you with Kumon system 100%

6. Conclusion

In conclusion, the Kumon Tuition Student Information Management and Academic Monitoring System with
Secure Access Control and Data Privacy offers a clear, user-friendly and secure solution for managing student
data, tracking academic progress and simplifying administrative tasks. With features like role-based access
control, data encryption and responsive interfaces for students, parents, teachers and administrators, the system
ensures ease of use, reliability and security. Its thoughtful design, practical functionality and regular monitoring
make it an effective tool for meeting user needs, improving workflows and supporting stakeholders in achieving
their goals. It is important to keep improving the system to match changing user needs and new technology. The
future work in Kumon Tuition Student Information Management and Academic Monitoring System with Secure
Access Control and Data Privacy could include development of mobile application for easier access by parents,
teachers and admin. Furthermore, notification for student classwork in the upcoming class via email as an
update and integrating a tuition fee payment module, allowing parents to view invoices, make secure online
payments and receive automated payment reminders.
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