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Computer vision and AI improve surveillance by enabling real-time 
video analysis and resolving the problems of manual monitoring, which 
is difficult and prone to mistakes. An AI video detection and analysis 
tool based on CNN was created for monitoring purposes in order to 
satisfy this need. The tool integrates facial expression recognition, age 
estimation, anomaly identification, and object detection into a single 
platform. It was developed using Waterfall methodology and makes use 
of Python and OpenCV. It uses YOLO models to detect objects, Caffe 
models to estimate age across eight age categories, and a CNN model 
that was customised (emotion_detection_83.6_percent.pt) to detect 
eight emotional states with an accuracy of 83.6%. In addition, the 
tool offering an integrated analytics dashboard with overlay 
annotations, allows multi-modal, and real-time analysis with optimal 
frame rates. This solution effectively converts CNN concepts into 
practical monitoring features, providing automated and effective 
surveillance along with behavioural and demographic insights in real-
time security applications. 
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1. Introduction 

In this project, Convolutional Neural Networks (CNN) are used to create an AI-powered video detection and 
analysis tool with real-time multi-modal recognition capabilities. The tool integrates machine learning 
technologies including custom-trained YOLOv8 models to perform simultaneous facial expression recognition, 
age estimation, and object detection through live video streams. The tool is based on Python architecture and 
integrates OpenCV, making it a useful tool for students and scholars studying computer vision, digital forensics, 
and cybersecurity.  
 Applications for computer vision and video analytics have been completely transformed by the quick 
development of deep learning and artificial intelligence technologies. Analysing video content for behavioural 
trends, demographic data, and object identification has become more important in cybersecurity and digital 
forensics for surveillance and investigational purposes. Traditional video analysis techniques are time-
consuming and frequently involve manual inspection, which reduces their usefulness in practical situations. 
Real-time object detection and classification with high precision have been made possible by the development of 
CNN-based architecture, especially You Only Look Once (YOLO) frameworks. However, most current solutions 
concentrate on single-task applications and lack the integrated methodology required for thorough video 
analysis in research and educational settings. 
 There are several challenges with the current video detection systems in educational settings. First, the 
recognition solutions are costly and inaccessible to students for educational purposes; second, open-source tools 
tend to concentrate on single detection tasks without offering thorough multi-modal analysis third, there aren't 
many integrated platforms that combine object detection, age estimation, and facial expression recognition that 
are appropriate for cybersecurity and digital forensic education; and fourth, students studying computer vision 
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and forensics need practical tools that show real-world applications while still being simple enough for 
educational purposes. Due to these restrictions, there is a lack of easily available, all-inclusive video detection 
tools made especially for educational study and research in the fields of cybersecurity and digital forensics.  
 The project aims to develop an AI video detection tool that uses CNN and YOLOv8 methods to detect objects, 
recognise facial expressions, and estimate age. This will give students real-world experience in digital forensics, 
cybersecurity, and computer vision applications. The objective of this project is to design an AI video detection 
tool for face recognition, age estimation, and object detection using machine learning, to develop AI video 
detection using an AI-based approach to detect facial expressions and to test the performance of functionality AI 
video detection tool for facial recognition. 
 The project's scope includes creating a CNN-based facial expression recognition system that can identify 
eight emotions: anger, contempt, disgust, fear, happiness, neutral, sadness, and surprise; implementing age 
estimation algorithms for demographic analysis; integrating object detection capabilities for security 
monitoring; processing videos in real-time with overlay annotations and visual feedback; and designing an 
educational interface that is appropriate for student learning. The project aims to give researchers and students 
studying computer vision and digital forensics real-world experience with cutting-edge AI video detection 
technologies while keeping a focus on access and educational value. 

2. Literature Review 

This section reviews literature on AI video detection tools using CNN, emphasising enhanced security through 
facial expression detection. It explores AI evolution, machine learning methods (CNNs, k-NN, SVMs), acial 
expression and object detection. It also evaluates existing tools like Avigilon and BriefCam, identifying 
weaknesses addressed by the proposed tool, "AI Video Detection using Convolutional Neural Networks. 

2.1 Background on AI in Video Detection 

AI has become a revolutionary technology in the field of video surveillance, revolutionizing the way 
security systems function. The monitoring of numerous video feeds by human operators was a major 
component of traditional surveillance, which frequently led to overlooks because of weariness or short 
attention spans. In order to overcome these constraints, AI technologies automate the monitoring process and 
analyse live video streams to detect anomalies and security threats [5]. 

Facial recognition technology (FRT), a prominent application of AI, has significantly contributed to this 
transformation. By leveraging deep learning algorithms, FRT can identify individuals by analyzing unique 
facial features, facilitating efficient crowd management and enhanced security in areas like airports, schools, 
and public gatherings [3]. Additionally, AI has brought advanced behavioural analysis and object detection 
techniques to video surveillance. Algorithms like YOLO models enable the detection and identification of 
various object categories within complex environments, achieving real-time performance with high accuracy 
[5]. Despite these developments, there are still difficulties to overcome before AI-powered video surveillance 
systems can be widely used. Concerns about privacy and ethics continue to be major obstacles. The risks of 
assault, illegal data collecting, and possible biases in AI algorithms are emphasised by critics. 

In summary, the use of AI in video surveillance has significantly advanced the field, enabling systems to 
autonomously monitor and analyze video feeds with greater accuracy and efficiency. By combining multiple AI 
techniques, such as machine learning and computer vision, modern surveillance systems can perform complex 
tasks that were once thought impossible. As AI continues to evolve, its integration into surveillance systems 
will further improve security measures, making them more intelligent, proactive, and responsive to threats in 
real-time.  

2.2 YOLOv8: Object Detection Framework 

The speed, accuracy, and lightweight design of Ultralytics' YOLOv8 made it a top real-time object 
detection model when it was released in January 2023. One known development is its anchor-free 
methodology, which greatly speeds up Non-Maximum Suppression (NMS) processing in comparison to 
previous versions. YOLOv8 makes use of mosaic augmentation during training, but in order to avoid decreases 
in performance, it is purposefully turned off for the last ten epochs [12]. By processing the entire image as a 
"ONE-SHOT" detector, the model uses Convolutional Neural Network (CNN) layers to predict bounding boxes 
and class probabilities [12].  To satisfy different hardware limitations and performance requirements, YOLOv8 
is offered in five scalable versions such as nano, small, medium, large, and extra-large. 

Facial expression recognition is one of the many new features added to YOLOv8, which has shown 
remarkable performance gains, particularly in specialised applications such as facial expression analysis of 
infants [13]. Integrating the Swin Transformer V2 structure into the backbone is one architectural change 
made for this purpose. This improves the model's capacity to capture global features, especially for complex 
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and fine-grained facial changes. To maximise feature extraction and fusion and enhance the model's ability to 
respond to complex and multi-scale emotional expressions, the detection head integrates the AKConv and 
RepViTBlock modules. Additionally, BiFPN is used as the FPN module to support the model's ability to 
effectively fuse multi-scale information and identify emotional expressions at different scales [13].  According 
to experimental findings, infant facial expression recognition has significantly improved, with increased 
precision, recall, and mAP, especially when it comes to spotting minute variations [13]. 

2.3 Facial Expression Detection in Surveillance Tool 

A crucial addition to modern monitoring tools is facial expression detection, which provides real-time 
insights into people's emotional states such as fear, rage, or distress to spot any threats or odd behaviour. This 
characteristic reduces the limitations for traditional human monitoring-based structures, which are prone to 
mistakes because of weariness or weak reactions. By analysing facial cues like eyes, lips, and eyebrows, AI 
based leverage machine learning methods such as geometric feature extraction, hyperplane classification, and 
deep learning techniques like CNNs and RNNs to ensure accurate and automated threat detection [6]. These 
solutions are scalable for broad monitoring networks and effective even in poor-quality settings. 

By incorporating face expression recognition, safety measures become more effective overall and can 
respond proactively in high-risk situations such as public gatherings, transit hubs, and retail establishments. 
For instance, identifying emotions like fear in crowds might help people in need or stop accidents. Advanced 
tools also employ adaptive preprocessing techniques like Gamma correction and Gaussian filtering to address 
environmental challenges, such as lighting variations and noise [7]. 

Limitations, poor camera resolution, and biases in training datasets are some of the issues that still exist 
and lower the tools' ability to generalise and reliability. Real-time processing also demands high computational 
power, creating scalability issues for edge-based cameras in crowded scenes [8]. 

Analysis of crowd behaviour, anomaly detection, smart access control, and customer service optimisation 
are some of the uses for facial expression detection. In order to reduce hazards and allow rapid actions, 
security tools use this technology to detect aggressive, anxious, or suspicious behaviour. By transforming 
surveillance tools into intelligent tools that interpret human behavior, facial expression detection significantly 
enhances public safety and operational efficiency [6][7]. 

2.4 Comparative Analysis of Existing Surveillance Tools 

Table 1 shows a comparison of four surveillance tools which is Face++, Avigilon Control Center, BriefCam, 
and the development tool AI Video Detection Tool. Every tool has features for real-time processing, object 
detection, facial recognition, and platform compatibility. However, Face++ lacks the user-friendly dashboards 
and video analytics that Avigilon, BriefCam, and the AI Video Detection Tool provide. Because it can only be 
customised, the AI Video Detection Tool is more versatile. Furthermore, the AI Video identification Tool differs 
from the others due to its special capability of anomaly identification. For surveillance, this makes the AI Video 
Detection Tool more effective and comprehensive choice. 

Table 1 Comparison table between develop tools, AI Video Detection and others existing tools 

Features Face++[9] Avigilon Control Center 
[10] 

BriefCam 
[11] 

AI Video Detection 
Tool 

Facial Recognition Yes Yes Yes Yes 

Object Detection Yes Yes Yes Yes 

Video Analytics No Yes Yes Yes 

Real-Time 
Processing 

Yes Yes Yes Yes 

Platform Compatibility Yes Yes Yes Yes 

User-Friendly Dashboard No Yes Yes Yes 

Anomaly Detection No No No Yes 

3. Methodology  

This section outlines the methodology for developing an AI video detection tool. It covers the algorithms for 
object detection, facial expression analysis, age detection and video processing, along with data gathering and 
preprocessing. The system is designed for scalability and continuous improvement, using specific tools and 
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programming languages. Testing methods ensure the tool’s reliability, aiming to deliver an effective, user-
friendly tool for retail security.  

3.1 Project methodology  

The Waterfall Software Development Life Cycle (SDLC) methodology is used in this project to create the 
CNN-based AI video detection tool. The waterfall model was chosen because of its methodical approach and 
separate phase definitions, which are particularly suitable for academic projects with clearly defined 
requirements and crucial documentation for learning. The approach ensures methodical development progress 
through successive stages, offering different outputs and goals that match with project schedules and evaluation 
standards. 

 

Fig. 1 Waterfall Methodology 

3.1.1 Requirement Phase 

 In the Requirements phase, the project goals and objectives were clearly defined. The requirements for the 
AI video detection tool were gathered through discussions with supervisors. The requirements included the 
development of modules for video processing, object detection, anomaly detection, and a user-friendly 
dashboard. The tool specifications for facial expression recognition across eight emotional states are defined, 
age estimation and object detection capabilities, and technical requirements, such as the Python programming 
environment, OpenCV integration, and YOLOv8 model implementation. Determining user interface 
specifications, security features, and compatibility requirements for educational settings are also included in the 
requirements phase. 

3.1.2 Design Phase 

 The design phase focuses on the creation of tool architecture and detailed design for the AI video detection 
tool. This includes planning for the integration of facial expression recognition, age estimation, and object 
detection modules; designing the user interface, designing the data flow between OpenCV video capture, CNN 
processing, and result visualisation; and designing the overall tool architecture that integrates CNN models with 
real-time video processing capabilities. Error-handling procedures, tool performance optimisation techniques, 
and security feature design are also covered during the design phase. 

3.1.3 Implementation Phase 

 The implementation phase includes the actual coding and development of the AI video detection tool. This 
includes developing the YOLOv8 model training process for facial expression recognition using CNN 
architectures, putting age estimation algorithms and object detection capabilities into practice, coding the real-
time video processing functionality using OpenCV, creating an analytics dashboard and overlay annotations for 
the user interface, integrating all detection modules into one platform, putting security features like user 
authentication and session management into place, and optimizi In order to reach the desired facial expression 
recognition, the implementation phase involves training the model using specific datasets. 

3.1.4 Verification Phase  

 The AI video detection tool is thoroughly tested and validated during the verification phase to make sure it 
satisfies all requirements. These include testing individual CNN models and detection modules, testing 
integrations to ensure smooth interaction between age estimation, object detection, and facial expression 
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recognition components, testing the tool to ensure overall functionality and performance, testing user 
acceptance within citizen especially FSTKM student, and validating security features and user authentication 
processes. Testing for compatibility across various educational environments and performance testing for real-
time video processing capabilities are also included in the verification phase. 

3.1.5 Maintenance Phase 

 During the maintenance phase, the AI video detection tool receives regular updates, support, and 
enhancements. This entails keeping track of user feedback and tool performance, applying security updates and 
bug fixes, updating CNN models and algorithms in light of new research findings, improving features in response 
to user demands and educational requirements, keeping up with documentation and offering technical support 
to educational institutions. In order to sustain accuracy levels, the maintenance phase also includes tool 
optimisation for changing hardware and software environments and regular model retraining. 

4. Analysis and design 

The materials and methods section, otherwise known as methodology, describes all the necessary information 
that is required to obtain the results of the study. Subheadings will depend on the phases in the methodology 
used. In the testing phase, the outcomes from functional and non-functional testing must be reported. 

4.1 Tools Requirement Analysis 

In order to develop and use the AI Video Detection Tool, certain components and circumstances must be 
identified and defined in the Tools Requirements section. 

4.1.1 Functional Requirement 

Table 2 presents the key characteristics that the tool must have in order to achieve its stated purpose and 
defines functional requirements. These features, which include object detection, facial feature recognition, 
anomaly detection, and report production, ensure that the tool generates accurate and practical results for 
surveillance requirements. The six main functional components of the system are: age estimation using Caffe-
based models to classify detected persons into demographic groups spanning eight age ranges from infants to 
elderly; facial expression recognition using custom-trained YOLOv8 models that classify emotions into eight 
categories (Anger, Contempt, Disgust, Fear, Happy, Neutral, Sad, Surprise); thorough object detection with 
real-time bounding box annotations for security monitoring, supporting more than 80 COCO dataset classes. 
Real-time video processing infrastructure that maintains 5-30 FPS performance while providing 
instantaneous detection results with dynamic overlay annotations for immediate threat assessment and 
continuous monitoring; an intuitive dashboard management system that offers user-friendly interfaces for 
video feed control, system configuration, and live monitoring; and automated report generation capabilities 
that produce detailed analytics in multiple formats (PDF, CSV, JSON) with statistical summaries and visual 
representations. 

Table 2 Functional Requirements 

No Functional Requirement Description 

1 Facial Expression 
Recognition 

Detect and classify facial expressions into eight categories: Anger, Contempt, 
Disgust, Fear, Happy, Neutral, Sad, and Surprise 

2 Age Estimation Estimate the age of detected persons and categorize into demographic 
groups with confidence scores 

3 Object Detection Detect and identify various objects within video feeds for security 
monitoring with bounding box annotations 

4 Dashboard management Provide a user-friendly dashboard for video feed management. 

5 Report generation Generate detailed reports of detected objects and activities. 

6 Real-time Video 
Processing 

Process live video feeds and provides instant detection results with overlay 
annotations 

4.1.2 Non-Functional Requirements 

Non-functional requirements centered on the tool's quality attributes security, scalability, performance, 
usability, and reliability are displayed in Table 3. These ensure the tool maintains appropriate standards for 
both practical and educational applications while operating efficiently, remaining dependable, and providing 



Applied Information Technology and Computer Science Vol. 6 No. 2 (2025) p. 753-771 758 

 

 

an outstanding user interface. Seven important non-functional aspects are addressed by the tool which 
is performance optimisation that supports multiple detection models at once and guarantees a minimum of 5–
10 FPS video processing with target rates of 15–30 FPS for the best user experience; responsive user interface 
with 1-2 second interface responsiveness and 3-5 second command response times; easy-to-use interface with 
tutorial modes, thorough help documentation, and instructional tooltips for teachers and students with 
rudimentary computer skills, scalable architecture that supports a single video input and has a modular design 
that allows for future expansion to multiple concurrent streams and integration of custom AI models, robust 
security implementation for educational settings, including role-based access control, encrypted data storage, 
user authentication, and privacy compliance, high reliability, ensuring uptime with fault tolerance, automatic 
error recovery, thorough logging, and graceful degradation capabilities, and large compatibility with Python 
3.7+, OpenCV 4.5+, different camera types, and common video formats on Windows, macOS, and Linux platforms, 
all while optimising performance for a range of hardware configurations, from high-performance workstations to 
mid-range consumer tool. 

Table 3 Non-functional Requirements 

No Non-functional 
Requirement 

Description 

1 Performance Process video feeds at minimum 5-10 fps for acceptable real-time analysis 

2 Response time Respond to user interactions within 3-5 seconds under normal conditions 

3 Usability Operable by students and instructors with basic computer knowledge for 
learning purposes 

4 Scalability Support single video input source 

5 Security Implement basic authentication 

4.1.3 Software Requirements 

Software requirements as shown in Table 4 include the operating systems, programming languages, 
frameworks, and tools necessary for the development and deployment of the tools. These ensure functionality 
and provide a reliable setting for the tool's features. 

Table 4 Software Requirements 

No. Type Software Functionality 

1 Operating System Windows 11 An operating system to support 
the development and deployment 
of the tool 

2 Programming Language Python 3.9 or higher Used for implementing AI-based 
detection functionalities. 

3 Machine Learning Framework Ultralytics YOLOv8, PyTorch Tools for CNN model training 

4 GUI Framework Tkinter For developing cross-platform 
graphical user interface 

5 Supporting Libraries NumPy, PIL, Matplotlib Used for data handling, image 
processing and visualization 

6 Development Platform Google Colab Pro For CNN model training with GPU 
acceleration 

4.1.4 Hardware Requirements 

Table 5 shows the hardware requirements to develop the tools. The hardware requirements outline the 
actual parts required to support the tool's processing and functionality. The computationally demanding 
processes involved in real-time video processing can be handled by CPUs, GPUs, RAM, and storage devices. 
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Table 5 Hardware Requirements 

No. Hardware Specification 

1 CPU (Central Processing 
Unit) 

Intel Core i7-1165G7 processor with minimum of 2.8 GHz base frequency 

2 RAM (Random Access 
Memory) 

At least 8 GB to ensure smooth video processing and real-time detection 

3 GPU Intel Iris Xe Graphics for local inference and NVIDIA A100 GPU (Google 
Colab Pro) for model training 

4 Storage Minimum 500 GB of SSD for fast data operations. 

5 Camera Built-in HD camera with resolution of 1280x720 pixels (Dell Inspiron 14 
5410) 

4.2 Use Case Diagram 

The case diagram for the AI Video Detection illustrates the interactions of the functional interactions 
between an actor (the user) and the AI video detection system are depicted in this use case diagram. The user 
can log in to the tool, start and stop video detection, access the three main AI detection modules which is facial 
expression recognition, age estimation, and object detection, view real-time detection results, and access an 
analytics dashboard, as shown in Fig. 2. The connecting lines serve as a visual representation of the functional 
requirements for the CNN-based AI video detection tool and show that the user has direct access to all system 
functionalities. This gives the user a thorough overview of the tool's capabilities. 

 

Fig.2 Use case diagram for AI Video Detection tools 

4.3 Class Diagram 

 The full operational flow of the CNN-based AI video detection tool is depicted in the flowchart in Appendix 
A. After user authentication, the tool is initialised, loading the YOLOv8 CNN models and configuring the camera. 
After the user initiates video detection, the system goes into a never-ending loop that records video frames, 
passes them through four AI detection modules which is facial expression, age estimation, object detection, and 
anomaly detection, and presents the results along with confidence scores. The analytics dashboard is updated 
continuously by the system, which also generates alerts for anomalies found. Until the user terminates the 
session, the loop keeps going. The tool then saves data, cleans up, and goes back to the login screen. 
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Fig.4 Class diagram for AI Video Detection tools 

5. Implementation And Testing 

This section will discuss the details of implementation and testing for AI video detection tools. Section 5.2 
describes the implementation of each module, the process of trained dataset, and respective algorithms segment 
and explanation. Next, section 5.3 will discuss functional testing and user acceptance testing. 

5.1 Implementation of Model Training and Development 

 The YOLO format dataset structure is carefully examined across training, validation, and test splits using the 
comprehensive dataset analysis function implemented by this code snippet shows in Fig. 5. Before training starts, 
the function makes sure that each data split has both image and label directories. It keeps track of how many 
images (in PNG, JPG, and JPEG formats) and label files (in TXT format with class annotations and bounding box 
coordinates) there are in each directory. Understanding the composition of the dataset and spotting possible 
problems like missing labels or corrupted files that might affect training performance require this analysis. In order 
to determine whether further data preprocessing or augmentation techniques are necessary, the function returns 
to a structured analysis dictionary that offers insights into dataset balance across splits. 

 

 

Fig.5 Analyse Dataset to Train Model 
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The most important part of the training process is implemented by this code shows in Fig. 6, which uses 
inverse frequency weighting to address the extreme class imbalance (15.9:1 ratio). In order to ensure that 
uncommon emotions like "Happy" (16 samples) receive significantly greater weights during training than common 
emotions like "Anger" (254 samples), the algorithm computes weights inversely proportional to class frequency. 
This mathematical method guarantees strong performance across all emotional categories and avoids model bias 
towards majority classes, which directly helps to reach the target accuracy. 

 

Fig.6 Python Segment Code that Calculates Class Weight 

 The fundamental efficiency technique created especially for facial expression recognition is represented by 
this Fig. 7. Stable convergence is ensured by the extended 100-epoch training with a conservative learning rate 
(0.0005), and the accuracy of emotion recognition is emphasised by the 3x weight on classification loss. The face-
optimized augmentation exhibits domain-specific knowledge necessary for attaining high accuracy by preventing 
unrealistic variations like vertical flipping and maintaining facial feature integrity through minimal geometric 
transformations. 

 

Fig.7 Python Segment Code for Training Configuration 

The training process was successfully completed, as seen in Fig. 8, with the strategies employed resulting in 
an accuracy of 83.6% mAP50. Comprehensive error handling guarantees reliable training, and instant 
performance validation verifies that the model satisfies production-ready requirements for AI video detection 
tool facial expression recognition. 
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Fig.8 Comprehensive Model Persistence and Deployment Package 

Fig. 9 shows the trained CNN facial expression detection model's testing phase following training. The CNN 
model successfully detects and classifies a facial expression in the uploaded test image, identifying the emotion 
"Fear" with a 93% confidence level. The high confidence score shows that the model has successfully learnt to 
differentiate between various emotional expressions during training, while the cyan bounding box shows that 
the CNN's convolutional layers have accurately localised faces. With an execution time of 12.0 ms, the processing 
metrics demonstrate effective CNN inference, demonstrating that the trained model can recognise facial 
expressions in real time on fresh, unseen test data with accuracy and speed. 
 

 

Fig.9 Result of Train Model 

5.2 Implementation of Trained Model Integration 

Fig. 10 shows how the tool finds, loads, and initialises your custom-trained CNN model 
(emotion_detection_83.6_percent.pt) into the application framework, it is the most important component of 
trained model integration. The integration process starts by looking for your trained model file in designated 
locations. It then loads your customised trained weights and architecture using the YOLO framework. The 
model's unique training configuration (8 emotion classes) is correctly integrated when the tool extracts the 
emotion classes it was trained on and maps them to the application's emotion detection pipeline. In order to 
validate that the integration is working and your trained CNN is prepared for inference in the real world, the 
dummy test verifies that your trained model can process image data and produce predictions. 
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Fig.10 Python Code Load Face Expression Model. 

Fig. 11 shows how the integrated CNN analyses actual image data to generate emotion classifications, 
illustrating how your trained model is implemented within the application. The technique uses the predict() 
function to carry out forward propagation through the layers of your CNN after preprocessing the input frames 
into the RGB format that your trained model anticipates. Bounding box coordinates, confidence scores, and 
emotion class predictions that were learnt during training are the results of trained model processing the image 
through its convolutional and fully connected layers. After extracting these predictions (boxes, confidences, and 
class_ids), the tool uses the emotion mapping created during integration to translate your model's numerical 
class outputs back into human-readable emotion names.  

 

 

Fig.11 Python Code Detect Custom Model. 

The successful result of the trained model integration described in Section 5.2 and shown in Fig. 10 can be 
seen in Fig. 12. This figure shows how the customised YOLOv8 model for facial expression recognition is used in 
real time. It demonstrates how the tool works, when a face is found in the frame, the integrated, previously trained 
model instantly interprets it to forecast emotional states. The model's ability obtained from its training data is 
directly responsible for the display of "Face 1" with related expressions like "Happy" and their corresponding 
confidence scores. As shown by the FPS reading, this output validates that the integrated model is successfully 
loaded, analysing image data, and carrying out its intended function of providing real-time, human-readable 
emotion classifications. 
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Fig.12 Output for facial expression detection. 

5.3 Implementation of Age Detection and Classification Module 

The Age Detection and Classification Module use deep learning models to automatically determine human age 
groups from live video frames. The implementation, which combines face detection and age classification using 
pre-trained Caffe models supplied by OpenCV's DNN module, is contained within the AgeDetector class in the 
age_detection.py script. During initialisation, the module loads two crucial models: one for age classification and 
one for face detection. OpenCV's cv2.dnn.readNet() function is used to load them. For age prediction, the 
age_deploy.prototxt and age_net.caffemodel models are necessary; for face detection, opencv_face_detector.pbtxt 
and opencv_face_detector_uint8.pb are optional. Fig. 13 shows the models are loaded. 
 

 
Fig.13 Python Code that Load Age Detection Model. 

The module constantly analyses incoming frames to identify faces after it has been loaded. Two approaches 
are used for face detection which are a Haar cascade fallback and a DNN-based approach. After that, the identified 
facial features are taken out and put into the age prediction model. The face region is put into the DNN model for 
inference after being preprocessed into a blob. Fig. 14 shows the python code for preparing input blob and 
performing inference with OpenCV DNN. 
 

 

Fig.14 Python Code for OpenCV DNN inference code. 

The expected outcome is a probability distribution across specified age ranges, including 0–2, 15–20, and 60–
100. The category with the highest likelihood is chosen by the module, which also logs in with confidence level. The 
frame is labelled with the result to provide visual feedback in real time. Fig. 15 shows the prediction for age 
categories. 
 

 

Fig.15 Python Code for predicting age category. 
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Additionally, the module has a manual snapshot mode for on-demand analysis and an automatic detection 
mode with cooldown to avoid frequent reprocessing. In order to calculate data like the most common age group 
and average confidence, it keeps track of detection history. 

In conclusion, the Age Detection and Classification Module offer a dependable and effective solution for 
automatic age estimate by effectively integrating face and age prediction models. It can function in both manual 
and real-time modes and is built to be modular and fault tolerant. Fig. 16 shows the output for implementation of 
age estimates detection. 

 

   

Fig.16 Output for age estimation detection. 

The output shows that the age detection tool works in real time and can process live video feeds using 
integrated computer vision and deep learning pipelines. This is shown by the orange bounding box that says "Age 
(25-30)" with 87.5% confidence at a processing rate of 7.4 FPS. The tool uses statistical age range classification 
instead of exact numerical prediction. This shows that it has a deep understanding of the limits of facial biometric 
analysis. It also gives useful demographic information by using trained neural networks to look at facial landmarks, 
skin texture, and geometric features. The interface shows that the tool can work in two modes: continuous real-
time processing ("Real-time: ON") and manual single detection. This shows that the state management architecture 
is advanced and balances computational efficiency with user control flexibility. The high confidence score (87.5%) 
and stable frame rate performance show that the enhanced inference pipelines have been successfully integrated 
and can do real-time demographic analysis for security monitoring, access control, and automated demographic 
analytics applications. 

5.4 Implementation of Object Detection and Anomaly Detection 

The tool combines You Only Look Once (YOLO) neural networks with smart anomaly categorisation 
algorithms to offer full-time security monitoring. The tool has advanced multi-object detection capabilities that 
can find more than one thing at a time while keeping high accuracy rates that are good for real-time use. Fig. 17 
shows the python code segment for object detection. 
 

 

Fig.17 Python Code for Object Detection. 
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The code in Fig. 18 shows the whole YOLO object recognition pipeline, which uses deep neural network 
inference to handle video frames. The first step in the code is to use cv2.dnn.blobFromImage() with certain 
parameters (scaling factor 0.00392 and YOLO input size configuration) to preprocess the input frame. This 
normalises the image data so that the neural network can process it better. After that, the system uses 
self.net.forward(self.output_layers) to run forward inference via the YOLO network. This creates raw detection 
outputs, which are then parsed by self._parse_detections() to get the bounding box coordinates, confidence scores, 
and class predictions. The most important step after processing is to use Non-Maximum Suppression (NMS) using 
self._apply_nms() to get rid of duplicate detections and keep only the most confident predictions. This makes sure 
that there are no overlapping bounding boxes for the same object in the object detection results. 
 

 

Fig.18 Python Code for Process the anomaly detection in Real Time. 

The code segment uses developed anomaly detection logic to look at the outcomes of object detection and 
find any security threats in real time. The tool sets up the variables for finding anomalies and goes through the 
objects that were found in the last YOLO inference, getting the names and confidence scores of the objects for 
threat analysis. The fundamental security logic produces a whole list of dangerous items (['knife', 'gun', 
'weapon', 'scissors', 'fire', 'smoke']) and utilises Python's any() method with string matching to check if any 
detected object name has any of these words in it. The tool sets anomaly_detected = True as soon as it finds a 
threatening object. It also records the type of object and the level of confidence and runs a break statement to 
give priority to the first detected threat. This shows that the tool has good threat prioritisation logic, which is 
important for security monitoring apps that need to respond quickly to dangerous situations. 

     
Fig.19 Output of Object Detection. 

The output in Fig. 19 shows that the detection accuracy is very high, with an average confidence of 99.5%. It 
was able to recognise both "human (1.00)" and "cell phone (0.99)" at the same time. The green bounding boxes 
show exactly where each object is, which shows that the model can find more than one object in complicated real-
world situations while keeping processing rates steady at 13.8 FPS.   
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Fig.20 Ouput for anomaly detection. 

The anomaly detection feature in Fig. 20 shows how important security monitoring is by changing the status 
dramatically from normal detection to high-threat alerts when a knife is found.  The tool quickly changes from 
green bounding boxes to red warning signs, showing "ALERT!" and "Threat Level: HIGH."  The anomaly history 
keeps track of time-based events like "06:32:18: knife (0.62)," showing that the tool consistently detects dangerous 
objects with the right confidence levels that set off security protocols. This shows that the tool has advanced 
computer vision and threat assessment capabilities that are appropriate for professional security monitoring 
environments. 

5.5 Implementation of Dashboard and Security Monitoring 

The Dashboard and Security Monitoring tool is an elaborate platform for data visualisation and analysis 
that gives full, real-time information about AI detection performance and security incidents. The dashboard 
combines several detection modules (age, object, expression, and anomaly detection) into one monitoring 
interface that shows security staff and administrators with important performance metrics, statistical 
summaries, and operational status indicators.  

 

 

Fig.21 Python Code for Dashboard. 

The code segment in Fig. 21 shows how to fully initialise the EnhancedDashboardWindow class, which sets 
up the basic structure for the dashboard utility. The __init__ method makes important parts like 
DatabaseManager() for storing data, ReportGenerator() for outputting analytics, and important state 
management variables like live_mode, auto_refresh, and refresh_interval, which is set to 5 seconds for real-time 
monitoring. The setup_styles() function is for professional UI theming, the create_ui() function is for building the 
interface, the add_comprehensive_sample_data() function is for demonstration reasons, and the refresh_data() 
function is for filling in the initial data. The dashboard keeps track of a lot of different data structures, such as 
self.charts = {} for storing visualisations, self.current_data = {} for active detection results, and self.stat_labels = 
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{} for dynamic UI updates. This shows that it has advanced state management that is necessary for real-time 
monitoring apps. 

 

Fig.22 Python Code for Generate Report. 

The code section in Fig. 22 shows the full report creation feature that takes raw detection data and turns it 
into professional analytical documents in a variety of formats.  The generate_comprehensive_report() method gets 
detection data from the database for all four types of detection (age, object, expression, and anomaly) within 
certain time ranges. It then uses conditional logic to create outputs in different formats, such as PDF reports 
through generate_pdf_report(), CSV data exports through generate_csv_report(), and JSON API-ready formats 
through generate_json_report().  The solution has strong error handling with try-except blocks that give useful 
error messages for debugging. The modular design makes it easy to add other report formats.  This architecture 
shows good software engineering techniques by breaking up the tasks of getting data, processing it, and formatting 
the output into separate, easy-to-maintain functions that meet the dashboard's needs for security monitoring 
operations' full analytics and documentation. 

 

       

Fig.23 Output for dashboard and the report in pdf format. 

The dashboard output in Fig. 23 shows a thorough monitoring tool that works well with real-time statistics 
from many detection categories and great performance metrics. The interface shows important KPIs including age 
detections, object detections, expression analyses, and security alarms. This shows that the tool can collect and 
display significant amounts of detection data. The real-time statistics cards use a systematic colour scheme and 
look professional. Each type of detection has its own monitoring panel with current counts, performance metrics, 
and operating status. The control panel has complex features including action buttons for making reports (in PDF, 
CSV, and JSON formats), managing data (refresh, backup, clear), and analytics tools (depth analysis, system status). 
The "Live Mode: OFF" indication and auto-refresh controls show that the system has advanced state management 
features that let users switch between real-time monitoring and static analysis modes. The full set of buttons shows 
that the tool can do a lot of things, from simple data refreshes to more complex tasks like creating reports and 
diagnosing problems in the system. The PDF report output shows that it can create professional documents by 
presenting structured data in areas including an executive summary, detection statistics, and formatted tabular 
data. The analysis shows that the program can turn raw detection data into useful analytical records that may be 
used for security briefings, performance appraisals, and compliance paperwork. The neat style, well-organised data 
display, and thorough coverage of all detection modules show that this is a mature reporting system that can 
handle the needs of both professional security monitoring and administrative oversight. 
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5.6 Functional Testing 

 The results of the functionality testing are presented here.  Table 6 displays the result of the functionality 
testing.  

Table 6 Functionality testing 

Test Case 
ID 

Functionality Test Steps Expected Result Pass/Fail 

FT001 Login Authentication Enter correct username and 
password. 

User successfully logged in. Pass 

FT002 Login Attempt Block Enter wrong password 3 
times. 

Account blocked after 3 
attempts. 

Pass 

FT003 Video Stream Open dashboard with camera 
access. 

Live video feed displayed. Pas 

FT004 Facial Expression 
Detection 

Face detected in video. Correct expression label 
displayed. 

Pass 

FT005 Object Detection Place multiple objects in view. Objects detected with correct 
labels. 

Pass 

FT006 Age Detection Face visible in camera. Estimated age range displayed. Pass 

FT007 Anomaly Detection Simulate a suspicious/unusual 
event. 

Alert notification triggered. Pass 

FT008 Report Generation Click 'Generate Report' after 
detection. 

Report generated with data 
summary. 

Pass 

FT009 Dashboard Charts View dashboard during 
detection activity. 

Live stats and charts are 
updated. 

Pass 

FT010 Export Report Click 'Export' button. Downloadable file in CSV/PDF 
format is saved. 

Pass 

5.7 User Acceptance Testing Result  

 A User Acceptance Testing (UAT) form as shown in Appendix A is an essential document used during the user 
acceptance testing phase of a tool development or implementation project. Structured approach to collect data 
from 15 respondents among the FSKTM UTHM student through quantitative methods, using pass or fail answers. 
Table 7 until table 10 shows the result of User Acceptance Testing (UAT) for user side. In addition, all the items on 
the UAT have been successfully addressed in the proposed tool. 

Table 7 User Acceptance Testing Result for Section A: General Features & Dashboard 

No. Test Case Description Expected Result Pass/Fail 

A1 Real-Time Video Feed Video feed can load. Pass  

A2 Dashboard Components All sections are visible and aligned. Pass 

A3 Anomaly Detection Alert is triggered and logged. Pass 

A4 Report Generation Downloadable, correctly formatted report. Pass 

A5 Export Logs CSV/PDF file downloads successfully. Pass 

A6 Login attempt limitation with 
blocking mechanism. 

Tool allows only 3 login attempts. After 3 failed 
attempts, access is blocked. 

Pass 

A7 Performance No major crashes or major delays. Pass 

Table 8 User Acceptance Testing Result for Section B: Facial Expression Detection 

No. Test Case Description Expected Result Pass/Fail 

B1 Emotion Detection Expression label is shown. Pass 

B2 Multiple Faces All faces labeled with their expressions. Pass 

B3 Expression Transition New expressions are updated smoothly. Pass 
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Table 9 User Acceptance Testing Result for Section C: Object Detection Section 

No. Test Case Description Expected Result Pass/Fail 

C1 Object Identification Bounding box with correct label shown. Pass 

C2 Multiple Objects All objects are detected and labeled. Pass 

C3 Object Tracking Object labels move smoothly with object. Pass 

C4 Object Logging Logs appear in report/export section. Pass 

Table 10 User Acceptance Testing Result for Section D: Age Detection 

No. Test Case Description Expected Result Pass/Fail 

D1 Age Estimation Displays estimated age (e.g., 25–30). Pass 

D2 Multiple Subjects Age ranges appear above each person. Pass 

D3 Consistency Age range remains consistent. Pass 

6. Conclusion 

Overall, this project was successful in achieving its goal to develop an AI video detection tool that uses 
Convolutional Neural Networks (CNN) with YOLOv8 for age estimation, object detection, and real-time facial 
expression recognition. With useful features like anomaly alerts and report generation, the tool unifies several 
AI modules into a single platform that is backed by an intuitive dashboard. During testing, it showed smooth 
real-time performance and encouraging facial expression detection results. 

However, a lack of a dedicated GPU was a significant hardware resource constraint for the project. Google 
Colab Pro with GPU acceleration was used for model training. Despite this, real-time CPU execution 
significantly limited the system's scalability and processing speed. Performance was impacted, especially 
when performing difficult tasks like identifying emotions in live videos. High processing power is needed for 
real-time AI video detection, and the tool's full potential is limited when deep learning models are run on CPU 
hardware. Another limitation is the built-in camera's low resolution, which blurs facial features and makes it 
challenging for the tool to accurately detect emotions in real time. In order to improve speed, accuracy, and 
overall system responsiveness, future developments should concentrate on optimising GPU usage for both 
training and deployment. Despite its limitations, the tool offers a strong basis for security and educational 
applications, and it can be improved with improved hardware support. 
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