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Abstract: Restaurant reservation is a pre-arranged plan that assists in ensuring the 
available table and reserved table do not overlap and meals can be prepared in time. 
However, the existing system might have unauthorized access which lead to 
information theft. Hence, the Secured Restaurant Reservation System solved the 
concerns highlighted earlier by using password policy, two-factor authentication and 
access control to prevent unauthorized. The system uses Prototype Model and 
contains eight modules which are the sign in and sign-up, table, reservation, course, 
cart, order, user, and logs module. Next, user testing was performed by 10 
respondents including students and staffs of a restaurant. The page that can be access 
by administrator, staff, and user are different depending on their role. As a result, the 
system prioritized the confidentiality and integrity concepts by limiting access to the 
system database and the system made the business more organized and saved much 
time. 

Keywords: Password Policy, Restaurant Reservation System, Role-Based Access 
Control, Two-factor Authentication 

 

1. Introduction 

Restaurant reservation system is a pre-arranged plan to have a table at a restaurant available. Many 
restaurants still prefer a conventional style of making reservations by walk-in or phone call. Reservation 
system depends on staff to take calls, as well as handle systems to organize the process of reserving 
tables [1]. There are also restaurants that are already using the online system to promote businesses. 
The system assists the owner in ensuring the available table and reserved table do not overlap and meals 
can be prepared in time so the customers do not have to wait so long which is a waste of time. 

However, the existing system is less concerned about security as it might have unauthorized access 
and fraudulent activities which lead to information theft and the system allows users to use a weak 
password. The objectives of the system are to design a secured restaurant reservation system using a 
web-based approach, develop a secured restaurant reservation system equipped with access control in 
which limit the user access, and test the functionality of a secured restaurant reservation system in which 
customers are familiar with interface elements. The system was developed for internet customers to 
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make an online table reservation. The software used for this project is Sublime Text and the language 
used is Hypertext Preprocessor (PHP). The system used access control approach which is Role-Based 
Access Control. Role-Based Access Control (RBAC) is a security method that grants users access to 
the system based on the role and permissions granted to them. The access control contains three 
elements which are identification, authentication, and authorization. The system built with two-factor 
authentication to secure the system. The people involved in the restaurant reservation system includes 
the administrator, the staff, and the customer. 

 As a result, the Secured Reservation Restaurant System limits the staff from alter any information 
from the database. Next, the system also uses a password policy and two-factor authentication to 
strengthen the security in the sign up and sign in session. 

2. Literature Review 

Security is the most important problem in an information system. Data security policies and procedures 
are expressed in terms of confidentiality, integrity, and availability. Confidentiality refers to the ability 
to verify that only authorized individuals have access, and to keep information from being accessed or 
denied access with unauthorized people. Next, confidentiality assures all resources are shielded against 
unauthorized access, ensuring that illegal read access is impossible [2]. It connects to information 
security since it necessitates access control to protected data. Confidentiality requires that data be 
safeguarded so that it may only be used for permitted reasons by authorized people. Data integrity refers 
to the correctness and consistency of information across its entire lifecycle. Integrity includes three 
purposes that enable accomplish data security which are preventing unauthorized users from altering 
information, preventing unallowed changes to the information by authorized users, and maintaining 
internal and external consistency. Furthermore, integrity ensures that the message sent matches the 
message received so the communication is not tampered with while in transmission. In addition, 
availability guarantees that authorized users of a system have timely and reliable access to and use of 
information toward the system. Besides, access control is to provide access data that requires the user 
to sign into a system using authentication techniques to have access to a system. Access control models 
are viewed as a system for establishing and guaranteeing the integrity of security policies that govern 
how information on a system may be accessed and shared. Mandatory Access Control and Discretionary 
Access Control, and Role Based Access Control are the access control models. 

2.1 Mandatory Access Control (MAC) 

Mandatory Access Control (MAC) is a part of access control or security mechanism in which the system 
or database restricts a user's ability to access the information. The administrator may grant users access 
to the data as the administrator has authority to provide permissions to objects. Only the administrator 
may alter the object in this model. Mandatory Access Control is more dependable than Discretionary 
Access Control since it allows for the blocking of information leakage pathways "by memory" [3]. 
Mandatory Access Control is commonly connected with the BellLaPadula Model.  

a. Bell-LaPadula Model 

The Bell–LaPadula Model is a model used to implement access control in military and government 
activities. The model was established by David Elliott Bell and Leonard J. LaPadula, and it specifies a 
set of access control rules based on the use of security labels on objects and subject clearances. The 
Bell–LaPadula concept is based on data secrecy and controlled access to documents which limits 
information flow from a lower security label to a higher security label to only move upward to avoid 
jeopardizing information confidentiality [4]. 
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b. Biba Model 

The Biba Model is built to prevent people from corrupting data at a level higher than their own or being 
corrupted by data at a lower level than their own. In general, data integrity preservation has two 
objectives which are to prevent unauthorized individuals from altering data and maintain uniformity 
both internally and externally. The model was created in general to handle integrity as a basic value, 
which is the polar opposite of the Bell–LaPadula paradigm. It specifies that a person can access a 
document if the document security level is lower than the person's clearance level [5].   

2.2. Discretionary Access Control (DAC) 

Discretionary Access Control (DAC) is a security approach in which access is granted based on the 
user's identification. A user in the system is only granted access to a system resource if they are added 
to an access control list (ACL) linked with the system. The user or group can also give permissions to 
other users and groups in the same system [6]. 

a. Access Matrix Model 

An Access Control Matrix is a table that connects a set of users' privileges to operate on a group of 
objects inside a system. The authorization state is defined in the access matrix model as (S, O, A). S 
represents the group of users that have access, O represents the set of objects with which access can be 
done, and A represents the access matrix. The matrix is a table containing columns of subjects and rows 
of objects [7]. 

 
Figure 1: Access Matrix Model [8] 

Figure 1 shows the access matrix model that contains of three processes, three documents, and a 
program. The first process, User 1 the owner of Document 1 is able to read and write Document 2 and 
execute Program 1. The second process, User 2 is able to read Document 1 and read and write Document 
3. The last process, User 3 is able to read Document 3 and execute and read the Program 1. 

2.3 Role-Based Access Control (RBAC) 

Role-Based Access Control (RBAC) is a security mechanism in which access to system resources is 
granted depending on the role and privileges assigned to a user by the administrator. It is a rule access-
control technique that revolves on roles and privileges. RBAC components such as role-permissions, 
user-role and role-role connections make user tasks straightforward.  Although Role-Based Access 
Control (RBAC) differs from Mandatory Access Control (MAC) and Discretionary Access Control 
(DAC) access control structures, it can easily implement these restrictions. 
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Figure 2: Role-Based Access Control Model  

Figure 2 shows the Role-Based Access Control model. There are three users, three roles, and three 
documents. User 1 has two roles which are Role 1 and Role 2. User 1 as Role 1 can access Document 
1 while as Role 2 can access Document 1 and Document 2. For User 2 has one role which is Role 2 that 
can access Document 1 and Document 2. As User 3 who has two roles which are Role 2 and Role 3. 
User 3 as Role 2 can access Document 1 and Document 2 while Role 3 can access Document 3. 

2.4 Analysis of the Existing System 

This section explains three restaurant reservation websites, which are Dineplan, Eatigo, and OpenTable.  

2.4.1 Dineplan 

This system consists of four modules which are login module, verification module, reservation module, 
and administrator module. Login module can be done by both administrator and the users. The signup 
session is to register a user that requires the user to enter first name, last name, email, country code, 
mobile, and password. Verification module purpose is to validate the user by sending verification code 
to the user’s mobile number. Reservation module is to allow the user to book a table by choosing date, 
pax, and time. Administrator module is for updating, and deleting user, reservation, and menu. 

2.4.2 Eatigo 

This system consists of three modules which are register and login module, reservation module, and 
administrator module. Login module can be done by both administrator and the users. The register 
session is to register a user that requires the user to enter name, email, password, and re-type password. 
Reservation module is to allow the user to book a table by choosing date, pax, and time. Administrator 
module is for updating, and deleting user, reservation, and menu. 

2.4.3  OpenTable 

This system consists of four modules which are login module, verification module, reservation module, 
and administrator module. Login module can be done by both administrator and the users. The signup 
session is to register a user that requires the user to enter first name, last name, email, password, re-
enter password and primary dining location. Reservation module is to allow the user to book a table by 
choosing date, pax, time, and choosing location. Administrator module is for updating, and deleting 
user, reservation, and menu. 

2.4.4 Comparison of existing system with proposed system 

The dineplan, eatigo, and OpenTable are among the reviewed systems, sharing a few similarities and 
contrasts in certain features. As a result, the differences may be used to enhance the developed system. 
Sign-up, sign-in, two-factor authentication, password policy, easy access, and password reset are the 
six aspects that are studied in these comparisons. The table below displays the comparisons between 
the equivalent and developed systems. 

Table 1: Comparison of existing systems with developed system 
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  Security Feature           dineplan eatigo OpenTable Developed System 
Sign up Yes Yes Yes Yes 
Sign in Yes Yes Yes Yes 
Two-factor Authentication Yes No No Yes 
Password Policy No No No Yes 
Password Reset Yes Yes Yes Yes 

 

Based on Table 1, dineplan does not use password policy but it is not easy to access. eatigo and 
OpenTable are not using two-factor authentication and password policy. The developed system has all 
security features. 

3. Methodology 

In this project, Prototype Model was chosen as a methodology that consists of five phases which are 
planning, analysis, design, prototype, and implementation and testing phase. 

 

Figure 3: Prototype Model [9] 

Based on the developed system, in the planning phase, the problem of the existing system, the 
objectives of the developed system, and study scope are specified. Furthermore, a planned timetable for 
the next phase to operate smoothly has been prepared to make the developed system development 
project to be successful.  

In the analysis phase, an analysis of the existing system and its requirements is carried out to ensure 
the development of a developed system more planned and systematic. Furthermore, the proper 
programming language, software, and modules analyzed for the developed system. 

In the design phase, context diagrams (CD), data flow diagrams (DFD), and system architecture 
were used to represent the processes in developed system. In addition, this phase creates a database 
using entity relationship diagrams (ERD), and data dictionaries. 

In the prototype phase, user interfaces and the database were designed for the developed system. 
However, if any weaknesses or user requirements are identified at this phase, the process will be 
repeated until the developed system can function correctly and accepted by users. 

In the implementation and testing phase, the prototype model of the developed system will be 
available as a complete system and accepted in real-time. Next, user testing is carried out to ensure that 
the system corresponds to the demands and needs of the users who will use it. The test case was 
performed by 10 respondents including students and staffs of a restaurant in Johor Bahru.  

4.  Analysis and Design 
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This section explains the designs of the system. 

4.1  Functional and Non-functional requirements  

a.  Functional requirement 

The developed system illustrates all operations that the system can execute in each module as shown in 
Table 2. Based on Table 2, there are eight modules which are the sign-in and sign-up, table, reservation, 
course, cart, order, user, and logs module. Each module explains the functionalities that should be 
accomplished to fulfil the requirements of the system. 

 

Table 2: Functional Requirement of the system 

Module Functionalities  
Sign up and Sign 
in 
 
 
 

- Administrator register staff into the system.  
- Customer register an account by using username, email, NRIC, 

mobile number, PIN, password, and confirm password. 
- Customer signs in to the system by using email and password as 

registered. 

 

Table  - Administrator decide which table should be choose for the customer.  
Reservation - Staff updates table availability status.  

 
 
 
 

- Customer reserves a table. 
- Customer views the courses and make orders. 
- Administrator adds, updates and deletes the courses. 
- Staff view the reservation. 
- Administrator views, adds, deletes the reservation. 

 

Course - Administrator to add, update, and delete the courses.  
 - Customer view available course.  
Cart - Customer add to cart the desired courses before ordering.  
 - Administrator to view cart course added by the customer.  
Order  - Customer order the course by filling ordering form.  
 - Administrator view the orders made by customers.  
User - Administrator view, add, update, and delete users if necessary.  
Logs - Administrator monitor activities performed by staff and customer.  

 
b. Non-functional requirement 

The non-functional requirements which explain the performance, operational, and security of the 
developed system. Table 3 shows the non-functional requirements of the developed system.  

Table 3: Non-functional Requirement of the system 

Module Functionalities 
Performance 
 
 

- System interface must be familiar to the users. 
- Navigations, menus, and buttons should be easy to use and 

designed in the right places. 
Operational 
 

- System is only accessible when an internet connection is available. 
- System is compatible with multiple web browsers. 

Security 
 
 
 
 
 

- Customer must first sign up 
- All users must sign in with the email and password. 
- Password must be at least 8 characters long, contain capital and 

lowercase letters, special characters, and numerical digits to 
construct a strong password 

- Users must be verified by entering their registered PIN. 
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Based on Table 3, the performance is what the users can do when using the system, the operational 
is how the user can access the system, and security is what is the feature that secures the system and all 
the information.  

4.2  System Analysis  

System analysis is an overview of the system to be developed. 

 

 

 

4.2.1 Data Flow Diagram (DFD)  

This section illustrates the data flow diagram which contains representation of a data flow that follows 
a specified structure. Entities, processes, data storage, and data flow are the elements of the DFD 
design. Figure 4 shows the data flow begins with the customer. 

 

Figure 4: Context Diagram 

Figure 4 shows the data flow begins with the customer. New customer needs to sign up for an 
account while the current customer needs to sign in to the system to make a reservation. In addition, the 
context diagram above also shows that restaurant administrator and staff need to access before using 
the system where administrator can view reservation details and summary by customers while the staff 
can view reservation details and manage the table availability status. 
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Figure 5: Level 0 Data Flow Diagram 

Figure 5 shows the level 0 data flow diagram is a breakdown of the data flow from the context 
diagram. It provides a clearer overview of the processes in this system here. There are nine tables which 
are users, seats, tables, reservations, product category, products, carts, orders, and logs. Customers, 
staff, and administrator need to enter their details to sign in to the system. For new customers, they need 
to sign up before signing in. After signing in successfully, customers may reserve a table, add to cart 
the course, and order it. Administrator can manage seats, tables, reservation, product category, products, 
carts, orders, ang logs. Staff can manage table availability status and view reservations.  

4.2.2 Entity Relationship Diagram (ERD) 

The entity connection diagram was created to provide a more detailed picture of the structure of the 
database created for the Secured Restaurant Reservation System. The diagram is constructed from the 
data repository. Entity relationship diagram (ERD) has three main elements which are entities, attributes 
and relationships. The Entity Relationship Diagram (ERD) is illustrated as in Figure 6. 
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Figure 6: Entity Relationship Diagram 

Figure 6 depicted the Entity Relationship Diagram of the Secured Restaurant Reservation System. 
The database of the system has seven entities which are users, seats, tables, reservation, product 
category, product, carts, orders, bills, and logs table. Based on the figure, customer can view the courses 
and reserve a table. Next, the admin can manage the course category, courses, and reservation. The staff 
can view reservations and manage the table availability. 

4.3  Implementation  

The development process of this system used two software which are Sublime Text and XAMPP. 
Sublime Text is used to develop and design the interface of each page such as sign in and sign-up, table, 
reservation, course, cart, order, user, and logs module. Furthermore, XAMPP is used to execute SQL 
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queries capable of saving all data connected to the modules created by linking the user interface and the 
database. 

4.3.1 Sign Up  

Appendix 1, 2, and 3 depict sign up modules which is the account registration interface and a part of 
users sign up programming code. Customers who do not have an account must create one by providing 
a username, email address, mobile number, Personal Identification Number (PIN), password, and 
confirm password. Once registration is complete, customer can sign in the account. 

4.3.2 Sign In 

Appendix 4 and 5 are the sign in modules showing the sign in interface and a part of user sign in 
programming code. Users sign in by entering the email and password they have registered. 

4.3.3 Verify 

Appendix 6 and 7 are the verify interface and a part of verify programming code. Users verify by 
entering the correct PIN they have registered. 

4.3.4 Change Password 

Appendix 8 and 9 are the change password interface and a part of change password programming code. 
Users can change password by entering the old password, new password, and confirm new password. 

4.3.5 Table Reservation  

The table reservation interface and a piece of the table reservation code are depicted in Appendix 10, 
11, and 12. On this page, customer can book a reservation by selecting a date and time from a virtual 
calendar. Furthermore, customer can only book on dates and times when there are vacancies, which are 
denoted by a green square button with the phrase "Book" on it. 

4.3.6 Course  

The course interface and a part of the code are depicted in Appendix 13 and 14. This page allows 
customer to view or to order the course by clicking “Add to Cart” button.   

4.3.7 Cart  

The cart interface and a part of the code are depicted in Appendix 15 and 16. This page allows customer 
to view the cart item. Customer can proceed to the checkout page if they wish to order the cart item. 

4.3.8 Checkout  

The checkout interface and a part of the code are depicted in Appendix 17 and 18. This page allows 
customer to order the cart item by filling the ordering form. After ordering, the information will be 
delivered to administrator. 

4.4 Test Case  

The test case used to explain the intended outcome of a function and as a guide in finding error as the 
test execute. The Secured Restaurant Reservation System test cases are listed in Table 4. Based on Table 
4, there are five test cases which are sign in and sign up, reservation, course, cart, checkout, and access 
control module with all the expected result. 
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Table 4: Test Case 

Test Case Expected Result Result 
Sign In and Sign 
Up 

- Users can sign in the system into different interfaces 
based on their user type or role. 

Success 

Reservation 
 

- Customer can make reservation by selecting date, timeslot and 
number of seats needed. 

Success 

 - Administrator can manage details stored in the database. Success 
Course 
 

- Customer can view courses displays in the course page. 
- Administrator can add, update or delete course in the database 

Success   
Success 

Cart 
 

- Customer can view courses displays in the course page. 
- Administrator can add, update or delete course in the database. 

Success        
Success 

Checkout - Customer can order the course in checkout page. 
- Administrator can view order in the database. 

Success        
Success 

Access Control 
 

- Users can access the system into different page based on their 
role. 

- Administrator can access all page while staff can only access 
certain page. 

Success 
      

Success 

 

4.5 Test Case Result  

User satisfaction testing is carried out to confirm that the developed system meets the desired goals. 
Furthermore, this testing is done to acquire opinions and levels of user satisfaction with the established 
system.  Furthermore, user satisfaction testing is separated into two sections which are system interface 
and system functioning. The test results for each system interface-related question are shown in Figure 
7. 

 
Figure 7: Graph of Test Results for System Interface 

Based on Figure 7, the testing section for the system interface contains 4 questions. Regarding the 
pleasant user interface is used, 4 respondents chose highly agree, 5 respondents chose agree, and 1 
respondent chose neutral. Next, for the second question, the font size and writing style are suitable, 3 
respondents chose highly agree, 6 agreed, and 1 chose neutral. Concerning user friendly, 5 respondents 
chose highly agree and 5 respondents chose agree. For the easy-to-use system interface, 6 respondents 
chose highly agree and 4 respondents chose agree. According to the findings of the system interface 
testing, all respondents were satisfied with the system interface designed 
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Figure 8: Graph of Test Results for System Functioning  

Figure 8 depicts the system function test results. In this second section there are 4 questions. For 
the first question, 7 respondents chose strongly agree, 2 respondents chose agree and 1 respondent chose 
neutral for the information displayed clearly. Next, for the second question which is every button 
functions properly, 5 respondents chose strongly agree and 5 respondents chose. For the third question 
6 respondents chose strongly agree and 4 respondents chose agree for the question system performs as 
expected. In addition, for the last question 4 respondents chose strongly agree, 5 respondents chose 
agree and 1 respondent chose neutral for the question of Can be performed without instructions. 
According to the findings of system function testing, all respondents are satisfied with the system 
function developed. 

5. Conclusion 

In conclusion, the development of restaurant reservation system will make customers reserve table 
much easier. Furthermore, it can help Secured Restaurant Reservation System manage tables and orders 
more systematically. This is due to the fact that improper booking management may produce confusion 
in everyday management. Therefore, with the Secured Restaurant Reservation System, restaurant 
reservation system will be more organized and structured. Secured Restaurant Reservation System 
using Role-Based Access Control Approach developed is secured when using access control method.  
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Appendix 

 
Appendix 1: Account Sign Up Interface 

 

Appendix 2: Account Sign Up Programming Code 
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Appendix 3: Account Sign Up Programming Code 

 

Appendix 4: Account Sign In Interface 
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Appendix 5: Account Sign In Programming Code 

 

Appendix 6: Account Verify Interface 

 

Appendix 7: Account Verify Programming Code 
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Appendix 8: Change Password Interface 

 

Appendix 9: Change Password Programming Code 

 

Appendix 10: Table Reservation Date Selection Interface 
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Appendix 11: Table Reservation Timeslot Selection Interface 

 

Appendix 12: Table Reservation Programming Code 

   

Appendix 13: Course Interface 
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Appendix 14: Course Programming Code 

 

Appendix 15: Cart Interface 

 

Appendix 16: Cart Programming Code 
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Appendix 17: Checkout Interface 

 

Appendix 18: Checkout Programming Code 
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