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The Internet of Things (IoT) is the collective network of interconnected 
devices and the technology that enables communication between 
devices and the cloud. Nowadays, IoT has been adopted in port 
management system. The purpose of the study is to identify the issues, 
challenges, and trends of IoT applications in port management system, 
to study the key drivers of IoT applications in port management system, 
and to study the future image of IoT applications in port management 
system. The target respondents were selected among users of IoT 
applications in port management system in Westports Malaysia which 
is 359 respondents. The researcher utilized a quantitative method in 
this study. 359 questionnaires were distributed to the respondents via 
online survey and the survey return rate was 37.05%. This study 
employs foresight instruments such as STEEPV Analysis and SPSS 
analysis. STEEPV analysis is used to identify the issues, challenges, and 
trends of IoT applications in port management system. SPSS analysis 
has been used to show the result of the key drivers of IoT applications 
in port management system in the second phase of the research with 
impact-uncertainty analysis. 10 merged key drivers have been 
identified. The approach of impact-uncertainty analysis has been used 
to determine the future image of IoT applications in port management 
system. The top two drivers are technology reliability and IoT secure 
system in port management system. It indicates that these two drivers 
ensuring technology reliability and IoT security is crucial for future 
port management systems to maintain operational efficiency, 
safeguard data, and prevent disruptions in critical logistics networks. 
The scenario analysis has been formed based on the top two drivers 
and four scenarios will represent the possible outcome from 2024 to 
2034. Hence, this research can help future researchers and developers 
increase their awareness of adopting IoT in the future. 
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1. Introduction 

IoT is referred to as the Internet of Things. It represents a network of physical devices that are inserted with 
software, sensors, and other technologies that enable them to communicate with other devices and systems over 
the internet or other communication networks in order to connect and exchange data (Oracle, 2020) A port was 
considered intelligent when it is equipped with many 4.0 technologies like sensors, robots, Radio-frequency 
Identification (RFID), IoT, or Big Data accordingly for administration and analysis (Hoang Phuong Nguyen et al., 
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2022). These technologies would improve the port's ability to solve problems efficiently. In brief, these 
technologies will optimise port operations and make port management simpler  (Hoang Phuong Nguyen et al., 
2022). The development of new digitization paradigms like robotics, cloud-edge computing, big data, machine 
learning, and the Internet of Things (IoT) has made the Industry 4.0 idea possible and opened up new 
opportunities for the port industry (Eduardo Garro et al., 2023). Due to the real-time factor and not relying on 
human data collection, IoT enables data driven inspection on demand which boosts uninterrupted port operations 
(Jorge Merino et al., 2022) Enabling a seamless and real-time connection of all equipment and systems is 
improving operational procedures and cargo handling. In these new circumstances, the industry can create more 
automated and interconnected systems with less risk, at a lower cost, with less need for human interaction, and 
with a faster lead time (Eduardo Garro et al., 2023). Due to the port industry's strict requirements and intense 
competition, port operations must be performed precisely in order to achieve high operating throughput and 
maintain profitability and safety (Eduardo Garro et al., 2023). Efficiency gains in this area can therefore have a 
significant positive impact. Cargo ports all over the world are currently undergoing various types of technological 
change in order to improve the visibility of their assets. They are moving towards digital, connected, and 
intelligent port automation (Eduardo Garro et al., 2023). Therefore, IoT application might make daily operations 
using human resources simpler and enable the port to meet client needs. 
 An essential component of port management is the use of IoT technologies. It offers a number of benefits to 
port management system. Firstly, optimization of operation where  port managers are able to track and manage 
operational factors including container tracking, vessel traffic control, logistics management, and equipment 
maintenance through the data collecting and sharing capabilities of these devices (Prosertek, 2023). Greater 
efficiency, shorter waiting times, and lower operating expenses are all attained by optimising these procedures. 
Secondly, it improved security where sensors in networked devices at ports allow for continuous observation of 
port surroundings and early identification of possible threats or incidents (Prosertek, 2023). Quick and automatic 
emergency reaction greatly enhances security and safety while protecting workers and cargo. Thirdly, this 
technology makes port assets' location and status visible  (Prosertek, 2023). Infrastructure and equipment with 
embedded sensors can gather information on wear and tear, energy usage, performance, and environmental 
factors. In order to prevent unanticipated failures, minimise downtime, and maximise resources, this information 
facilitates proactive asset management and predictive maintenance planning. However, besides these advantages, 
IoT still has many disadvantages, such as lack of security, unreliability, energy inefficiency, and centralized data 
storage (Fetahu et al., 2022; Talebkhah et al., 2021). For instance, when the Internet connection between IoT 
devices and cloud servers is interrupted, IoT services cannot be maintained properly. The port transportation 
sector is progressively relying more on digital tools and software. Numerous interconnected devices can directly 
retrieve sensitive information, such as port routes and safety plans, thereby elevating the risk of information 
breaches and unauthorized access (Zhou et al., 2021) In fact, the automation of the acquisition and processing of 
data enabled by IoT systems should lead to clear improvements at the levels of integration of the transport chain, 
sustainability and efficiency in the transport modes and change amongst modes, and intelligence in the decisions 
to be taken for the logistics sector (Papert & Pflaum, 2017; Tiwari, Wee, & Daryanto, 2018). Even if it can be 
difficult to overcome these obstacles, IoT has the power to revolutionise port management and enhance the 
effectiveness, security, and sustainability of ports all over the world.  

The foresight study was conducted ten years into the future or between 2024 to 2034. The resources and data 
related to the IoT application trend in port management systems are highlighted in this study. Every important 
piece of information and data about IoT in port management systems has been gathered from a variety of sources, 
including books, journals, conference proceedings, and other research materials. This study's focus was on port 
management systems. Users of IoT in port management systems in Westports Malaysia were the research 
responders. The target respondents were mostly IoT users in the port management system within organisations 
in Westports Malaysia. The goal of the questionnaire is to gather data from respondents, which then be analysed 
and utilised for data analysis. The questionnaire has been distributed to the advocates' respondents. 

2. Literature Review 

Table 1 presents a consolidated view of the drivers associated with the merged issues, challenges and trends. 

Table 1 Table of drivers related to merged issues, challenges and trends 

No. Issues, Challenges and Trends Drivers 

1 Security measures 
Edge oriented secure system 
Cyber security threats 
Expose sensitive information 
Detecting cyber attacks 

IoT secure system 
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2 Smart objects and sensors 
Information and Communication Technology (ICT) 
Edge, fog and cloud computing 
IoT sensors via 5G technology 

Digitalization 

3 Competitiveness and demanding needs 
Increased customer demand 
Local and global logistics 
Global supply chain 

Market demand 

4 Worldwide economic 
Return in investment 
Economic survival and growth 
Flexible and reliable service 

Economic growth 

5 6G networks 
6G wireless technologies 
Internet of Drones (IoT) 
Modern IoT platform 

Technology innovativeness 

6 Controlled environment 
Monitoring environmental compliance 
Sustainability improvement 

Environment sustainability 

7 Cost savings 
Lower cost 
Loss of revenue 
Return in investment 

Production cost 

8 Minimized human intervention 
Simplify human resources 
Operational efficiency 
Smarter decision making 

Human resource reliability 

9 Congestion pressures 
Operational process 
Efficient processing power 
Quality of goods 

Technology reliability 

10 Achieving dynamic and adaptable coverage 
Achieving global maritime communication coverage 
Achieving operational efficiency 
Achieving automated and interoperable solutions 
Achieve high operational throughput 

Technology effectiveness 

3. Research Methodology 

3.1  Research Design 

In order to gain a comprehensive understanding, quantitative data has been examined. Using a mixed-method 
foresight technique, the research attempts to analyse the issues, challenges, and trends of IoT applications in port 
management systems. In order to analyse the future of IoT applications in port management systems, this 
foresight technique uses a quantitative method in this study. Figure 1 is a flowchart that shows the visual display 
of the activities in a process. The researcher will better understand the processes and the work at all levels with 
the aid of this visual review process, which serves as a framework. This research flow chart helps the researcher 
ensure that the research was carried out properly, as shown in Fig. 1. 
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Fig. 1 Research flow chart  

3.2 Foresight Process 

The foresight process gathers and analyses data in order to enable individuals to think about the future in novel 
and varied ways. Foresight has involved a number of stages. For example, the data has been analysed using 
STEEPV analysis, the change drivers for IoT applications in port management systems were identified, and the 
foresight process started with horizon scanning. 

3.2.1 Horizon Scanning  

Focusing on the new technology and its implications, horizon scanning is a technique for seeing possible dangers, 
risks, emerging challenges, opportunities, and future advancements. According to the Government Office of 
Science & Cabinet Office (2013), horizon scanning is a tool for future analysis and the identification of emerging 
trends and changes that will impact policies and practices in the future. Based on desk research, the purpose of 
horizon scanning was to help the researcher find patterns, changes, unforeseen issues, and constants. Journal 
articles, books, the internet, and other sources are a few examples of desk research. 

3.2.2 STEEPV Method 

The STEEPV method has 10 steps, which are data designing, data listing, data classification, data identification, 
theme comparison, repeat, data inspection, revision, data merging, and final confirmation. 
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3.2.3 Drivers 

The elements that will shape, change, or influence future growth are known as drivers. Every driver that has been 
gathered will be identified or determined using STEEPV. A wide range of instruments are available for evaluating 
or classifying drivers. Examples include the future wheel, the S-curve, and impact-uncertainty analysis. Impact-
uncertainty analysis is used in this study to examine the future variables or drivers that will affect and influence 
the issues, challenges, and trends associated with IoT applications in the port management system. Based on desk 
research, the purpose of horizon scanning was to help the researcher find trends, changes, unforeseen issues, and 
constants. Journal papers, books, and the internet are a few examples of desk research. 

3.3 Population and Sampling Techniques 

A study population is a significant population of persons or individuals who are the main subject of a scientific 
investigation. The population is defined as a large group of individuals, institutions, items, and other things that 
share common characteristics, and the researcher was interested in this characteristic (Rafeedalie, n.d.). The 
Internet of Things (IoT) applications in port management systems are the focus of this study. Therefore, the target 
audience consisted of users of the IoT application in the port management system in Westports Malaysia. Thus, 
this study aims to gather information from the 5725 IoT users in the port management system in Westports 
Malaysia. 
 The sampling technique utilised in this investigation is purposive sampling. Purposive sampling is the 
process of choosing samples based on the goals of the study and the characteristics of the population. Based on a 
population of 5725 people, the Krejcie and Morgan Table indicates that the study's sample size will be 359 
respondents (KENPRO, 2012). 359 respondents who use the IoT in the port management system have contributed 
to the study's sample size. 

3.4 Research Instrument 

This study chose to use a questionnaire as its primary research tool. This study used a questionnaire because the 
data obtained from the questionnaire was effective and easy to understand. The questionnaire was employed in 
this study because it can be utilised to determine future trends, challenges, and issues of IoT applications in port 
management systems. The advocates of IoT applications in the Malaysian port management system were given 
the questionnaire. There were four parts to this research questionnaire: parts A, B, C, and D. The respondents' 
demographic data is shown in Part A, while Part B reveals how they ranked or chose the important drivers. Part 
C measured the degree of impact of the drivers of IoT applications in port management systems, whereas Part D 
measured the degree of uncertainty of the key drivers of IoT applications in ports. 

3.5 Data Collection 

Data collection is the process of collecting, analysing, and ensuring that data from multiple sources may be utilised 
to meet the goals of the research. The two components of the data collection method are primary data and 
secondary data. The researcher gathers primary data through surveys, questionnaires, and sampling from 
primary sources. Stated in different ways, primary data includes various types of information that has been 
gathered for the first time. For instance, the majority of the main data was collected using a questionnaire. 
Information gathered from a previous study is known as secondary data. The gathering of secondary data from 
articles, books, journals, newspapers, websites, and other sources. Both primary and secondary data gathering 
were performed in this study to gather information. To determine the issues, challenges, and trends in IoT 
applications in the port management system, a collection and analysis of IoT sources was conducted. The 
application of secondary data collection was common in many research studies due to its potential as an additional 
resource for primary source data. Table 2 shows the reliability of the pilot study. Meanwhile, Table 3 shows the 
reliability test for the actual study.  

Table 2 Reliability of pilot test 

Factors Cronbach’s Alpha Value 

Level of Importance 0.727 

Level of Impact 0.708 

Level of Uncertainty 0.811 
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Table 3 Reliability for the Actual Study 

Factors Cronbach’s Alpha Value 

Level of Importance 0.842 

Level of Impact 0.836 

Level of Uncertainty 0.908 

3.6 Analysis of Data 

3.6.1 Descriptive Analysis 

Descriptive Analysis is the type of analysis of data that helps describe, show or summarise data points in a 
constructive way such that patterns might emerge that fulfil every condition of the data (Ayush Singh Rawat, 
2021). The 'Statistical Package for Social Science' (SPSS) was utilised to analyse the data that was collected 
through the questionnaire. The SPSS software will assist in producing statistical data in numerical form. 
Additionally, SPSS displayed the collected data as a percentage, mean, and standard deviation. 

3.6.2 Impact-Uncertainty Analysis 

An impact uncertainty analysis was developed using the driver list. The drivers were ranked in terms of 
importance, impact, and uncertainty. To create a scenario analysis, the top two variables with the highest degree 
of impact and uncertainty have been selected based on the list. The creation of the scenario analysis followed an 
impact uncertainty analysis based on the computed mean value from the data analysis. 

3.6.3 Development of Scenario Analysis 

The impact-uncertainty analysis's top two drivers were used to create the scenario analysis. Regardless of positive 
or negative outcomes, the future effects of events and trends of IoT applications in the port management system 
were divided into four unique possible scenarios. The study's recommendations and implications were examined 
at the end of the study. The four potential outcomes that could occur between 2024 and 2034 are represented by 
these alternate scenarios. 

4. Results and Discussion 

4.1 Demographic Analysis 

In this research, there are 59 males (44.4%) and 74 females (44.4%). For age, 68 respondents (51.1%) are 
between 20-29 years old. 35 respondents (26.3%) are between 30-39 years old, and 30 respondents (22.6%) are 
above 40 years old. For Job Level, 53 respondents (39.8%) are middle management, 39 respondents (29.3%) are 
executive or senior management, and 31 respondents (23.3%) are intermediate or experienced staff. Entry-level 
had the lowest number of respondents, with only 10 workers (7.5%). For work sector, Marketing had the highest 
number of respondents at 36 workers (27.1%), followed by Supply Chain Management had 21 respondents 
(15.8%), Port Management & Administration had 20 respondents (15%), Maintenance and Engineering had 19 
respondents (14.3%), Security and Safety had 18 respondents (13.5%) and Finance had 7 respondents (5.3%). As 
for the years of experience in port industry, 68 respondents (51.1%) had 5-10 years’ experience, 23 respondents 
(17.3%) had 2-5 years’ experience, 19 respondents had 10-20 years’ experience, 15 respondents (11.3%) had less 
than 2 years’ experience and only 8 respondents (6%) had more than 20 years’ experience in port industry. Lastly, 
122 respondents (91.7%) stated that they are high chance that IoT will play an integral role in the port industry 
in the next 10-15 years, while only 11 respondents (8.3%) stated that the chances are medium.  

4.2 Mean of Drivers in Corresponding with Importance 

Table 4 below shows the mean of the first six leading Drivers based on level of importance. 

Table 4 Mean of the first six leading drivers on importance 

No Drivers Mean 

1 IoT secure system 4.4060 

2 Production cost 4.3609 

3 Human resource reliability 4.3459 
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4 Technology innovativeness 4.3383 

5 Digitalization 4.3308 

6 Technology reliability 4.3158 

4.3 Mean of Drivers in Corresponding with the Level of Impact  

Table 5 below shows the mean of the six leading drivers on the level of impact. 

Table 5 Mean of the six leading drivers on the level of impact 

No Drivers Mean 

1 IoT secure system 4.3383 

2 Production cost 4.3008 

3 Human resource reliability 4.2707 

4 Technology innovativeness 4.3609 

5 Digitalization 4.2632 

6 Technology reliability 4.4060 

4.4 Highest to The Lowest Mean Based on Its Uncertainty 

Table 6 below shows the mean of the six leading drivers on the level of uncertainty. 

Table 6 Mean of the six leading drivers on the level of Impact 

No Drivers Mean 

1 IoT secure system 4.2932 

2 Production cost 4.2707 

3 Human resource reliability 4.2632 

4 Technology innovativeness 4.2782 

5 Digitalization 4.2556 

6 Technology reliability 4.3308 

4.3 Impact-Uncertainty Analysis 

According to the graph in Fig. 2, D3 and D5 had the highest impact and uncertainty. D3 represented the economic 
dynamics, and D5 represented the governance in the Metaverse. 

 

Fig. 2 Impact Uncertainty Analysis 
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 The mean values for impact-uncertainty are illustrated in Table 7. The researcher must arrange and evaluate 
the data gathered during the data collection phase in order to comprehend it. Data analysis is used to identify 
study findings and whether the research will fulfil its goals. Data will be gathered from primary sources through 
the distribution of questionnaires. 

Table 7 Mean of the six leading drivers on Level of Impact and Uncertainty 

No Drivers 
Mean 

Uncertainty Impact 

D1 IoT secure system 4.2932 4.3383 

D2 Production cost 4.2707 4.3008 

D3 Human resource reliability 4.2632 4.2707 

D4 Technology innovativeness 4.2782 4.3609 

D5 Digitalization 4.2556 4.2632 

D6 Technology reliability 4.3308 4.4060 

4.5 Scenario 1: Booming of Internet of Things (IoT) 

Based on Fig. 3 below, the first scenario occurs when there is a high technology reliability and high IoT secure 
system. The "booming of Internet of Things (IoT)" in the context of port management systems refers to a 
transformative period where IoT technologies are rapidly adopted and integrated into port operations, leading to 
significant improvements in efficiency, safety, and sustainability. In this scenario, the Internet of Things (IoT) 
experiences unprecedented growth and integration across various sectors, driven by high technology reliability 
and strong security systems. The convergence of these two critical factors creates an environment where IoT 
devices and applications flourish, transforming industries and enhancing everyday life. As IoT systems become 

increasingly integrated into port operations, ensuring cybersecurity is paramount (Barak et al., 2020). 

Governments must implement strong cybersecurity measures to protect IoT devices and networks from cyber 

threats. This includes establishing cybersecurity standards, conducting regular security assessments, and 

providing training and resources to port operators. Besides, governments can invest in the necessary 

infrastructure to support IoT deployment in ports. This includes upgrading existing port facilities with modern 

IoT-compatible equipment and building new infrastructure that integrates IoT technologies from the ground 

up. Investments in high-speed internet connectivity, advanced sensor networks, and data processing centres 

are essential to ensure that ports can effectively utilise IoT solutions. 
 

Fig. 3 Development of Four Scenario Analysis 

 

High Technology Reliability 
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4.6 Scenario 2: Stagnation of Internet of Things (IoT) 

Based on Fig. 3 above, the second scenario occurs when there is a low IoT secure system and low technology 
reliability. The phrase "stagnant of Internet of Things (IoT)" describes a situation in which the adoption and 
advancement of IoT technology in ports is sluggish or slow. Numerous causes, such as low technology reliability, 
insufficient security measures and lack of investment, might cause this stagnation. The potential advantages of 
IoT in port management are not fully utilized in such a situation, which results in inefficiencies and lost chances 
for improvement. The lack of reliable technology infrastructure is a significant barrier to IoT adoption in port 
management. To overcome this, governments can prioritise the modernisation of existing digital infrastructures, 
such as communication networks and data processing systems. Besides, government should also strengthen IoT 
security system by establishing laws requiring strict security measures for all IoT implementations. This includes 
secure authentication procedures, end-to-end encryption, and frequent software updates to reduce vulnerabilities. 

4.7 Scenario 3: Vulnerability of Internet of Things (IoT) 

Based on Fig. 3 above, the third scenario occurs when there is a high technology reliability but low IoT secure 
system. In the context of high-technology reliability and low IoT secure systems, the phrase "vulnerability of 
Internet of Things (IoT)" describes a situation in which IoT systems and devices in port management are very 
reliable in terms of performance and functionality but have a severe lack of security measures. As a result, the 
technology functions well and efficiently, but the systems are vulnerable to different cyberthreats and attacks due 
to the absence of strong security frameworks. The safety, effectiveness, and integrity of port operations may be 
significantly impacted by this vulnerability in port management systems. The low security of IoT systems leaves 
ports vulnerable to cyberattacks, data breaches, and unauthorized access. To overcome this, governments should 
make sure port authorities have strong incident response strategies in place to reduce interruption and lessen the 
harm that security breaches can bring.  

4.8 Scenario 4: Inefficient of Internet of Things (IoT) 

Based on Fig. 3 above, the last scenario will occur when there is a high IoT secure system and low technology 
reliability. In the context of low technology reliability and high IoT secure systems, the phrase "inefficient of 
Internet of Things (IoT)" describes a situation in which IoT systems and devices in port management are 
extremely secure but have low reliability. This results in a scenario where the technology performs inconsistently 
and ineffectively in spite of strong security measures, causing operational difficulties and inefficiencies. The total 
effectiveness and productivity of port operations may be significantly impacted by this inefficiency in port 
management systems. To overcome these inefficiencies, governments must implement strategies that strike a 
balance between enhancing technology reliability and optimizing security systems. System reliability can be 
increased, and downtime can be decreased by putting predictive maintenance technologies into place to help 
detect any device problems before they happen. Government can use grants or subsidies to encourage ports to 
implement these technologies. Government should also aim to optimize security measures to maintain both safety 
and performance. Additionally, rather than enforcing consistent security protocols for all IoT systems, 
governments might promote a risk-based strategy. High-security protocols should focus on critical systems, while 
less-sensitive systems can use lighter security measures to optimize efficiency. 

5. Conclusion 

The first objective of this research is to identify issues, challenges, and trends of IoT applications in the port 
management system. This objective had been generated through the STEEPV analysis. The issues, challenges, and 
trends have been analysed based on previous research. Based on STEEPV analysis, social is the most critical driver 
in IoT applications, followed by technological, economic, values, environmental, and political factors.  
 The second objective is to study the key drivers of IoT applications in the port management system. After the 
STEEPV analysis, the 10 drivers have been developed based on merged issues, challenges, and trends of IoT 
applications in the port management system. The ten drivers are IoT secure system, digitalisation, market 
demand, economic growth, technology innovativeness, environment sustainability, production cost, human 
resource reliability, and technology reliability. The top 60 per cent of drivers were selected based on three aspects, 
which are importance, level of impact, and level of uncertainty. The two top drivers have been chosen based on 
the impact-uncertainty analysis. Based on the use of IoT in the port management system, the top two drivers have 
the most impact and uncertainty. 
 The capacity of IoT devices and systems to function reliably and efficiently without malfunctions or 
disruptions is referred to as technology reliability in IoT applications for port management systems. Accurate data 
gathering, seamless device connection, and effective operations in vital port services, including cargo handling, 
vessel tracking, and equipment monitoring, are all made possible by dependable technology (Othman et al.,2023). 
Reliable IoT systems allow for improved safety, predictive maintenance, and real-time decision-making (Wang et 
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el.,2024). However, low technological reliability can have a negative effect on port efficiency and safety by causing 
frequent malfunctions, inaccurate data, and operational disruptions. Sustaining high reliability is essential for cost 
reduction, resource optimisation, and smooth port operations. 
 IoT secure system is the deployment of strong security mechanisms that shield IoT networks, devices, and 
data from intrusions, illegal access, and data breaches. IoT security is crucial for maintaining seamless operation 
and stakeholder trust because ports are vital infrastructure that handle enormous volumes of sensitive data and 
automated processes (Cui et al., 2023). An IoT system with a high level of security guarantees strong defence 
against online attacks, illegal access, and data breaches (Li et al., 2024). However, IoT devices and networks are 
exposed when a low IoT security system is not sufficiently protected against cyberattacks. Significant dangers, 
such as financial losses, data breaches, and operational interruptions, may result from this. 
 The third objective was to describe the future image of IoT applications in port management system. This 
objective also needs to identify the forces that can change the future of IoT applications in port management 
system. Four different scenarios have been formed based on the top two drivers chosen from the impact-
uncertainty analysis. These four alternative scenarios represent the four possibilities that might happen from 
2024 to 2034. The top two drivers that has the highest impact and uncertainty were technology reliability and IoT 
secure system. 
 In conclusion, this research aims to identify the issues, challenges, and trends, study the key drivers of IoT 
applications in the port management system, and describe the future image of IoT applications in the port 
management system in Malaysia. IoT’s growth and demand in port management systems have both expanded in 
the current era of digitalisation. The industry's adoption of IoT for applications has also been inspired by the 
widespread use of IoT applications in the port management system. The four scenarios indicated the technology 
reliability and secure system in IoT applications in the port management system. The technology reliability in IoT 
and the secure system have a strong relationship. Both factors can create the best scenario, such as “Booming of 
Internet of Things (IoT)”, where port management systems are more effective in using IoT. But those two factors 
also will cause some adverse scenarios in the future, like “Stagnation of Internet of Things (IoT)”, “Vulnerability 
of Internet of Things” and “Inefficiency of Internet of Things (IoT)”. Hence, these future scenarios can benefit 
future researchers and industries in sustaining the future development of IoT applications in the port 
management system. 
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